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IGF 2010 Vilnius, Lithuania 
Open Forum on ICC’s work on Data Protection and Privacy

Moderator:

Dorothy Attwood, Senior Vice President-Public Policy and Chief Privacy Officer, AT&T 
Welcome by: 
Andrius Iskauskas, Chair, ICC Lithuania’s EBITT Commission; Member of the Board, ICC Lithuania
Panelists:
Joseph Alhadeff, Vice President for Global Public Policy and Chief Privacy Officer, Oracle Corporation; Vice-Chair, ICC EBITT Commission
Christopher Kuner, Partner, Hunton & Williams, Belgium; Chair, ICC Task Force on Privacy and the Protection of Personal Data
Zahid Jamil, Barrister-at-Law, Jamil & Jamil, Pakistan; Chair, ICC Pakistan's EBITT Committee and Member of the Executive Board, ICC Pakistan
Remote Moderator:

Heather Shaw, Vice President ICT Policy, US Council for International Business (USCIB)
Rapporteur:
Elizabeth Thomas-Raynaud, Policy Manager, ICC

Open Forum ICC’s work on Data Protection and Privacy

This open forum will profile ICC policy initiatives and practice tools that help users, governments, and business address data protection and privacy issues, with a particular focus on the work of the ICC Task Force on Privacy and the Protection of Personal Data. ICC develops essential tools, such as model contract clauses for trans-border data flows, and a privacy toolkit. ICC’s policy and practice work also includes related security issues such as RFID and information compliance.
ICC and its Task Force would use the opportunity of this Open Forum at the 2010 IGF in Lithuania to focus on how global business contributes to policymaking and best practices on these issues, and to highlight ICC’s engagement in key intergovernmental and multistakeholder forums on a range of Internet governance issues.
The discussion will focus on

· Enhancing human and institutional capacity building;

· Fostering international exchange of experience, information and knowledge sharing of benefit to stakeholders in developing and developed countries.

ICC will profile its continuous work to raise awareness about data protection and privacy and highlight its lead contributions to the international community to understand today’s global issues and challenges, cross-regional differences, and strategies. 
Background on ICC work on Data Protection and Privacy

In today's digital and interconnected world, businesses need to move and process information across locations and networks to serve their global customers in faster, more efficient and cost-effective ways. ICC strongly supports privacy protections as key business enablers to build the trust of individuals in global and electronic commerce. Members of the ICC Task Force work on data protection issues of global significance that affect businesses in areas such as international data transfer, RFID, whistleblower hotlines, and the processing of human resources data. For the past decade, ICC and its EBITT Commission Task Force on Privacy and the Protection of Personal Data have engaged intensively to build capacities, streamline processes, and save companies money by developing standardized, practical tools in data protection and privacy, while at the same time protecting the personal data of individuals. ICC’s initiative has so far helped businesses demonstrate their compliance and standardize the process for transferring data internationally.
ICC’s Task Force has also worked closely with many international organizations such as APEC, the Council of Europe, the European Commission, and the IGF to provide business input on data protection regulatory initiatives. This input has resulted in the approval by such organizations of business tools originally proposed by ICC, and of private-sector concerns being reflected in the regulatory framework for data protection more than they otherwise would have been. ICC has also produced a series of policy statements, comments, and toolkits for business, which are widely recognized in the international business community and governmental institutions as useful guidance for policymaking. 
http://www.iccwbo.org/policy/ebitt/id20384/index.html
· Standard Contract Clauses (SCC) for Global Data Transfers 
In a move to standardize and speed up transfers of international data worldwide, ICC, in conjunction with other business organizations, has worked with the European Commission to improve standard contractual clauses for international transfers of data. On 27 December 2004, the European Commission approved standard contractual clauses for the transfer of personal data from EU to non-EU countries proposed by seven international business associations, judging them as offering an “adequate level of data protection" under the EU's strict data protection laws. In February 2010, the commission approved changes to the standard contract clauses covering flows of personal data from the EU to non-EU countries between data controllers and data processors. In both cases, the clauses were largely drafted by ICC, which led negotiations on behalf of the business associations. In addition, the 2004 clauses have been accepted in other countries and regions (for example, in Pakistan) as providing legal protections for the international transfer of personal data.
While other mechanisms that provide a legal basis for complying with the EU restrictions for transferring personal data outside the EU exist and are increasingly popular, the use of SCCs remains indispensable. In many cases they are the only readily available data transfer solution that can be used and implemented on short notice. The approval of these model clauses is the latest example of tools ICC has promoted with the European Commission to improve international data transfers for global business.

http://www.iccwbo.org/policy/ebitt/index.html?id=34969
· Privacy Toolkit 
Effective and appropriate privacy protection is a business enabler, not a barrier. It is a way to ensure consumer confidence and trust, and an enabler of lasting and fruitful customer relationships. Global business supports the use of a wide range of privacy enabling measures, and recognizes that there is no ‘one size fits all’ approach to privacy protection. This Toolkit sets out the business context for privacy protection and describes the characteristics and benefits of optimal privacy protection regimes.

ICC advocates consensus on principles for the use of personal data, and flexibility on the many mechanisms that can be used to apply these principles and ensure compliance. This Toolkit points out the potential adverse effects of relying too heavily on overly burdensome and legislation-centered approaches to privacy protection. It concludes with a set of action items for governments to promote appropriate and effective privacy protection regimes.
http://www.iccwbo.org/uploadedFiles/TOOLKIT.pdf
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