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  BACKGROUND NOTE ON SUB-THEME 

 

 
 

Security: Legal and other Frameworks: Spam, Hacking 

and Cyber-crime 

 

 

The overall security of the Internet has been extensively explored and discussed since the 

beginning of the IGF. Cybersecurity is an issue encountering more and more challenges related 

to aspects such as privacy and security in cloud computing, threats to the core Internet 

infrastructure, protecting digital identity, and new techniques used by cybercriminals. In depth 

discussions on these challenges, on the way they are addressed through public policy 

initiatives, and on the role of Internet intermediaries in ensuring cybersecurity are therefore 

extremely important and will again be explored in depth at this year’s IGF in both workshops 

and during the focus session. Issues such as copyright, intellectual property, security of identity 

online and the protection of children online will be discussed at length as well. 

 

A focus session will aim to produce clear takeaways on legal and other frameworks for 

addressing the complicated and oftentimes controversial problems of spam, hacking and cyber-

crime. This session will pick up and carry forward some of the discussions that were held at the 

WCIT in Dubai in December of last year, with a particular emphasis on pragmatic solutions.  

The multistakeholder discussion will examine frameworks for preventing and responding to 

spam, hacking and cyber-crime on the Internet.  The session will examine the impact of these 

security issues and provide unique capacity building opportunities for all interested 

stakeholders, including policymakers, about existing initiatives and potential solutions. The 

complementary roles of technical solutions and cooperation, legal frameworks and law 

enforcement responses, and cross-border cooperation mechanisms will also be explored. 

  

Specific framework issues to be discussed include:  

•       Negative economic and social impacts of spam and other malware; 

•       Successful education and capacity building initiatives; 

•       Effective approaches to public-private partnerships and other forms of cooperation; 

•       Model legal frameworks for addressing hacking and cybercrime; 

•       Legal and technical efforts to address cross-border criminal activity on the Internet 

 
 
For more information visit: www.intgovforum.org/cms/ follow @intgovforum #IGF2013 


