
 
 

Index on Censorship – Input to IGF Consultation 2013  
 
 
Index on Censorship’s CEO, Kirsty Hughes, and Head of Advocacy, Mike Harris, 
attended and contributed to the IGF 2012 proceedings in Baku. Civil society participation 
is a vital component of the IGF for an inclusive and multi-stakeholder debate on the 
future of internet freedom. We hope future IGF meetings encourage and attract greater 
stakeholder diversity and are held in states that defend freedom of expression – online 
and off. 
 
(1) Theme Suggestions and Guiding Questions for Debate at IGF 2013 
 
Central themes for plenary debate at this year’s IGF should include firstly, identifying 
and challenging increases in state censorship and control of the internet in a number of  
authoritarian and democratic states, and secondly debating the extent to which the role 
of large web hosts is resulting in a privatisation of censorship whereby companies are 
making decisions and playing a role previously played by government, and with less 
accountability. Internet governance – and preventing a fragmenting of the net – remains 
a core issue too.  
 
Side debates  could include a focus on the specific tools, motivations and approaches 
being used in state censorship,  and the interplay between surveillance and chilling 
effects on free expression. 
 
State Censorship 

• State censorship is increasingly threatening freedom of expression in the digital 
world. How can states be discouraged from putting country or network-wide filters 
or firewalls in place with the aim of chilling or censoring free speech? 

• How does the criminalisation of  speech and digital communication especially on 
social media chill free expression and risk dampening the use and development 
of social media? 

• What procedures should be established to avoid overcompliance with 
government takedown requests? 

 
Privatisation of Censorship 

• Corporate responsibilites – and approaches – to respecting human rights in their 
operations around the world, including guiding principles when national laws and 
fundamental rights are in conflict. 

• How should companies establish principles for operating in different states and 
how should they respond to government takedown requests? 



• Should companies be permitted to delineate the boundaries of 'acceptable' 
speech and set chilling rules on anonymity and real name use through their own 
terms of service and codes? 

 
Global Internet Governance 

• How would global top-down control of the internet affect free speech, innovation 
and creativity? 

• How can a multi-stakeholder, bottom-up structure of internet governance be 
preserved to ensure open and free internet through which freedom of expression 
and other fundamental rights can be promoted and defended? 

• How can the IGF strengthen its role in promoting debates that will ensure the 
multistakeholder approach continues and that freedom of expression is not 
undermined? 

 
Free Expression and Surveillance 

• How is freedom of expression chilled and compromised, together with the right to 
privacy, by mass monitoring and surveillance of citizens use of digital 
communications? 

• Explore the range of ways anonymity online is part of ensuring freedom of 
expression. What challenges does this raise? 

  

(2) Format suggestions for IGF 2013 
 
Index found organising a side session in Baku more challenging than it need have been 
due to the time it took for organisers to inform Index that our event had been approved. 
very difficult. Once approved the process was extremely straightforward. Side event 
organisers should be notified earlier to allow adequate preparation time before the 
meeting.  
 
Greater transparency in local preparatory meetings should be encouraged in the lead-up 
to Bali. Live streams and social media streams from each location would improve 
transparency, as would greater civil society participation at these preliminary decision-
making stages. 
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