
 

Working Paper 

Reflections of the 2013 Internet Governance Forum on Bali, Indonesia, and 

considerations for 2014 

The National Research University Higher School of Economics strongly 

appreciates the Human Rights dimension of the Internet Governance Forum 2013, 

inclusion of the topics related to the human rights issues of the Internet 

Governance in its main agenda, and providing a space for this discussion on 

workshops. 

At IGF 2013 the Higher School of Economics organized 2 Workshop sessions. 

Generally, the workshops were addressed the Emerging Issues general theme, 

among other human rights-related topics of the IGF. These topics could potentially 

affect all the 3 levels of Internet Governance: supranational, national, and 

community level. 

The first Workshop on ‘Empowering displaced people and migrants through 

online services’. The workshop achieved its goal to organize multistakeholder 

discussion of the empowerment of displaced people and migrants through online 

services. During Workshop we came to the following conclusions: 

1. There should be infrastructure provided by the government for services 

implementation. 

2. There should be basic communication services provided by the government to 

be able to utilise services. 

3. One of the technological concept which supports services development and 

implementation - Internet of Services concept. 

4. Services should be provided in relevant language, they should be focused on 

mass-usage and related to the particular persons from the whole group - within 

citizen-centricity approach. 

5. Services should be developed and implemented on a legal basis - there should be 

special legal database introduced for services implementation. 



6. There should be services introduced for protection displaced people in 

information society as well as there should be introduced basic services which 

would help to avoid "computer or internet" illiteracy. 

7. Services should be developed and implemented on the basis of using Open 

Data\Open Platform approach. 

8. Services should be developed as well as provided on joint private-public 

partnership basis with the NGOs participation to help to understand issues where 

and which services should be developed for the displaced people and migrants. 

9. All services should be developed according to The 1951 Refugee Convention in 

terms of legislation aspect. 

Workshop proved that there is a big interest in a topic from all stakeholders groups 

and that it is necessary to get the topic of empowerment displaced people through 

online services for multistakeholder discussion. There should be more focused 

discussion on multistakeholder collaboration in terms of service-development as 

well as more focused discussion on open data principle which should be used for 

empowerment of displaced people and migrants within services developed 

according to that principle. 

Second Workshop on ‘Free Software and Human Rights on the Internet’. On 

this workshop we considered different human rights related issues arising in sphere 

of free software distribution. Among others, they are: copyright issues, dangers and 

threats, i.e. viruses, spyware and malware and combatting them. Also, ethical and 

legal issues, questions of the regulation and policymaking on the national and 

supranational jurisdictions. At the Workshop we came to the following 

Conclusions:  

1.      Outlined distinction between free and open source software, use of term 

“libre” (from French). 

2.      Legal regulation of human rights issues must be divided into 3 levels: 

intergovernmental, national, and community level. 

3.      Need to streamline regulations on national level to provide a legal and 

judicial defense for producers and users of the free software. 

4.      Key point is protection of the free software as a factor of development, 

especially in the small island developing states. 

5.      Strong need for increasing legal and information culture of free software 

activists. 



6.      We should continue dialogue on the issue within framework of the 

multistakeholder environment of the Internet Governance Forum. 

7.      Open data approach appears as a key point of dealing with the issue on 

governmental level. 

8.      Private sector and other stakeholder group approaching close points of view 

on the issue in multistakeholder dialogue. 

9.      Free software could help in realization of all basic human rights, as in the 

Internet freedom of expression and right to access information could be recognized 

as a basic human rights. 

10.  We still in need of the basic instrument of international protection of human 

rights on the Internet with specific relation of the issue of the free and open source 

software. 

During 2014 we would like to continue the line of researching human rights-

related topics in Internet Governance, looking from the points achieved in a 2013 

Workshops. 

The first issue we should consider at the 2014 IGF is ‘Big Data and Human 

Rights: ethics, law, and technology’. 

Today the Big Data sciences turn its age out. Some years pass, and there will be no 

need of data scientists, because all processes of the big data collection will be 

automated. And this makes a big challenge to the scope of issues related to human 

rights of the subjects of personal data. This is a complex issue related to ethical, 

legal, and technological problems of human rights in Internet Governance.  

Big data, as we now refer to enormous collections of facts, figures and 

unstructured information like metadata and tweets, has helped us better understand 

crime rates and predict outbreaks of communicable diseases, and it radically 

improves our online shopping experiences. But imagine the potential benefits when 

such data science innovations are applied to the world of human rights. Rather than 

a digital hazard, computer technology that can handle big data can draw from 

information about human sentiments and actions to predict potential atrocities 

reveal patterns of destructive human activities such as trafficking and help weigh 

prescriptive policies. 

For example, the Amnesty International creates a model of researching Big Data’s 

effect on Human Rights. Rights group Amnesty International USA could soon use 

data analytics to predict which incidents are likely to escalate into larger human 



rights violations. If successful, this endeavor may enable those concerned about 

human rights to more effectively address situations before they reach crisis points. 

We know the basic universal instruments related to the personal data are: 

Universal Declaration of Human Rights, adopted at the third session of the UN 

General Assembly Resolution 217 A (III) of 10.12.1948 , which states that no one 

shall be subjected to arbitrary interference with privacy, family , everyone has the 

right to the protection of the law against such interference or attacks (Article 12); 

International Covenant on Civil and Political Rights ( New York, 19.12.1966); 

Council of Europe Convention on the Protection of Individuals with regard to 

Automatic Processing of Personal Data (ETS N 108) (concluded in Strasbourg, 

January 28, 1981). 

The Convention establishes the procedure for the collection and processing of 

personal data, the principles of storage and access to these data , the methods of 

physical protection of data . Convention guarantees respect for human rights in the 

collection and processing of personal data , as well as prohibit the processing of 

data on race, political opinions , health, religion without proper legal basis. 

One of the most detailed European instruments is Directive 95/46/EC of the 

European Parliament and of the Council of 24.10.1995 on the protection of 

individuals with regard to the processing of personal data and the free circulation 

of such data.  

But we still in need the modern international instruments, which take into account 

the Internet Governance specificity. 

The second issue we should consider at the 2014 IGF is ‘Services for 

empowerment displaced people’ (Empower displaced people through online 

education services). IGF 2013 showed that the topic of services for migrants and 

displaced people was not covered except the workshop which representatives of 

the NRU HSE organized. In 2014 we propose to be more focused on services 

which help to socialize, assimilate, and propose to discuss particular educational 

services available for displaced people and migrant. Many of them face a lack of 

fundamental services, such as health care, education,  So  online education services 

must include not only education programs and job skills training, but  life-skills 

training, cross cultural communications, case management, income generation and 

so on. These also can be implemented as mobile services. 



What are the main advantages and disadvantages, and how current situation with 

open content and learning systems as well as examples of “virtual” universities 

influence on the displaced people and migrants. We would like to highlight the 

topics of educational services as this topic has strong connection with Human 

rights and access to the information and also has strong influence on both local 

people and people who arrived to the particular country if we are talking about 

national level of governance. Which policies should be developed for the 

educational services at the Internet, which problems do we have now and if there is 

a good experience and some bad remarks about it? All these questions should be 

discussed during the IGF 2014. 
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