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Trust can mean different things to different people. In government, trust is often what you have, or 

do not have, toward other governments. As an individual, you may trust others not to lie or steal, 

trust that your government will protect you from threats (both domestic and foreign), and trust 

that you maintain a certain amount of privacy and freedom in your daily life. When thinking about 

trust in the digital world, the issue becomes even more complex. For one thing, national borders 

become much fuzzier.  

This question of the blurring of national borders implicates issues of legal jurisdiction. Typically, 

states will exercise “jurisdiction” over only their national territory. There are instances where a 

state will “prescribe” their jurisdiction extraterritorially, but these are usually limited to instances 

where a national is the victim of a crime (passive personality principle), a national commits a 

certain type of crime while abroad (jurisdiction based on nationality), the effect of a crime is felt in 

the state (effects doctrine), or the crime in question is so heinous that it ought to be prohibited the 

world over (universal jurisdiction). The essence of prescriptive jurisdiction is that it involves 

prohibiting conduct, but falls short of actually enforcing a rule or taking action. 

Of course states also maintain “enforcement” jurisdiction. This type of jurisdiction is typically 

exercised only within the territorial confines of the particular state, and it involves the full panoply 

of coercive tools in the hands of the state. This can include powers of digital intercept, search and 

seizure, arrest and detention. Given the seriousness of the tools, their use is closely constrained by 

rule of law – or at least it should be.  

The reason that international law draws a distinction between enforcement and prescriptive 

jurisdiction is because when a state seeks to enforce its jurisdiction outside of its own territory, it is 

doing so at the expense of another state. When the state seeks to enforce its jurisdiction within its 

own territory, that exercise (at least in liberal democracies) is constrained by human rights, privacy 

rights, reasonable limits and judicial oversight – all of these taken together to be the rule of law. The 

difficulty when a state exercises its ability to surreptitiously intercept communications taking place 

within the territory of other states is that there is no international judicial mechanism to redress 

overly broad or excessive activities, which the rule of law would otherwise constrain.  

As such, one problem with “digital trust” is that most actors in cyber space, be they states, 

companies, or individuals do not feel as though the Internet is governed by rule of law. The 

Snowden revelations have proven without doubt that the NSA waged an aggressive campaign 

against global privacy rights in the name of national security. At the same time, during a recent data 

breach at Target (one of the largest US retailers) some 40 million payment card records were stolen 



along with 70 million other records, shaking consumer confidence in not only Target, but digital 

security more generally.  

In the case of the NSA, most people and most governments would articulate a view that the NSA 

went too far in their pursuit of national security. In fact, the reaction by the global community, to 

the revelation that the United States was bugging Chancellor Angela Merkel’s personal mobile 

phone was swift, remarkably uniform, and resoundingly opposed to this action. One could even 

conclude that a “norm” was formed prohibiting this conduct. But, this is a long way from even a soft 

“rule” and ever farther from a “rule of law”.  

In the Target example, part of the problem is that states cannot cross national borders to secure 

evidence, arrest, try or punish offenders; and these types of digital attacks are almost always 

perpetrated internationally.   

So the paradox is this, if states do too much in the digital world (i.e. overly aggressive bulk data 

collection by the NSA) it can erode digital trust, and if they do too little (i.e. cooperation on 

cybercrime) it also erodes digital trust.  

This panel aims to address this paradox, not by reciting general principles about how the Internet 

should be safe, secure and resilient for all, but by asking the really tough questions. States will 

continue be responsible for keeping their citizens safe, and this will undoubtedly involve 

intercepting communications. No one would argue (at least credibly) that the communications 

between Al-Qaeda operatives should be immune to intercept because of privacy rights, but at the 

same time, most would consider the mobile phone incepts aimed at the German Chancellor as 

clearly offside. But between these two poles, there is considerable grey area. How should we as a 

digital society aim to draw the lines around what activities should be permitted by states in name of 

national security or to combat crime, and those that should be considered offensive.  

In this regard, the questions to be dealt with by the panel include: How do we sensibly discuss the 

tradeoffs made to advance national security, while at the same time preserving the necessary 

elements of privacy which the global public is or should be entitled to? And, how does this 

discussion get credibly advanced when the relevant stakeholders (states v. rights of non-nationals) 

are all so different? There is a major reorientation taking place in this space. As one example, 

President Obama has called for an end to the NSA’s freewheeling bulk data collection, and is now 

pushing to have (domestic) judicial scrutiny over intercepts. This is a start. The aim of this panel 

will be to pick up on this theme and to advance the debate in a credible, sensible and balanced 

manner.  

 
 


