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THE CHALLENGE OF APPLICABLE LAW(S)
Transnational online spaces and services create unique 
social, political and economic benefits for mankind. 
However, as online interactions increasingly involve 
Internet platforms, technical operators, servers and us-
ers based in different physical locations, determining 
one single applicable law on the basis of traditional ter-
ritorial criteria becomes difficult or even impossible.

This is especially evident for user-generated content and 
in particular speech-related issues, for which national rules 
greatly vary. Collisions between these often incompatible 
national laws create increasing tensions between public au-
thorities, Internet platforms or operators, and users across 
jurisdictions.

In the absence of appropriate frameworks to man-
age shared online spaces, uncoordinated national 
approaches proliferate. This includes efforts to
enforce local legislations online either by requiring 
re-territorialization of cyberspace or by extraterri-
torial extensions of national sovereignty. 

A resulting legal competition could have unintended con-
sequences, ranging from increased collisions of laws and 
inter-state tensions to cyberspace fragmentation. This 
would ultimately nullify the benefits of the cross-border 
Internet. 

Maintaining transnational spaces requires coor-
dinated efforts. However, traditional modes of 
inter-state legal cooperation are not adapted: 
MLATs, when they exist, are limited in scope and 
scalability, while a global harmonization of con-
tent-related national laws appears unworkable.

In this context, requests by authorities for domain seizures, 
content takedowns and access to user data are increasing-
ly sent directly, i.e. transnationally, to Internet platforms 
or operators in other countries. This solution however cur-
rently lacks clear procedures and transparency.

To ensure due process in the management 
of such transborder requests, agreed proce-
dural interfaces are needed between states, 
platforms and operators, as well as users to 
enable the coexistence of diverse laws in 
shared cyberspaces. 

The Internet & Jurisdiction Project seeks to develop such a 
transnational due process framework. As a neutral platform, 
launched in 2012, it facilitates a global multi-stakeholder 
dialogue process involving more than 70 key entities from 
governments, business, civil society and international orga-
nizations in the elaboration of a common policy standard. 

NEED FOR TRANSNATIONAL DUE PROCESS

UNINTENDED CONSEQUENCES

RISE OF TRANSNATIONAL REQUESTS 



TOWARDS A MULTI-STAKEHOLDER FRAMEWORK
In 2013, participants in the global dialogue process identi-
fied six fundamental building blocks for such a transnational 
framework: Authentication, Transmission, Traceability, De-
termination, Safeguards and Execution. 

Numerous consultations with stakeholders around the 
world have since then defined corresponding operational 
components related to the phases of request submission 
and request handling. 

NEXT STEPS

REQUEST SUBMISSION               

REQUEST HANDLING

 • Intensive stakeholder interactions and outreach to further refine and validate the draft framework
 • Design of the system’s technical specifications
 • Detection, documentation and formalization of emerging procedural norms and standards
 • Definition of dispute management channels and procedures
 • Preparation of a pilot implementation with a core group of entities

Improving the decision-making workflow used by plat-
forms and operators in response to transborder requests:
 • How to develop common procedural
  norms and standards?
 • How to define shared sets of criteria?
 • Would neutral advisory panels be useful
  in situations of uncertainty?

 A standardized format structuring requests through a
 shared set of markup tags to specify, among others:
 • Authenticated Points of Contact for requesters
  and requestees
 • Request type and category
 • National legal basis and procedure
 • Request details and justification for necessity
  and proportionality

 Construction of transnational dispute management   
 mechanisms to safeguard users’ rights and diffuse tensions:
 •  How to ensure contradictory procedures?
 • How to establish procedural appeals?
 • What pre-established mechanisms can foster
  dialogue between parties in situations of tension?

 Mutualized databases, automatically collecting
 relevant elements in each request, to allow:
 • Production of transparency reports by
  multiple actors from open data statistics
 • Progressive compilation of the relevant
  national laws and procedures 
 • Request logging

Moving forward, the Internet & Jurisdiction Project roadmap will be organized around the following tracks:

Interoperability between requesters and requestees can be achieved via two components establishing due process and 
transparency by design:

Beyond the mechanisms above, participating stakeholders have identified the need to further enhance how requests are 
processed and potential tensions across jurisdictions are handled:



ABOUT
The Internet & Jurisdiction Project facilitates a global multi-stakeholder 
dialogue process to address the tension between the cross-border 
Internet and geographically-defined national jurisdictions.

Launched in 2012, it provides a neutral platform for states, 
business, civil society and international organizations to dis-
cuss the elaboration of a transnational due process framework 
to handle the digital coexistence of diverse national laws in 
shared cross-border online spaces.

THE INTERNET & JURISDICTION
OBSERVATORY
A network of over 30 selected international experts supports 
the Internet & Jurisdiction Project in keeping track of important 
trends around the globe. The monthly Retrospect newsletter in-
forms participants of the multi-stakeholder dialogue process and 
the broader public about the latest cases and dynamics via a crowd-
curated filtering process.
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The Internet & Jurisdiction Project is a not-for-profit 

project. Since its launch in 2012, it has been made 

possible thanks to contributions by public, business 

and non-for-profit entities: Brazilian Internet 

Steering Committee CGI.br/NIC.br (Brazil’s cc-TLD 

.br) , Swiss Confederation  Federal Office of 

Communications OFCOM – Facebook, Google, 

Verizon, Walt Disney Company – AFNIC (France’s 

cc-TLD .fr), auDA (Australia’s cc-TLD .au), CIRA 

(Canada’s cc-TLD .ca), National Internet Exchange 

of India (NIXI), Internet Society (ISOC), Public 

Interest Registry (Manager of .org), Sigrid Rausing 

Trust. The Project was incubated initially at the 

International Diplomatic Academy.
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