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· The Internet Governance Forum (IGF) which brought together in Rio de Janeiro more than 1,300 participants from government, the private sector, civil society and the Internet community, tackled today the core themes of openness and security.

· There were a total of 30 events, including 11 workshops, seven best practice forums, five meetings of dynamic coalitions, four open forums and a book launch. Morning events focused, among other things, on child protection on-line, trusting the quality of the Internet, content regulation and the duty of states to protect fundamental rights.

· Afternoon events addressed security versus privacy, critical Internet resources and Internet traffic exchange in less developed markets, among other issues.

Daily 1:15 p.m. press briefing
· Markus Kummer, the IGF Executive Coordinator, reported on this morning's session, which addressed the core theme of openness. The theme had political, economic and cultural dimensions, he said, and speakers had stressed the need to balance freedom of expression and security, as well as the need to balance “the two IPs” – the Internet Protocol and Intellectual Property.

· Speakers had stressed the need for freedom of information and free information flows, as enshrined in the Universal Declaration of Human Rights and the outcome documents of the World Summit on the Information Society (WSIS), and agreed that the observance of human rights should be part of the business plan of international corporations.

· One speaker felt that human rights had slipped down on the international human rights agenda. He said that governments paid a lot of attention to credit card frauds, child pornography and cyberterrorism, and little attention to freedom of expression. The two were not in contrast and should co-exist, but internationally agreed human rights principles should be translated into practical solutions.

· Much of the discussion on openness had addressed legal aspects, including the liability of Internet service providers. It was recognized that there were exceptions to intellectual property rights, for instance for educational material. Speakers had maintained that intellectual property rights and free and open source software did not clash, and that both models had equal merit. Legislation needed to be adapted to cyberspace and to a society being changed by the Internet. Laws reflected the spirit of their society, and “what kind of information society we want is ultimately a political decision,” Mr. Kummer concluded.

Session on Security
· Speakers at the session said that 95 per cent of crimes committed on the Internet were already covered by existing legislation, and what was really needed was implementation. Security could be approached as security of computers at the end point of the Net, security of companies, protection against fraud and cybercrime, and security for the user.

· One dimension of Internet security involved law enforcement and countering crime, one speaker said. Cyberattacks and Internet fraud had increased much faster than the Internet growth rate, and cooperation among business, civil society and regulators was essential to adopt appropriate laws, regulations and technical solutions.

· Law-enforcement agencies should cooperate much more across borders, speakers said, and make use of the only international treaty against cybercrime, the Cybercrime Convention of the Council of Europe, which was open for ratification to all countries and had been signed by 43. There was a need for standardizing measures across borders, and the Convention could assist in this respect.

· Most of the Convention's signatories were technically advanced countries, and the Convention had not involved developing countries enough. Yet in 2005 the number of Internet users in developed countries had been surpassed by that of users in developing countries, which should be more involved in Internet security initiatives. 

* * *

