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What are the typical roles and responsibilities of your/each of the stakeholder groups in making the internet a secure and safe place for people to socialize and conduct business?
Evolving understandings of cybersecurity make efforts to ensure the internet is a secure and safe place an important focus of policy that requires input from multiple stakeholders. Starting from a dominant technical perspective of cybersecurity and focusing on protecting information infrastructure, debates around cybersecurity have rapidly broadened, bringing in many issues from cybercrime to secure access policies to data ethics and human rights under its banner. 
From its inception, the protection of the internet was taken on mainly by governmental actors and the technical community. As the internet has grown and become more a part of our economies and societies, more capacity - and indeed responsibility - for keeping the internet secure has passed into the hands of private sector actors. This is because in many cases critical infrastructure is owned by businesses and public-private sector partnerships are considered essential to ensuring robust cybersecurity. 
This has resulted in a situation whereby much of the policy and technical measures discussed in cybersecurity debates are defined primarily by private and state actors. While their involvement is vital, the dominance of these state and commercial perspectives has often put an emphasis on the protection of systems rather than the individual, and has led to cybersecurity policy approaches that often appear to pit security against human rights which can lead to curbs on fundamental rights. This might mean more restrictions on content and freedom of expression, more disproportionate measures like mass surveillance, and more measures to undermine anonymity in the interests of furthering security interests. 
Much work by civil society and other non-state actors has shown that this is a false dichotomy. Cybersecurity and human rights in fact depend on each other. Security is not something enacted on something to mitigate risk and harm - security is a positive concept, importantly associated with a person’s freedom and capacity to act; without security the individual cannot fully exercise their rights. This rights-based perspective that above all focuses on people as the referent object of cybersecurity - rather than systems - is often missing from debates on cybersecurity policy.
With increasing challenges with regard to ensuring a safe and secure internet, it is therefore vital for all stakeholders to work together to address these in a manner that preserves human rights. This imperative has already been recognised in the call for multistakeholder participation in many cybersecurity-related processes from the London process to Netmundial. But more work remains to be done to ensure the main policymaking spaces are opened up to meaningfully incorporate multistakeholder input. Engagement with civil society is still minimal, and strikingly absent from most cybersecurity policy- and norm-making processes.

What are some notable existing best practices and examples of successful collaboration and cooperation amongst stakeholders and specific actors that have helped improve cybersecurity?
Online training series “How to engage in cyber policy: tools for human rights defenders”.
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Cybersecurity policies, laws, and strategies can have serious implications for human rights, and the need for a strong human rights voice in cyber policymaking processes and debates has thus become crucial. However, all too often, the spaces they are made in can seem closed and inaccessible to many actors, especially civil society. This results in important decisions on cyber policy being taken by a narrow range of security actors, behind closed doors and without the crucial scrutiny, insight and expertise that human rights defenders can provide.
Earlier this year, Global Partners Digital launched a new global cyber capacity building programme, which aims to help human rights defenders develop the tools, skills and knowledge they need to engage effectively in cyber policy debates. 
One core element of the programme is the online series ‘How to engage in cyber policy: tools for human rights defenders’.
A key focus of this series has been on the relationship between cybersecurity and human rights. “Cybersecurity” has become a catch-phrase in a whole range of discussions dealing with different aspects of cyber policies, often pitting security against human rights. Gaining the basic knowledge and resources needed to engage in these debates can be challenging. 
The series aims to provide a starting point for human rights defenders all over the world to kick-start debates on cyber policies that support and promote human rights and security in a balanced manner.
The video series was developed in collaboration with an Advisory Board, and in consultation with cyber policy experts worldwide, who helped identify pressing issues in the target regions and shape the curriculum. 
The series is structured around five modules: the first four each focus on a different aspect of cyber policy - human rights, cybersecurity, regulatory frameworks and cyber capacity building - with a final regional module highlighting how these apply in Africa, Asia and Latin America.
Each video was developed collaboratively with cyber policy experts from around the world, and takes participants through a key cyber issue or concept — explaining how it relates to human rights, who the key actors are, and how and where to engage. Each module is also accompanied by a live Q&A session, giving participants the chance to discuss the issues with field experts from around the world. (Watch the recording of the Q&A sessions for the modules on Human rights and Cybersecurity.)
The videos were designed as a long term, sustainable and lasting resource to be used in the future. Although the videos feature case studies that might become outdated, the concepts outlined form the core of crucial debates on cybersecurity policy - particularly the importance of multistakeholder engagement in defining cybersecurity and the threats perceived under its banner, and the importance of human rights as a crucial underpinning of all debates surrounding cyber policy. They can be watched individually or as a whole, giving people flexibility to choose what topics they would like to focus on and in which order. 
The series was designed as a public resource, open to everyone interested. All videos are licensed under Creative Commons so people are free to share them. They have already been used as a resource in other training programmes, like the Middle East and Adjoining Countries School of Internet Governance (see https://twitter.com/SMEX/status/763655273911312384 ; https://twitter.com/SMEX/status/763652370224058368 )
The videos have English subtitles, which make them easier to understand for non-native speakers, and are currently being translated into more languages to reach broader communities. This is being done on a voluntary basis by organisations and individuals who wish to use the videos as a learning resource - illustrating how much demand there is for videos like these to fill gaps in knowledge among civil society actors.
How can cybersecurity cooperation and collaboration be enhanced particularly in developing and least developed countries?
The video series “How to Engage in Cyber Policy” is one initiative to help bridge the gap - both in knowledge and also in terms of understanding different perspectives on cyber policy issues. The series is aimed at any actor who holds an interest in developing rights-based policy, regardless of stakeholder group, and aims to give a holistic understanding of cyber issues that see security issues and human rights as mutually reinforcing, resulting in more effective and empowering policy measures, globally.
For cybersecurity cooperation and collaboration to be enhanced globally - and particularly in global south countries - the first step is to create a level playing field in terms of knowledge, skills and capacity for engagement. This has been acknowledged through multiple capacity-building projects focusing largely on Internet policy and governance, but less so in the more specialized space of cyber security and human rights.  It’s important to appreciate that cybersecurity and human rights capacity-building will require sustained engagement over time, building the skills, knowledge and overall capacity of human rights defenders and others to engage in an informed manner in dialogues, exchange of information and finally the development of solutions for cybersecurity challenges that are rights respecting by design.  We believe that this video series makes an important contribution to this growing capacity building effort.
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