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OAS Regional Approach

‘ Declaration "Protection of Critical Infrastructure from Emerging Threats” (2015)

REMJA Cybercrime
(Legislation)

CICTE
Secretariat
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OAS Hemispheric Cyber Security Strategy (2004)

‘ Declaration “Strengthening Cyber Security in the Americas” (2012)
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Declaration “Strengthening Hemispheric Cooperation to Counter Terrorism

and Promote Security, Cooperation and Development in Cyberspace” (2016)




What the OAS does on Cyber Issues?

O Development of National Cybersecurity Strategies.

@, Technical Training , Workshops and country-specific Technical Missions.

0 Cybersecurity Exercises.

Development of national CSIRTs and a regional CSIRT Hemispheric
Network.

O Awareness Raising, Research and Expertise.



National Strategies Adopted

Colombia
(2011 & 2016)

Trinildad and Tobago
2013

Jamaica
2015




National Strategies under development

. . ~ Dominican
- Costa Rica Dominica . Republic
Paraguay Peru Suriname







Technical Training, Workshops and
Technical Missions

Regional and Sub regional technical training and workshops on various skillsets
e.d. Industrial control systems and critical infrastructure protection, cybersecurity
Incident handling and digital forensics.

Variety of country-specific technical training based on needs.

Workshops on exchange of best practices to encourage information sharing.

Tallored In-situ missions with the participation of recognized experts to address
specific country needs.



iIncluding developing trends and new tools.
Approximately 50 activities per year.

Over from our events since 2003. No only

government officials, but also civil society, academia, private sector, critical
Infrastructure operators.

Model is based on south-south collaboration and global exchange of best
practices.
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Cybersecurity Exercises

With the support of the Department of Information and Technology Services
(DOITS) of the OAS, we have bullt a robust virtual platform to carry both national
and regional exercises.

National Exercises to date and ~ Regional Exercises.

With the support of the government of Spain, the OAS organized the first International
CyberEx in 2015:

regional and international participants
teams
participating countries
day Capture-the-Flag Exercise

There are a variety of themes and process that these exercises cover. It Is Important
to identify the right fit for you!
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Development of National CSIRTs

O 20 National CSIRTs in the Americas. Only 5 in 2004.

O Every CSIRT has a different level of maturity.

0 OAS provides technical support + equipment.

“Best Practices for Establishing a National CSIRT” - in-house designed
methodology to establish and improve CSIRTs in the Americas .



Best Practices

or Establishing a National CSIRT
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OAS Hemispheric Network



OAS Hemispheric Network

Online platform designed to:

O Faclilitate real-time communication and information sharing.

O Provide early warning feeds and alerts.

O ldentify Incident trends In the region.

O Facllitate online and real-time collaboration between national CSIRTS.

O Virtual sandboxes to develop tools.
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OAS Hemispheric Technical NET
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Awareness Raising, Research and
Expertise

0 Raising cybersecurity awareness through multi-stakeholder outreach.

Producing research and data focused on cybersecurity in Latin America and
o the Caribbean region.

o Developing expertise In the area of cybersecurity from the Latin America and
the Caribbean region.
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Results

2015
» Assisted Costa Rica and Paraguay In drafting National Cybersecurity Strategies;

 Assisted Colombia Iin the review of its National Cybersecurity Strategies and provided
recommendations which they have adopted,;

» Organized Commission of International Experts to analyze the current state of cybersecurity In
Mexico. Recommendations for improving legal aspects, national coordination and critical
Infrastructure protection provided,;

* Published the report on “"Cybersecurity and Critical Infrastructure Protection Iin the Americas”
and the "Cybersecurity Awareness Campaign Toolkit;"

« Supported the launch of the Guyana National Computer Incident Response Team (GNCIRT);

« Conducted the first “International CyberEx 2015,” attracting 39 cybersecurity incident response
teams from OAS member states and 6 international teams;

* Organized more than 30 activities in 2015, training more than 2,500 cybersecurity professionals,
Including technical professionals, policymakers, law enforcement authorities, and critical
Infrastructure operators.
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Results

2016
» Assisted Dominican Republic in drafting its National Cybersecurity Strategy;

* Published the report “Cybersecurity: Are we ready Iin Latin America and the Caribbean?”
prepared In cooperation with the Inter-American Development Bank;

 Launched the Observatory of Cybersecurity in Latin America and the Caribbean
(www.cybersecurityobservatory.com);

» Published the guide "Best Practices for Establishing a National CSIRT";

 Prepared Action Plans for the implementation and management of national CSIRTs In
Dominican Republic and St. Kitts and Nevis;

* Organized the South School of Internet Governance (SSIG). More than 200 participants from
the civil society, academia, private sector and government attended the SSIG and discussed
topics pertaining to “Cybersecurity and Freedom of Speech in the Web”;

 Organized 2 activities, training around 85 cybersecurity professionals from the region In
cybersecurity and digital forensics.
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