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The COVID-19 pandemic has created an unprecedented global health crisis, and countries around
have come to a near standstill as governments and healthcare systems worldwide are fighting the
outbreak.

As the world goes virtual, the enjoyment and full realisation of the fundamental rights and freedoms in
the online environment is increasingly urgent. It is therefore vital to ensure that government responses
to the crisis go hand-in-hand with international human rights and norms as to fulfil their obligations to
promote and uphold fundamental rights and freedoms both offline and online.

Unfortunately, many governments have seen the outbreak as an opportunity to implement more
repressive measures, from using Artificial Intelligence (Al) for increased surveillance and data
collection, to restrictions on the freedom of expression and information, and discrimination online.

The Internet Rights and Principles Coalition (IRPC) has been following closely the recent
developments, the impacts of the pandemic on human rights, and the challenges on those working to
uphold human rights online.

The Coalition has been engaging with other Dynamic Coalitions, with NRIs, civil society
representatives and the wider IGF community to support their work, to promote human rights in the
online environment and to help achieve the Sustainable Development Goals.

Lessons learnt

The IRPC’s main document, the Charter of Human Rights and Principles for the Internet, which

is fast-approaching its 10th anniversary, is increasingly more relevant and urgent. While the Coalition
is currently focusing its work on the first four articles of the Charter (1 - Right to access to the
Internet; 2 -Right to non-discrimination in Internet access, use, & governance; 3 - Right to liberty &
security on the Internet; and 4 - Right to development through the Internet), the pandemic has also
highlighted concerns on other rights and freedoms highlighted by the Charter such as Freedom of
expression & information on the Internet, Right to privacy on the Internet, Right to digital data
protection, Right to education on & about the Internet, Rights of children & the Internet, Right to
work & the Internet, and Rights to health and social services on the Internet, among others.

Internet accessibility and full enjoyment of basic human rights online

Over the last few months, digital inequalities have been greatly exposed. The pandemic has shown
that Internet access needs urgent attention, and that disadvantaged and vulnerable groups have been
disproportionately affected. People limited or no access to the Internet have been isolated, missed
crucial information on the outbreak, and often lack access to basic rights as the access to healthcare,
education, and work. Women and children’s rights have been impacted, and refugees and displaced
people are at higher risk of being exposed to the virus.

Environmental sustainability, digital transformation, and human rights

As the pandemic moved the world online, it is even more urgent to address the environmental impact
of digital technologies to ensure sustainable development and to find solutions to tackle the climate
crisis. The Coalition is focusing on Article 4 of the Charter: "Right to Development Through the
Internet” as a starting point for a meaningful discussion within the Internet governance community on
the importance of working towards a rights-based and environmentally sustainable Internet, one that
can effectively connect the next billion, by ensuring human development and environmental
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protection for full realisation and enjoyment of human rights.

Al, surveillance and right to privacy and data protection

The IRPC is concerned about plans to introduce immunity passports by governments around the
world, as well as the wider use of Al for facial recognition and surveillance as a way to contain the
pandemic through testing and contact tracing. The widespread use of these technologies for data
collection raises security and privacy concerns, and the immunity passports can pave the way to
discriminatory processes that undermine human rights laws and norms. With no guarantees that
governments will be willing to scale down these extreme measures even after the pandemic is under
control, the Coalition recommends 'low-tech’ solutions should be used instead.

Freedom of Expression and safety of journalists and human rights defenders

Recent attacks on journalists, bloggers and human rights defenders in light of the COVID-19
pandemic are worrisome at a time when responsible journalism is vital to combat widespread
misinformation and disinformation online, to share vital information including information on the
global health crisis, and to fulfil its responsibility to hold those in power accountable. Freedom of
expression and the safety and protection of journalists and human rights defenders must be upheld at
all times and more importantly in the COVID-19 crisis.

Recommendations

The IRPC urges the Internet Governance (IG) community to work together to promote human rights
online to ensure those rights fully protected in the online environment throughout the challenging
times we live in and beyond.

More needs to be done within the IG community to address the digital divide and to ensure that no one
is left behind.

National governments must respect, protect and fulfil their obligations to implement and uphold
international human rights law and norms most crucially in times of crisis to ensure that everyone can
fully enjoy the fundamental rights and freedoms enshrined in the Universal Declaration of Human
Rights and other international human rights standards both offline and online.
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