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About the PNE

This report constitutes the first output document
of the Policy Network on Environment (PNE).
The PNE is an initiative of the United Nations
(UN) Internet Governance Forum (IGF) launched
in spring 2021 after the first session dedicated
to the nexus of environment and digitalisation
received much attention at IGF 2020. In 2021,
the topic of environment and digitalisation was
again a key issue at the annual forum, with two
dedicated main sessions and several workshops
organized by third parties. The vision of the
PNE is a world in which digitalisation is used as
a force for good, and where progress is made
towards the UN 2030 Sustainable Development
Goals (SDGs). The PNE's work in its initial

phase was spearheaded by a Multistakeholder
Working Group (MWG) consisting of
stakeholders from across the globe dealing
with the intersections between environment
and digital technologies. The monthly meetings
of the PNE 2021 were co-chaired by Daniel
Akinmade Emejulu (Microsoft), Kathryn Sforcina
(IV. Al) and Przemystaw Typiak (Chancellery of
the Prime Minister, Poland). In 2021, the PNE has
welcomed Guest Speakers Mr. Michael J. Oghia
(SDIA), Mr. Elliott C. Harris (UN DESA) and Mr.
Jacob Malthouse (Foresight Cleantech
Accelerator). For more information about the
PNE, visit: https://www.intgovforum.org.

Report
Acknowledgments

Editor: Waspi Flurina
Bern University of Applied Sciences
flurina.waespi@bfh.ch

Authors (alphabetical order): Barrie Jack
(Chatham House), Buckley Kristy (Global
Alliance for the Future of Food), Caminade

Cyril (ICTP), Chen Joyce (APNIC), Cortez

Florian (University of Groningen), Emejulu
Daniel Akinmade (Microsoft), Erdemoglu Elif
(The Hague University of Applied Sciences),
Finnegan Shawna (Association for progressive
Communications - APC), Gemma Paolo (ITU), Heri
Ramampiaro (NTNU), Hinojosa Pablo (APNIC),
Hullin Martin (Datasphere Initiative), Ip Chris
(ITU), King Richard (Chatham House), Krug M.
Rainer (University of Zurich), Leevers Jack (APC),
Naik Abhayraj (Initiative for Climate Action

& Azim Premji University), Navarro Leandro
(Universitat Politecnica de Catalunya - UPQC),
O’'Dwyer-Stock Ramona (UNFCCC), Oehmen
David (UNFCCQ), Oliver Jessica L. (Australian
Citizen Science Association), Runcie, Peter
(Australian Citizen Science Association), Schroder
Patrick (Chatham House), Sforcina Kathryn (IV.
Al), Terlevi¢ Sanja (Development Practitioner),
Ubeda Reyna (ITU), Wang Hamblin Sophia
(Mineral Carbonation International), Waspi
Flurina (Bern University of Applied Sciences).

Reviewers: Akinshipe Ola (Mamadi and
Company), Asiedu K. Timothy (TIM Technology
Services Ltd.), Elif Kiesow Cortez (The Hague
University of Applied Sciences), Franklin
Marianne (Goldsmiths University of London),
Horejsova Tereza (DiploFoundation),
lakovidis llias (DG Connect), Jensen David
(UNEP), Oghia Michael J. (Sustainable Digital
Infrastructure Alliance), Schréder Patrick
(Chatham House), Twumasi Mieks (KHRC),
Typiak Przemystaw (Chancellery of the Prime
Minister, Poland), Weber Verena (OECD).


https://www.intgovforum.org/multilingual/content/pne-multistakeholder-working-group
https://www.intgovforum.org/multilingual/content/pne-multistakeholder-working-group
https://www.intgovforum.org/en/content/policy-network-on-environment-and-digitalisation-pne

Reader’s Guide

Abbreviations and Acronyms

Al

CARE
CcOo2
COP26
COoVID
DLT
DPP
EPR
EuroDIG
FAIR
FAO
G20
GBIF
GHG
GSMA
ICT

IEA

IGF

ILK
IPBES
IPLC
ITU
MWG
OECD
PNE
SDG
SG5

UN
UNCTAD
UNDP
UNECE
UNEP
UNESCO
UNFCCC

Artificial intelligence

Collective benefit, authority to control, responsibility, ethics
Carbon dioxide

2021 United Nations climate change conference
Coronavirus disease

Distributed ledger technology

Digital product passport

Extended producer responsibility

European dialogue on internet governance

Findable, accessible, interoperable, reusable

Food and agriculture organization

Group of 20 (19 countries and the European Union)

Global biodiversity information facility

Greenhouse gas

Global system of mobile communications association
Information and communication technologies
International energy agency

Internet governance forum

Indigenous and local knowledge

The intergovernmental science-policy platform on biodiversity and ecosystem services
Indigenous peoples and local communities

International telecommunication union

Multi-stakeholder working group (of the IGF)
Organisation for economic co-operation and development
Policy network on environment

Sustainable development goals

Study Group 5

United Nations

United nations conference on trade and development
United nations development programme

United Nations Economic Commission for Europe

United nations environment programme

The United nations Educational, Scientific and Cultural Organization
United nations framework convention on climate change



Executive Summary

Climate change, biodiversity loss, increasing
pollution and their catastrophic consequences
for the planet and communities continue to
unfold in tandem, with UN scientists sounding
“code red for humanity” as they warn that the
climate will heat up beyond 1.5 degrees Celsius
within the next 20 years [1]. Another megatrend
characterising the 21th century is digitalisation;
the entry of technological devices and
applications of information and communication
technologies (ICTs) - hardware and software

- into various areas of life and business [2].

Digital technologies present opportunities
for climate protection...

Environmental data can provide a more accurate
and complete picture of the state of the
environment, which can be used to drive more
effective policy and decision-making. Economic
sectors such as agriculture can also benefit -
guided by technological innovations, farmers can
boost productivity by using natural resources more
efficiently. Digitalisation can enable more circular
business models with improvements in tracking,
traceability and data analytics for resource
management. Digitalisation increasingly impacts
transport and mobility, where - in the long term
and in a best-case scenario - increased efficiency
due to automation and car-sharing might cut
today’s energy use levels in half [3] (IEA, 2017).

However, these resource and efficiency
gains are threatened to be offset by more
frequent or more intensive use of products
or services, also called rebound effects.

...but they also cause a large
environmental footprint that needs
addressing by the global community.

Digital does not mean immaterial: We are
witnessing an overproduction of devices and
related overuse and loss of resources when
devices have reached the end of their lifespan.
The environmental footprint of the digital world
is estimated to virtually amount to about a 7th
continent (or up to 5.6% of humanity’s global
footprint) [4], and operations related to ICT are

expected to consume up to 20 percent of global
electricity demand by 2030, with one-third
stemming from data centers alone [5]. In the
form of e-waste, improperly discarded digital
objects contribute to the degradation of the
environment: in 2020, a record number of 53.6
million metric tons (Mt) of electronic waste was
released into the environment [6]. E-waste is
the world’s fastest growing waste stream, and

it is estimated that by 2030 the amount will
reach 74 million Mt. Faced with these realities,
the environmental impact of technology needs
to be thoroughly investigated and adequately
addressed if we expect digital transformation
to deliver on its promises. Adopting the vision
that nature and the internet are global public
goods, and their supporting resource-systems
must be governed as global commons to ensure
they reinforce each other. The transformative
effect of digitalisation can be seen in the
efficiencies derived from it in nature, in caring
for nature when developing digital technologies,
infrastructures, data and services, and in the
improved governance that digitalisation brings
to the coexistence of people and nature.

Recommendations on using digital
technologies for the common good

The authors of the Policy Network on
Environment and Digitalisation (PNE) would like
to offer guidance in proposing a spectrum of 15
concrete, actionable policy recommendations
(see Fig. 1 for an Overview) to ensure that

the opportunities processes of digitalisation
present can take full account of the challenges.
The recommendations are sorted thematically
by four issue areas: Environmental Data, Food

& Water Systems, Supply Chain Transparency
and Circularity, and Overarching Issues.

For Environmental Data, the authors stress the
importance of Findable, Accessible, Interoperable
and Re-usable (FAIR) data. For existing and

new datasets to be leveraged ethically and
effectively, strong data governance guidelines
and regulations from both people-centered

and technical perspectives are deemed to be
essential. The data must be accessible and



presented in forms that make sense for diverse
stakeholders. The technologies used to gather,
manage, prepare, analyse, and distribute the
data should be designed to support cooperation
between all stakeholders as well as producers
and distributors of the data to maximise the
impact of digitising environmental information.

Regarding Food & Water Systemes, it is
recommended to apply digitalisation with
contextual specificity and sensitivity, respecting
and complementing traditional systems.
Governments are encouraged to commit
significant resources to local community-based
initiatives that are increasing capacities at local
levels to collect and use data to inform decision-
making for food and water security, and climate
resilience. Furthermore, the authors call for the
implementation of risk management policies
regarding the vulnerabilities associated with
the digitalisation of food & water systems.

On Supply Chain Transparency and Circularity,
the authors expand on how digital technology
products depend on a very complex supply
chain. The digitalisation of the details and
chain of custody of materials, parts, production
of devices, use and reuse, recycling and
recovery of secondary materials, can bring
transparency and accountability to the ICT
supply chain. By enhancing supply chain
transparency, ICT stakeholders can demonstrate
their determination and accountability to
sustainability. International standards are
pointed out to be vital tools to achieve
transparency and traceability in all supply chains;
by knowledge sharing, best practices can be
elevated from the local to the international
level, and environmental requirements and
specifications for ICTs can be identified. Finally,
it is emphasised that the circular design of ICT
products should be complimented with the
implementation of circular business models such
as offering refurbished second-hand products,
ICT products as a service (e.g., leasing, collective
ownership), product sharing and product

buyback which incentivises producers to maximise

the lifetime and durability of their products.

Finally, on the Overarching Issues identified
- Competing Interests, Participation and
Trust, Allocation of Resources, Technology
Interoperability and Standards and Capacity
Building - three more recommendations are
suggested. One, to strive towards increasing
inclusivity for individuals and communities. Two,
to use data and digital technologies to foster
evidence-based decision-making. And three,
to have the courage to experiment with new
approaches for participatory governance.

From policy recommendation to
implementation: including a multitude of
stakeholders is vital for public value creation.
UN Member States are expected to play a leading
role in acting on these recommendations.
However, if the fight against climate change
wants to be successful, a multitude of actors
need to assume responsibility. Adapted to a
given context, the inclusion and cooperation
of other public, private and civil actors in the
process of determining which instruments

are best suited to operationalise, and
eventually implement the policy objectives
proposed in this document, is therefore vital
in order to generate real public value.



1. Introduction

The opening chapter is structured in three parts.
First, we elaborate on relevance. Why do we

need to talk about the environmental impact of
digitalisation and policy measures that should be
taken, and why are these issues highly relevant for
the future of our societies? Second, we comment
on the scope of and discuss the terminology used
in the report, outlining our understanding of key
concepts such as digitalisation, the environment
and sustainability. In the third section, we
address the issue of environmental policymaking,
including a note on the stakeholders addressed in
this report and our perspective on governance.

1.1 Relevance and Structure

Code red for humanity and other species.
Climate change, biodiversity loss, increasing
pollution and their catastrophic consequences
for the planet and communities continue to
unfold in tandem, with UN scientists sounding
“code red for humanity” as they warn that the
climate will heat up beyond 1.5 degrees Celsius
within the next 20 years [1]. At the UN Climate
Change Conference 2021 in Glasgow (COP26)
governments expressed great concern over the
fact that human activities have caused around 1.1
degrees Celsius of global warming to date and
that impacts are already being felt in every region
and reemphasized their commitment to keep
climate change within manageable boundaries.

Despite that, effects of environmental damage
and climate change are felt first and foremost
in developing countries, which account for
the lowest share of emissions and pollution
historically. At the same time, the international
community is striving to combat poverty and
increase living conditions, which in turn will
require growth and development. Balancing
the need for development in the Global South
as well as in the industrial “North” within real
environmental limits, known also as planetary
boundaries, is amongst the most complex
challenges of our time. In general, our world
has become increasingly complex, globalised,
and interdependent — a situation that is only
being exacerbated by the increasing demand
and competition for natural resources.

Digitalisation can help. As another megatrend
characterising the 21st century, digitalisation is
providing us with devices and tools that can help
us make sense of our world’s complexity and

the interconnectedness of issues. Communities
can use digital networks, technologies, and
solutions to help us better evaluate past and
possible future consequences of our actions

as well as take action to benefit the global
community with long-term vision. However,
while the precise direct and indirect digital
impact is difficult to determine, the digital world
and the environment (natural and human-
made) are interconnected in significant ways.

Managing the world’s digital footprint. The
environmental footprint of the digital world is
estimated to virtually amount to a 7th continent
(or up to 5.6% of humanity’s global footprint)
[4]. Operations related to information and
communications technologies (ICT) are expected
to represent up to 20 percent of global electricity
demand by 2030, with one-third stemming from
data centres alone [5]. Faced with the realities
of anthropogenic climate change (e.g., global
warming, carbon emissions, deforestation),

it is clear that the environmental impact of
technology needs to be further investigated and
adequately addressed by the global community.

Rapid action is needed. If we are counting on
using digital technologies to reduce emissions
such as greenhouse gasses and effectively tackle
other environmental issues, the environmentally
sustainable aspects of information and
communication technologies need to be
systematically embedded in all economic sector
activities as well as governmental policies. With
this report, the authors would like to offer
guidance in proposing a spectrum of concrete,
actionable policy recommendations to ensure
that the opportunities processes of digitalisation
present can take fuller account of the challenges.

The report is structured as follows:
The second part gives an overview of the risks and

opportunities digitalisation presents for effectively
preventing and tackling environmental issues.



The next part proposes a range of policy
recommendations, aiming at reducing the
environmental impact of digitalisation and/or using
digitalisation to tackle environmental challenges.

The recommendations are sorted thematically:

Environmental Data

Food & Water Systems

Supply Chain Transparency and Circularity
Overarching Issues

In the final section, we present
the concluding remarks.

1.2 Scope and Terminology

In this report, we focus on how the digital world
—digital processes and digital technologies —
can contribute to us, the global community,
achieving the SDGs. The recommendations

we propose thereby either target digital

Figure 1: A Visual Representation of the Scope

The Digital World
Digital Devices, Tools & Technologies

technologies, also referred to as information
and communication technologies (ICTs), as a
tool to achieve environmental sustainability,
or the sustainability of ICTs themselves. The
following figure (Fig. 1) provides a visual
representation of the scope of the report.

In the following sections, we discuss the key
concepts within the scope of our work and

the terminology used. The section “What is
Digitalisation?” discusses the context, the digital
world, and how it is often linked with the
notions of digitisation, digitalisation, and digital
transformation. The section “Digitalisation,

the Environment and Sustainability” revolves
around our understanding of the object or
goal: environmental sustainability. Finally,

in the section “Environmental Policymaking,
Stakeholders & Governance”, we address the
concept of policy recommendations, including

a note on stakeholders and governance.

Environmental
Sustainability

ICT for Sustainability
Sustainability of ICTs

Social
Sustainability

< Focus of
Recommendations

Economic
Sustainability



Table 1: Dimensions of Environmental Sustainability of ICTs

Environmental Definition

Sustainability

Environmental
Sustainability

The digital world has a considerable environmental footprint, associated
especially to energy and resource use from resource extraction to manufacturing,

Environmental
Sustainability

of ICTs use and disposal of devices. Within the scope of this report, we discuss
measures that could be taken to increase the environmental sustainability of
ICTs; focusing on the negative effects of digitalisation on the environment.

ICTs for Digital tools and devices can also have enabling effects on the promotion

of environmental sustainability. Digital technologies are also expected to
help us better understand and plan measures against climate change and
to make progress with the Sustainable Development Goals. They can also
be of use for the adaptation to some of the - possibly irreversible - effects of
climate change we are already experiencing (instrumental perspective).

1.2.1 What is Digitalisation?

In the following section, we discuss the notions

of digitisation, digitalisation, and digital
transformation. While there are notable
differences in the conception of digitalisation and
digital transformation, in practice the two terms

are often used almost interchangeably. With

regard to the present report, both concepts are
within our scope, and the choice of term in the
recommendations chapters depends on the context
and what the authors are striving to illustrate.

Digitisation

Digitisation refers to the act of converting an
analogue artifact into a digital one, creating its
digital representation. For example, the act of
scanning a physical page of a book made of paper
and saving it as an electronic file on a computer.
Digitisation thus enables the creation of digital
data needed to create value out of digitalisation
processes. If digitisation, digitalisation, and
digital transformation were to be ranked

as part of a basic digital maturity model,
digitisation would be situated at the bottom.

Digitalisation
The term digitalisation usually refers to the entry

of technological devices and applications of
information and communication technologies

(ICTs) - hardware and software - into various
areas of life and business [2]. Similarly, the OECD
describes digitalisation as the “use of digital
technologies and data as well as interconnection
that results in new or changes to existing
activities” [8]. Associated with the digital world
are the following crucial three components:
Data; carrying the digital information, Analytics;
to generate insights and knowledge from
digital data, and Connectivity; referring to the
networks that facilitate data exchange among
and between users, devices and machines [3].

Digital transformation

Digital transformation seems to refer to a more
profound and radical use of digitalisation.
Indeed, it is generally understood to be referring
to the broad economic and societal effects

of digitisation and digitalization [8]. Public

and private sector actors use the term, digital
transformation, with respect to activities in

the private sector as well as the public sector,
pointing at broad organizational and cultural
changes, and new approaches to dealing with
information [9]. As an important contrast to the
concept of digitalisation, digital transformation is
understood to be referencing a set of continuous
processes that rely on digital tools and ICT
infrastructure. While some results of these
processes might be anticipated or aimed for -
e.g., increased revenue, (public) value creation




Table 2: Policy Elements

Policy Element Description

Environmental
Policy Objective

What does the policy aim to do (reduce, prevent, combat, encourage, strengthen)?

e voluntary approaches

Action What is the action to be taken to achieve the environmental policy’s objective?
Policy What instrument is being used as part of the action to achieve
Instrument the environmental policy’s objective? Among the traditional

policy instruments are (not mutually exclusive):

e legislative / regulatory instruments

e market-based, economic instruments (push measures;
e.g., taxes, pull measures; e.g., subsidies)

e motivational, information and education incentives

It is said that good policy design necessarily contains a mix of policy
instruments suited for the specific context the policy is applied to [23].

Policy Target

At what (measurable) point is the objective of the environmental policy achieved?

Policy Owners /
Responsibilities

Who is responsible for carrying out and measuring the policy’s success?

or overall performance [10] [11] - there is no
way to really foresee their “end status” [9].

1.2.2 Digitalisation, the Environment
and Sustainability

As a starting point let us clarify that a digital
transformation can be called sustainable

if all three dimensions of sustainability are
valued: economic, social and environmental.
In what follows, we discuss and suggest
measures to improve the environmental
dimension, but it needs to be assured, as a
minimum, that the “do no harm principle” is
fully applied to the other two dimensions.

(Environmental) Sustainability is a concept
with a long history, emerging into the
mainstream in the 1980s. According to

the United Nations World Commission on
Environment and Development, environmental
sustainability is about acting in a way that
ensures future generations have the natural

resources available to live an equal, if not

better, way of life as current generations. Ever
since, we are witnessing an often-muddled
understanding in practice, a phenomenon
fueled by the use of the term as a vague
corporate buzzword that means to elicit
positivity without providing specific insight to
concrete actions or achieved impact. Given these
circumstances, the concept needs clarification

as to its application within this report.

A Note on Sustainability

A concept with a long history. An understanding
of sustainability can be found in most ancient
cultures across the world, without anyone being
able to make a claim for originality. The origins of
the term sustainability, however, can be traced back
to a handbook of forestry published in 1713, where
the German term Nachhaltigkeit was introduced to
describe a method of never harvesting more trees
than the forest could regenerate - a mechanism in
answer to decreasing forest resources in Europe




[12,13]. In “The Limits to Growth"” [14], this idea

of the necessity for a balance between nature

and the economy was taken up again, with a

team of interdisciplinary MIT specialists predicting
overshoot and collapse of economy, environment,
and population before 2070 if no actions were
taken against continued growth and increasing use
of resources. The writers, at times harshly criticized
- New York Times journalists calling it “little more
than polemical fiction” [15] and others wanting

to assign it to the “dustbin of history” [16] - have
since been largely vindicated by more recent
climate research and obvious global environmental
degradation (e.g., [17]). Another notable milestone
in the history of sustainability is the publication of
the “Our Common Future”’ report of the World
Commission on Environment and Development

in 1987, in which Sustainable Development is
being defined as development “meeting the

needs of the present without compromising the
ability of future generations to meet their own
needs” [18]. In 2005, the World Summit on Social
Development subscribed to three components of
sustainable development: economic development,
social development and environmental protection
[19], a trichotomy that can be traced back to
decades before and is often displayed in a diagram
with three circles (credited to Barbier [7]).2

The SDGs as an essential contemporary
sustainability framework. In 2015, all three
circles were addressed by the Sustainable
Development Goals, adopted by the United
Nations in 2015 as a “universal call to action
to end poverty, protect the planet, and ensure
that by 2030 all people enjoy peace and
prosperity” [20]. It is explicitly stated that

the 17 Goals “recognize that action in one

1 The reportis also known as the “Brundtland
Report”, named after the former Norwegian Prime
Minister Gro Harlem Brundtland, at the time
Chairman of the Commission.

2 For a more comprehensive history of sustainability
(and criticism of the concept) since the 1960s see
for example Purvis et al., 2019, for an overview
of the earlier discussion refer to authors such
as Du Pisani, 2006; Grober/Cunningham, 2012;
Caradonna, 2014 (see Reference List).

area will affect outcomes in others, and that
development must balance social, economic
and environmental sustainability” [20].

The Sustainability Focus of this Report

In this report, environmental sustainability

as a desired outcome takes center stage in

our considerations. An early definition of
environmental sustainability was provided 1996

by Robert Goodland (the first full-time ecologist

at the World Bank), who has described it as the
search “to improve human welfare by protecting
the sources of raw materials used for human needs
(...)" requiring us to “live within the biological

and physical environment” [21, p. 1003].

Natural or raw materials include renewable
resources such as water, and nonrenewable
resources such as minerals, metals, and

fossil fuels. Taking the SDGs as a reference
framework, most goals could somehow be
linked to information and communication
technologies. The most obvious relationship,
however, exists especially regarding the

goals 7 (“Affordable and Clean Energy”), 9
("Industry, Innovation and Infrastructure”), 11
(“Sustainable Cities and Communication”), 12
("Responsible Consumption and Production”)
and 13 (“Climate Action”). Table 1 illustrates
that when exploring the above relationship,
both the environmental sustainability of ICTs
as well as the use of ICTs for environmental
sustainability are within the scope of our report.

From a human perspective, sustainability
cannot be isolated from economic or social
aspects. However, we argue that environmental
sustainability is a condition for social
sustainability, which is dependent on the
preservation of our ecological environment
and thus merits to be at the center of our
attention. At the same time, we acknowledge
that our focus simplifies the complex interplay
between sustainability and digitalisation

and underrepresents the massive social and
societal implications of digitalisation, and
issues related to human health and well-being.
We thus broaden our perspective to consider



societal and economic aspects in Chapter 3.4 on
Overarching Issues, exploring questions related
to equity of access, citizen participation, capacity
building, resource distribution and political
advocacy of and for underrepresented actors.

1.2.3 Environmental Policymaking,
Stakeholders & Governance

Environmental Policymaking

The term environmental policy is generally
understood to be referring to a measure by a
governmental or corporate agency or another
public or private organization that targets the
prevention or reduction of harmful effects of
human enterprises on the world’s ecosystem

(e.g., [22]). When designing a policy, different
elements are usually considered, ranging from

the overall objective of the policy, to action and
instruments used in the implementation of the
policy objective, the definition of measurable
target goals and the designation of the persons
or entities responsible for policy implementation
and evaluation [23]. Within the scope of this
report, we mainly focus on the objective of
proposed environmental policies, proposing policy
recommendations from which stakeholders can
derive actions. Due to the resources at our hands
for this report, we are unable to specify policy
instruments or formulate measurable target goals.

When it comes to environmental policy
development, it is important to note that no policy
measure exists in a neutral space, but context
plays an essential role. “It is not necessarily a
matter of developing new tools and instruments,
but designing a ‘'mix’ of policy instruments

that is best suited to the circumstance” [23]. As
such, the success of a specific policy not only
depends on the complexity of issues addressed
or the formulation of the policy, but also on

the interests and capacities of the communities
the policy targets or means to regulate. Policy
instruments thus must be chosen carefully and
by taking into account site-specific cultural,
political and environmental context factors.

This report discusses the relationship between the

digital world and the environment. Various issues
and actions are identified in the following chapters
that must be considered to ensure the health of
our communities and the planet. These include
both preventative actions and those in response to
environmental concerns. In the following table, we
describe a simple framework that positions issues,
policies and technologies in a generic five-step
process that is broadly applicable to recognising
and addressing environmental concerns - displayed
as a cycle, indicating that the process may not be
linear and without clear start and finish (Fig. 2).

This process applies to the two broad scenarios
involving environmental issues. The first is when an
environmental issue has been identified and needs
to be addressed. Climate change, air pollution

and localised water pollution are examples. The
second scenario is when (non-environmental)
policies and initiatives are being formulated and
we need to understand and prevent potential
environmental damage. Examples here include
infrastructure development projects, land

use policies and new industry development.

In both cases the process is essentially the

same - the main difference being how the
environmental concern is initially identified.

A Note on Stakeholders & Governance

All stakeholders contributing to the policy cycle
are addressed. In the context of this report, the
emphasis is on action that needs to be taken
under the lead of UN Member States, who have
committed themselves to the SDGs as part of their
dedication to combat climate change. However,
since the climate crisis is a global phenomenon,
there is a necessity for global responsibility.
Whereas governments are traditionally associated
with having the primary responsibility for their
citizens, private actors are increasingly called to
responsible action too [24]. Consequently, while
some recommendations proposed in this report
might be more immediately relevant to one
stakeholder over another, they mean to speak to
all actors involved or affected by (environmental)
policymaking processes (see Figure 3 above). This
means public actors at all state levels, private
actors, representatives of civil society (e.g.,



non-profit organisations) and institutionalised
cooperative relationships formed between a mix
of those actors (e.g., public-private partnerships).

Nature and the Internet are global public goods
to be governed as global commons. Both, the
natural and the digital environment, specifically
the internet, are critical infrastructures to social
and economic development, interrelated by
digitalisation and digital transformation [25].
Public goods are intended to be enjoyed by

all people [26]. Nature is public by default and
the Internet is public by design. Therefore,

both can be qualified as global public goods.

“Digital public goods are essential in

unlocking the full potential of digital
technologies and data to attain the Sustainable
Development Goals, in particular for low

and middle-income countries.” [27]

Public goods are ideally “non-rival”, which means
use by one person should not prevent use by
another, but this is only an ideal. Both nature

and the digital world are limited critical resource
systems that impact all of us. Another way of
putting it is that they are “global commons”. This
means we collectively need to manage them as
global commons to preserve them as a critical
resource for life as we know it. The transformative
effect of digitalisation comes from the efficiencies
that derived from it in nature, from caring for
nature when developing digital technologies,

infrastructures, data and services, and from the
improved governance that digitalisation brings
to the coexistence of people and nature. That is
reflected by the concept of sustainability of ICT
and nature just mentioned, a safe and just space
for humanity [28], complying with “planetary
boundaries” and “social boundaries”. Therefore,
both nature and the internet are global public
goods, supported by resource-systems that must
be governed as global commons, to ensure they
reinforce each other. This is a role the Internet
Governance Forum can play. Governance
discussions and decisions relate and result in policy
making, and both digital technology with the
internet, and the natural environment, must be
considered together as they are interdependent.

Adopting the perspective of participatory
governance creating public value. From a
traditional perspective on governing, the focus is
on formal and institutional processes performed
by governmental institutions operating at
nation-state level [29]. Challenging this notion,
the concept of governance has emerged. With
its theoretical roots in various disciplines such

as economics, international relations, political
science and public administration, the term is
today generally understood as an organizing
framework [29] providing a fresh perspective on
understanding governing processes in modern
multi stakeholder societies. Environmental
policies often involve a transfer of material (e.g.,
financial resources, subsidies) or immaterial goods

Figure 2: Five-Step Policy Process Regarding Technology and Environmental Issues
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(e.g., opportunities) from one group to another
[30]. The success of many environmental policies
thus depends on public cooperation, making the
need for inclusive and participatory governance
seem obvious. Recent findings indicate that for
example, when novel approaches such as citizen
assemblies are incorporated into the policy cycle,
the political feasibility of climate policies can be
enhanced [31]. Following Stoker [29], five central
and complementary aspects to governance can be

identified (highlight added to the original source):

e |nstitutions and actors drawn from
and beyond government;

e Ablurring of boundaries and
responsibilities between stakeholders;

¢ A power dependence involved in the
relationships between institutions;

e The role of autonomous self-
governance of networks of actors;

¢ New tools and techniques are available for
government actors to steer and to guide,
instead of commanding and using authority.

What is then the role of governance in
sustainable development? Some might

argue that the primary task of governance

is to correct market failures. In the context

of this report, a different perspective seems
more fitting. Following Mazzucato’s view

on publicinstitutions and the concept of an
“entrepreneurial state” [32] governance is active
instead of reactive: By fostering innovation,
public institutions can play a major role in the
shaping of markets and the production of
public value [32]. When it comes to sustainable
development, public value corresponds directly
with the well-being of citizens [33]. In their
extensive synthesis of Sustainability Science,
Harvard authors Clark and Harley reason that

to censure that well-being, it makes sense that
governance for sustainable development should
care particularly about the management of
natural and anthropogenic resources [33].

2. Overview of
Opportunities & Risks

2.1 Digitalisation Trends

Several trends are apparent from the
increasing level of digitalisation currently
occurring, many of which are closely related
or dependent on each other in some way.
These trends will likely continue to accelerate,
having implications for the environment and
natural resource and energy use. Underpinning
several trends in ICT development is Software
and Cloud Computing. Cloud-based software
has already become integral to many areas of
the economy in the past decade and is now
embedded into many aspects of our lives. This
trend will continue as more items and entire
industries become connected to the internet,
requiring greater energy needs and helping
to generate enormous quantities of data.

Dependent on software and cloud computing
are Big Data and Artificial Intelligence (Al).
Al is software that has been programmed
to analyze and use vast amounts of data
for purposes of automation that can then
be applied to cloud-based operations.

It can also be used to track and provide
analysis on a number of environmental and
socio-economic indicators such as weather
patterns, air quality, and urbanization,
using data generated by satellite imagery,
remote sensors, and other devices.

Much of the data used by Al programs will
be generated by a proliferation of everyday
items that are connected to the internet,
commonly known as Internet of Things.
This includes everything from household
appliances to agricultural machinery to
critical infrastructure, all of which will
have networking capabilities that allow
for information and communication to be
shared across devices. With an estimated
23 billion devices being connected to the
internet in 2021 and the number set to
nearly double by 2025 [34] implications
for natural resources used to manufacture
these products and energy usage to power
them remain important considerations.



Smart Cities and communities is a concept
heavily dependent on all of the trends
discussed until now. Through data generated
by thousands or millions of connected devices,
resources, services, and infrastructure needs
for a city are provided and allocated more
efficiently based on up-to-date information.
This will have implications for areas such

as transportation logistics, municipal

waste, and water and energy usage.

Digitalisation is also enabling trends at an
individual level. Driven in part by easier access
to technology and an increasing concern for
the planet and climate change, Citizen Science,
the practice of public participation in research
and science projects, has grown significantly

in recent years. Using open access data, cloud-
based data processing services, low-cost
sensing technologies and consumer electronics
(smartphones), these decentralized projects of
varying size can bring attention to localized
environmental issues and engage the public

as active participants, as outlined further in
section 3.1.4. This is further enabled by increases
in Connectivity occurring throughout the
world and especially in developing countries,
where internet penetration has historically
been lower. According to the IEA, they have
been leading the more recent growth in
connectivity, accounting for almost 90 percent
of mobile broadband subscriptions registered
between 2012 and 2017 [3]. Connectivity

to online networks is essential if digital
transformation is to occur at the individual and
community level and can help bring existing
local networks into the digital sphere.

Finally, Blockchain and distributed ledger
technology is a trend that has attracted
much attention in recent years, mostly from
its association with cryptocurrencies like
Bitcoin and how it currently requires huge
amounts of electricity to process transactions.
However, given that blockchain databases
are decentralized and unchangeable with
no single owner, its application could have
significance for smart cities, citizen science,
and supply chains to name a few.

2.2 Opportunities & Risks
of Digitalisation for
the Environment

2.2.1 Opportunities

Environmental Monitoring and
Environmental Data

The trend of enormous quantities of data being
generated by the proliferation of computing
power and devices can be seen within issues
pertaining to the environment. Data captured

and analyzed can provide a more accurate and
complete picture of the state of the environment,
which can be used to drive policy and decision-
making and inform initiatives to combat and adapt
to climate change. Examples include data collected
in rivers or forests of localized ecosystems and real-
time data on emission levels collected by satellites
and sensors. The core opportunity from this

large increase in data is that it will allow experts

to further understand environmental trends at

a micro and macro level, potentially leading to
better health outcomes, biodiversity conservation
and an overall increase in sustainability.

Smart Agriculture

Digital technologies such as sensors, drones,
satellites, and advanced tractors are increasingly
feeding data into cloud-based artificial
intelligence models that provide farmers with a
detailed picture of conditions on the farm. This
includes variables such as livestock, crops, soil,
and weather conditions. By having access to
these data, farmers are empowered to efficiently
use natural resources—for example, water for
precision irrigation that is guided by generated
intelligence. This in turn boosts productivity and
can reduce the amount of natural resources —

like water — needed for a farming operation.
Herein lies the biggest opportunity with smart
agriculture, a chance to reduce the sector’s global
environmental footprint which accounts for a
third of all GHG emissions, through improvements
in productivity. However, as highlighted further
in section 3.2, such changes must be context



specific and with sensitivity to traditional food
systems and ways of life, while also ensuring
that an opportunity gap does not arise when
obtaining access to these new technologies.

Case Study: Azure FarmBeats [35]

With Azure FarmBeats, Microsoft is
contributing towards enabling data-driven
farming. The belief is that data, coupled
with the farmer’s knowledge and intuition
about his or her farm, can help increase farm
productivity, and help reduce costs. However,
getting data from the farm is extremely
difficult since there is often no power in

the field, or Internet in the farms. As part

of the project, FarmBeats is building several
unique solutions to solve these problems
using low-cost sensors, drones, and vision
and machine learning algorithms. According
to FarmBeats principal researchers,
FarmBeats wants to highlight something
essential for the future: Al doesn’t replace
human knowledge; it augments it.

Circular Economy

The exponential rise in the number of digital
devices has been accompanied by huge increases
in electronic waste generated and a demand
for raw materials necessary for their fabrication.
This problem has created a need for a more
sustainable model of production and extended
use as the number of ICT devices in the world

is set to continue to rise. The circular economy
model is based on the idea of materials passing
through the cycle of production, use, and
reprocessing several times before dissipative
losses or thermodynamic limitations during
recovery cause them to have to be dropped out
of the use cycle [36]. With regard to digitalisation,
the aim is to reuse, repair, and repurpose digital
devices currently in use to extend their product
lifetimes, and recycle discarded digital devices
through recovering embedded metals and
materials that are still of critical value [37]. This
approach promises to reduce emissions, toxic
waste and the cost of production, and can be

further accelerated by increased digitalisation.
With improvement in tracking, traceability

and data analytics for resource management,
the circular economy can be optimized to help
facilitate the digital transformation that is
needed while minimizing environmental impact.

Case Study: Circular Economy
Action Plan [38]

Recognizing the imperative to reduce
natural resource consumption, which is seen
as a primary driver of GHGs, the European
Union is developing a new circular economy
action plan. Its stated goal is to accelerate
the transition towards a regenerative
growth model by doubling the amount

of circular material in use by 2030, while
maintaining the economic competitiveness
of the bloc. To implement this, the European
Commission will propose legislation on
sustainable products including in product
design and further empowering consumers.
The commission has identified key product
value chains as targets within this plan that
include ICTS, batteries, plastics, and textiles.

Energy Efficiency & The Transformation
of the Electricity Sector

New technologies have brought about the
possibility of employing autonomous cars,

smart home systems and the use of machine
learning, all of which have given rise to hope

for massive efficiency gains. While digitalisation
is relevant for most sectors, the International
Energy Agency concludes that digitalisation
might have the biggest impact on transport,
where - in the long term and in a best-case
scenario - increased efficiency due to automation
and car-sharing might cut today’s energy use
levels in half [3]. However, rebound effects
related to increased travel might also lead to a
substantive increase in energy use. For buildings,
the IEA predicts possible energy savings of
about 10 percent if real-time data is used to
improve operational efficiency; for example,

to predict heating and cooling needs [3]. With



regard to the energy use of digital technologies
themselves, global trends in internet traffic
show that for 2020, the share of electricity
used by data centres and data transmission
networks still only accounts for about 1

percent of global electricity use, despite a more
than 40 percent increase in internet traffic

and data center workloads - a phenomenon
attributed to an accelerated progression in
energy efficiency occurring at the same time
[39]. Next to opportunities in the mobility and
building sector, the IEA attributes the greatest
transformational potential of digitalisation

to the electricity sector itself, where they
identify four specific opportunities [3]:

e The possibility of smart demand response
- meaning interconnected electricity
systems that allow users and devices more
authority on when to draw electricity
from the grid and when not to.

e A better integration of different renewables
into the energy grid, by optimizing storage
and digitally enabled demand response.

¢ The use of smart charging technologies for
electric cars, enabling charging off peak,
preventing in turn costly investments in
additional electricity infrastructure.

e The development of distributed
energy resources, e.g., solar electricity
panels, the surplus energy of which
producers could sell to the grid.

2.2.2 Risks

The digital world does not only bring
about opportunities for the protection and
conservation of our natural world, but also
presents major challenges. Digital does

not mean immaterial: We are witnessing
an overproduction of devices and related
overuse and loss of resources when those
devices have reached the end of their
lifespan. In the form of e-waste, improperly
discarded digital objects contribute to

the degradation of the environment, with
catastrophic effects on local and regional
ecosystems, including human health.

Measuring the environmental
impact of the digital world

When it comes to quantifying the
environmental impact of the digital world,
different environmental indicators can be
used to illustrate resource use. Following a
life cycle analysis approach, four indicators
are among the most common [4]:

e Abiotic Resource Depletion (ADP):
The contribution to the depletion of
nonrenewable resources (especially
minerals), expressed in kg extraction;

e Global Warming (GWP): The
emission of greenhouse gases in the
atmosphere contributing to global
warming, expressed in kg CO2;

e \Water: Stress on water resources caused
by the digital world, expressed in volume
of blue water (I or m2 of water);

e Primary Energy (PE): Different sources of
primary energy are tapped to produce
the energy required to power the
digital world (e.g., nuclear reaction, coal
combustion or solar radiation), expressed
in Megajoules or KWh per unit of time.

While electricity consumption is not an
environmental indicator per se, it is an
important factor to consider when assessing the
environmental impact of technologies, since
without a constant supply of energy, technology
would not be possible as we know it today.

As an indicator, electricity is usually expressed

in kilowatt-hour (kWh) per unit of time.

The following figure (Fig. 3) shows an overview
of the contribution of the digital world to

the overall footprint of humanity. While

the percentages might not seem as major in



comparison, it can be imagined that the overall
impact would represent about a seventh
continent, two to three times the size of France
[4]. Focusing on greenhouse gas emissions,

the digital world’s carbon footprint is about
the same size as the aviation industry’s [40].

According to trend forecasts, the overall impact
of the digital world is expected to increase to
about double or triple the current amount in
the upcoming years [4]. The largest increase is
expected to be in greenhouse gas emissions,
mainly due to (excluding the growth in number
of users) an increase in connected objects, a
doubling of size of screens, declining energy

efficiency gains, and the equipment of developing

countries [4]. Depending on the source, more

or less drastic increases in energy consumption
attributed to data centers are predicted, ranging
from increases to three or up until 21 percent

of the total electricity demand by 2030 [3] [5].

Next to considering specific environmental
indicators, the environmental impact of the
digital world can be further broken down by tier
(e.g., user equipment, data centers and networks)
and by lifecycle stage (e.g., manufacturing,

use, disposal). When analyzing the different
indicators along the life cycle, a similar picture
emerges: At the moment, the main source of
impact stems from the emissions produced in
the manufacturing of user equipment and the
electricity production to power it, attributed

to between 59 and 84 percent of the total

impact [4]. The depletion of resources and
impact on water have an especially strong link
with manufacturing of user equipment [4].
The manufacturing of equipment is leading
the hierarchy of impact sources, which is
unsurprising considering the sheer number of
devices manufactured - at least 34 billion in 2020
(eight per user if the equipment was equally
distributed) [4]. Among the most prevalent
devices are smartphones (approx. 3.5 billion),
other phones (approx. 3.8 billion), televisions
and computer screens (approx. 3.1 billion) and
connected objects (approx. 19 billion) [4].

The Exploitation of Critical Minerals

As the manufacturing of user equipment is
associated the most with environmental impact
(see section above), it merits a closer look.

The digital devices we use today are host to a
complex mix of materials, with screens alone
being made up of 14 different elements [41]. Of
major importance to digital transformation are
the following seven elements: Gallium (e.g., used
for semiconductors), Germanium (e.g., used in
fiber optical cables), Indium (e.g., used for LCD
displays), rare earths (Dysprosium, Neodymium
and Praseodymium), Selenium (e.g., used for
thin-film photovoltaics), Tantalum and Tellurium
(e.g., used for thermoelectric cooling devices and
solar cells) [41]. Despite these resources being
used in small amounts in the individual devices,
the sheer number of devices makes up for a
massive environmental impact in total. Resource

Figure 3: The contribution of the digital world to the global environmental footprint

(Source: Bordage, 2019 [4])
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extraction and manufacturing play an important
role in current environmental degradation
processes occurring over the globe, and not just
with regard to digitalisation, but in general.
According to a report by the 2019 International
Resource Panel, about 90 percent of the total
biodiversity loss and water stress can be attributed
to extraction and processing of resources

[42]. The following figure (Fig. 4) provides an
overview of the different kinds of environmental
damage along the resource value chain.

As can be taken from Figure 4, the exploitation
of resources causes a host of environmental
challenges, ranging from carbon emissions fueling
climate change, land use impacting biodiversity
(with endangered species being displaced or
losing their habitat entirely), water overuse

and pollution through acid mine drainage,

the discharge of wastewater and disposal of
tailings and finally general mining waste (e.g.,
radioactive material, heavy metals) [3]. There is a
growing need to tackle emissions from mineral
extraction, not least because the transition to
cleaner energy pursued by many states is also

heavily reliant on the same minerals. Because
the above-mentioned risks associated with
mining and extraction are also expected to
potentially lead to supply disruption, it is crucial
they are addressed - otherwise the successful
transition to clean energy could be delayed [3].

End of Life Resource Loss & E-Waste

With increased digitalisation comes an increase in
the amount of devices manufactured. As discussed
above, this causes considerable environmental
impact: When a device is bought, significant
pollution of the environment has already occurred.
Long-term (re-)use and salvaging of resources
therefore are crucial. In reality however, when
devices reach their end-of-life phase, they are
often discarded without any of the valuable
material that could be repurposed for future use
recovered. In 2019 alone, losses from secondary
resources within the e-waste stream was estimated
to be $57 billion USD, with a record number of
53.6 million tons of electronic waste released into
the environment [6]. E-waste is the fastest growing
waste stream within an already very wasteful

Figure 4: The Environmental Impact of Resource Extraction along the Value Chain
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society: Humanity has deposited an estimated
2500 gigatons of waste and emissions in the
environment since 1900, with almost a third of

it having been generated over the past 20 years
[43]. E-Waste is an especially problematic type

of waste, due to several reasons: For one, much
of the e-waste is often being shipped illegally

to developing countries where it is less likely to
be disposed of safely. And then, many e-waste
components are toxic and corrosive, and can
have adverse health effects on those exposed

to it at high levels, which is the case for most of
the local populations living unprotected around
nonregulated e-waste dumping grounds. Due to
complex material compositions in tech equipment,
the safe disposal of e-waste requires industrial
level recycling capacity, which is most often not
present in the regions the waste is disposed of.
This cycle can have significant environmental and
social costs at a local and global level that could
be exacerbated as digital adoption increases. Next
to general overproduction and overconsumption,
e-waste at its core is also a crisis of responsibility:
Goods are produced without the producers
taking responsibility for the waste they are also
producing, sometimes outright designed into

the products (planned obsolescence). It is here
that the promotion of a circular mindset and
business model need to play a crucial role.

Rebound-Effects

Rebound effects refer to efficiency or resource
gains that are partially or completely offset

by a more frequent or more intensive use of

a product or a service. For example: Under

some circumstances, it might save more carbon
emissions if a consumer orders online than if they
take the car to the trip to the store and back. If
the possibility of e-commerce however entices
more people to consume more and possibly more
frequently than they would have, if there was no
option to order and return for free, any emissions
saved are largely offset by the emissions caused by
the mass of online orders having to be delivered.
For example, for the US, the return of goods is
cited to contribute to a pollution of an estimated
16 million metric tons of CO2 in 2020 [44], more

than the emissions of three million cars in one year.

Another interesting example of a rebound effect
in the digital world is television screens: While the
energy consumption of television screens dropped
significantly over the last years [45], the overall
power increased due to an increase in screen size.
If screens are bought more often because the
technology has become more efficient and thus
more attractive, this is a direct rebound effect.

On an interesting historical side note, the first
description of rebound effects can be found in the
economist William Jevons Staneleya book “The
Coal Question”, in which he predicted a gradual
depletion of the British coal deposits due to a
more effective use of the energy contained in

coal [46]. Today, the Jevons paradox refers to the
phenomenon of an increase in demand for a raw
material after an increase in the effectiveness of
use of that same material (in William Jevons' time
this was the use of steam engines to burn coal).



3. Recommendations

3.1 Environmental Data

Suggested Citation: Barrie J., Caminade C.,
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Future. Waspi, F. (ed). IGF Secretariat.

“How can we ensure data positively
impacts sustainability?”

Numerous sources of data have the potential to
be leveraged for monitoring the state of, and
changes to the environment, driving decision-
making, and promoting adoption of actions
that increase planetary sustainability. These
data cover a wide range of environmental
variables (Table 3) and, where fit for purpose,
can effectively reduce gaps in knowledge
required to inform environmental sustainability
initiatives and to tackle and adapt to climate
change. These sources of data can be of
numerical nature. Data can also include non-
numerical records, such as recordings of
songs or dances of indigenous people, which
make the interpretation of nature and its
changes from different perspectives possible.
These data are sometimes used to guide
policy development and recommendations.
However, data from different sources are often
not openly accessible or in a standardised
format that allows for easy consolidation,
comparison, and use. Implementing data
governance principles that take into account
important ethical considerations could foster
data practices that make more data widely
and equitably available and used to inform
effective evidence-based decision-making.
There are two key sets of principles for data
governance that our recommendations

are centered around. One set advocates

for ensuring data findability, accessibility,
interoperability, and reusability, commonly
referred to as FAIR Principles [47]. The second
set is the CARE Principles for Indigenous Data
Governance, which orients towards people
and purpose, with tenets of collective benefit,

authority to control, responsibility, and
ethics, to ensure data supports Indigenous
innovation and self-determination [48]. The
CARE principles complement the previously
established FAIR principles [49]. Both sets

of principles are at heart of our policy
recommendations with the intent to promote
that environmental data be openly shared in
a way that is appropriate for diverse cultures.

Here we offer three policy recommendations
for environmental data:

1) Foster global standardisation
& harmonisation of data;

2) Ensure environmental data access
from collection to sensemaking;

3) Increase cooperation to maximize the impact
of digitising environmental information.

There are a variety of existing environmental
datasets that could be leveraged to understand
the state of the environment and be used to
inform policy (see Table 4 below). Additionally,
evaluate whether and how candidate datasets
have informed globally relevant research,
initiatives, and policy. Evaluating how analysis
of such datasets can align with existing policies
or inform policies under development. Prioritize
datasets that have global coverage. Consider
whether datasets have sector-relevant copyright
conditions. Also determine whether datasets
are open access and hosted by trusted data
providers. When assessing the appropriateness of
using an existing dataset, consider whether the
datasets follow the recommendations below.



Table 3: Common environmental data types and variables.

Types

Characteristics

Air, atmosphere

Atmospheric variables, air quality, measuring sites, inc changes over time

Land cover Forests, trees, grasses, crops, desert, snow, built, degraded
areas, inc changes over time and quality
Land use Commodities (inc mining, plantations), conserved areas, agriculture,
indigenous lands, transport inc changes over time
Biodiversity Zones, habitat, animal species, change over time inc extinctions
Waste Waste, contamination, pollution inc events and changes over time
Water Rivers, streams, wetlands, mangroves, conserved areas,
groundwater, dams, infrastructure, measuring sites, events
(inc drought, floods), inc changes over time and quality
Marine Oceans, seas, fisheries, reefs, conserved areas, temperatures,
measuring sites, infrastructure, inc changes over time and quality
Cryosphere Ice sheet extent, glaciers and mountain data
Climate Climate forecasts, carbon emissions and carbon sources
inc historical, seasonal and decadal forecasts
Weather Forecast, current and historical weather and extreme events
Visual Photographic records, time series photos, forest land
mapping (use geospatial technology)
Indigenous Recordings of songs and dance, transcripts from questionnaires and inquiries,
and Local workshops and events, interpretation of weather patterns or events,

Knowledge (ILK)

interpretation of animal behaviour for decision-making, agricultural patterns

Alternative

Social media data, human sentiment and behaviour,
financial and other non-traditional sources of data




Table 4: Environmental datasets and projects that could be leveraged to
understand the state of the environment and be used to inform policy. Any listing
here does not imply any compliance with FAIR or CARE principles.

Project Name Brief Description Stakeholder Location Link to website Sponsors / Partners

Open Data Policy Advice, Data National Washington, | https://

Watch Support, Independent Statistic DC opendatawatch.

Watchdog Offices and com/
Member
states

CODES CODES is an open multi- | Private, Geneva https://www. UNEP, UNDP, the
stakeholder community Public, Citizen sparkblue. International Science
of change makers Science, org/CODES Council, the German
and practitioners that Academia, Environment Agency,
seek to collaborate in NGOs the Kenyan Ministry
accelerating a digital of Environment and
planet for sustainability. Forestry, Future Earth,

and Sustainability in
the Digital Age.

GESI Gesi is the driver of the Private Sector | Belgium https://gesi.org/

ICT sustainability agenda
as measured by the
development and use of
its tools, broad member
base and contributions
to relevant policies.

EU Copernicus- | Annual report on EU ECMWEF - https://climate. EU

Climate data for | the state of the Reading UK copernicus.eu/

policy makers environment for (Bolonia, climate-data-

Europe and future risk Italy soon) policymakers

ISC, Future International research International | International | https://

Earth platform providing Network futureearth.
the knowledge and org/ & https://
support to accelerate council.science/
transformations to a what-we-do/
sustainable world. affiliated-bodies/

future-earth/

UN Ocean Oceanographic UN Paris, France https://www.

Science Decade | and marine data oceandecade.

org/

EU IS-ENES3 Climate data H2020 EU EU https://is.enes. Major European climate
infrastructure and project org/ & https:// and Met office services
dissemination portal.enes.

org/services

US NASA CDS Climate data USA gvt USA
services by NASA

Global Burden Harmonized human University Washington, | http://www.

of Diseases disease database USA healthdata.org/
by IHME gbd/2019

UK CEDA Atmospheric data UK gvt UK https://archive.

archive ceda.ac.uk/

UK CEH-NERC Environmental data UK gvt UK https://www.

environmental ceh.ac.uk/data

database

OIE-WAHIS Animal disease data International | Paris, France https://wahis.

animal disease oie.int/#/home

outbreak

database

Worldpop Gridded human International | UK https://www. https://www.worldpop.

database demographics data worldpop.org/ org/acknowledgements




Project Name Brief Description Stakeholder Location Link to website Sponsors / Partners
NASA SEDAC Gridded socio-economic, | USA gvt New York https://sedac. NASA - Columbia
land use and other ciesin.colum- University
useful gridded data bia.edu/
Livestock Gridded livestock ILRI Kenya https://live- FAQ, IIASA, ILRI,
Geowiki demographics data stock.geo-wiki. CGIAR, CCAFS etc
org/home-2/
World Ocean Oceanographic, climatic, | NOAA-NCEI Asheville, https://www. USA gvt (NOAA)
database and environmental North ncei.noaa.
marine data Carolina. gov/products/
world-ocean-da-
tabase
Global Biodiversity database International | International | https://www. International network
Biodiversity (animal species) Network gbif.org/ - initiated by OECD
Information
Facility (GBIF)
NASA Earthdata | Open access USA gvt USA https://earth- USA gvt
environmental data.nasa.gov/
data (cryosphere,
atmosphere etc)
World Bank Global Data on historical | World Bank Washington https://climate- World Bank
Climate Change | and future climates, DC, USA knowledgeportal.
Knowledge vulnerabilities, and worldbank.org/
Portal (CCKP) impact for policy makers
World Bank Data on economics, World Bank Washingtom | https://data. World Bank
data vulnerability DC, USA worldbank.org/
indicators etc
IIASA database | Data on climate change | IIASA Vienna, https://iiasa. IIASA
and demographic Austria ac.at/web/
scenarios home/research/
researchPro-
grams/Energy/
Databases.
en.html
NASA Vital Satellite data for NASA JPL, https://climate. USA gvt
Signs of the several envt variables California nasa.gov/
Planet earth-now/#/
NASA NSIDC Cryosphere data (snow, NASA Boulder, https://nsidc.org/ | USA gvt
glaciers, sea ice...) Colorado,
USA
ESA Earth Satelitte observation ESA Paris, France https://earth.esa. | EU
Online data (GOSAT carbon int/eogateway
emissions, dust, land
surface, forest fires...)
Data.world Generic data repository Private sector | Austin, https://data. Private company
- includes lots of Texas, USA world/
environmental data etc
FAOSTAT Agriculture, livestock FAO Rome, Italy https://www.fao. | UN
and land data org/faostat/en/
ourworldindata | Research and data U. Oxford Oxford, UK https://our- International network

to make progress
against the world’s
largest problems.

worldindata.org/




3.1.1 Policy Recommendation #1

Foster global standardisation and
harmonisation of environmental data.

This policy recommendation focuses on fostering
the establishment of global and harmonised
environmental data standards. This addresses

how the design and the principles of data
collection, processing, and usage, impact

on the sensemaking of the data. Improving
sharing and using data to inform sustainability-
promoting policymaking, requires transparency,
accountability, and accessibility around data
management and governance (see also the Aarhus
convention [50] and the related Escazu agreement
[51]. Datasets must be broadly accessible

and interoperable with complimentary data
resources. This requires appropriate technological
infrastructure and interfaces that facilitate an
open exchange and integration of datasets.

For all practical purposes, data resource refers
to a collection of data that meets a described
standard. Data resources may be operated

or owned by multiple entities and consist of
multiple datasets. Additionally, data resources
include those that fall under regulatory or
governmental oversight. Others are often
standardised within a particular industry or
privately and others are openly accessible and
unregulated. Our recommendation applies to

all data sources. Datasets may, for example, be
discrete or aggregate; or data may be collected
autonomously via sensors and devices or directly
by people. Development of strong guidelines
for data governance, which follows FAIR and
CARE principles, is a key to global standardisation
and harmonisation of data. Data governance,
for example, influences design of technology
and data quality measures, which fosters data
resource accountability and transparency.

Global standardisation and harmonisation

are processes that should include multiple
stakeholders as data is shared and interoperability
is sought. When viable, transparent, and
sustainable financial models should take place to
encourage open access. Data should be collected,

analysed and governed following the FAIR
Principles, to ensure equitable access. Anyone
should be able to explore and use the data
without requiring specialist software, at no charge.
The goal is to maximise use of data resources

by citizens, schools, governmental institutions,
and broader sectors. Additionally, data resources
and governance principles should be created in
accordance with the CARE principles which aim to
guarantee the rights of the Indigenous peoples
and local communities (IPLC) over the application
and use of their Indigenous and Local Knowledge
(ILK). The rights of knowledge holders and data
owners must be carefully balanced with the need
to follow FAIR principles. The Global Biodiversity
Information Facility (GBIF), for example, is one
dataset that follows FAIR principles. At present,
GBIF staff are in consultation with stakeholders
on how to best apply CARE principles. Table 4
illustrates the diversity of different datasets,
databases and data characteristics used in the
context of environmental data but does not imply
any confirmation of their FAIR or CARE allegiance.

3.1.2 Policy Recommendation #2

Ensure environmental data access
from collection to sensemaking.

This recommendation describes considerations
for creating policies aimed to ensure that diverse
stakeholder groups will have access and be able
to interpret environmental data in meaningful
ways. For this to happen, access pathways need
to be designed for all stages of the data life
cycle (see Figure 5). These must empower all
stakeholders to use the environmental data for
sensemaking. It is critical to ensure all member
states and actors can actively engage with the
available data, allowing them to participate
fully in the global sustainability effort.

When creating policies intended to promote access
to environmental data for all, we need to plan

for: i) data recently collected or analysed, ii) future
forms of data yet to be acquired, and iii) existing
data not currently/broadly shared. With new
technologies continually emerging, pre-existing
datasets can now be re-interrogated in new ways



Figure 5: Data Life Cycle
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and in combination with new datasets to gain
larger-scale, innovative environmental insights
not previously possible. However, the design of
such technologies is what drives who can collect,
analyse, manage, and interpret data in meaningful
ways. If designed for diverse stakeholders, such
technologies hold promise to support us all
making sense of environmental data and make
informed decisions towards a sustainable future.

Policy considerations around environmental
data should primarily revolve around the
anticipated data users, in a broad range of use
cases: Highest priority considerations include:

e Equity in access to environmental information,
including data and interpretation of it, for
diverse stakeholder groups (e.g., science;
policy; industry; non-governmental;
indigenous and local; and the public);

e Transparency to i) understand the underlying
workflows used to collecting, analysing,
and publishing the data; ii) understand the
provenance of data in regard to chronology
of the ownership, custody, and location
via standard protocols; and iii) manage the
ownership, release, and usage of the data;

e Convey and tailor information to both
broad and particular audiences in
meaningful ways, balancing broadscale
interpretability of environmental data
and analysis outcomes with needs of
particularly relevant stakeholder groups.

e Development of an incentive framework
that identifies limited access to open
data, with the goal of encouraging
diverse stakeholder groups to make
data broadly accessible to others.

Access to data cannot be solely realised after

the data has been collected and processed for
distribution but needs to be included in all stages
of the data life cycle. This includes the approach
to how the data is collected, permissions during
the data collection phase to release it when
collected on private lands, usage of open-source
software to make the preparation and analysis of
the data transparent and reproducible, up to the
point of designing access points (i.e. APIs for the
low-level access and exchange of data) and the
provision and planning of pathways to deliver
that information to all relevant stakeholders

for sensemaking and usage of that data.

In addition to making the data and its sampling
and preparation methods findable and
accessible from collection to sensemaking,

we should also follow guidelines to make

the data accepted by the user as well as to
encourage the contribution of new data

by data rights holders. Only if the data as

well as the process of the collection and
processing are transparent and accepted will

it be available and used for sensemaking.
Compliance with FAIR and CARE principles
concerns all different life stages of the data life
cycle (Fig. 5). We list several examples here:


https://docs.google.com/document/u/0/d/1AJcDY6HYuVHQ6I5kiETXR40SU4yZp7JudvAVfw4_E2U/edit
https://docs.google.com/document/u/0/d/1AJcDY6HYuVHQ6I5kiETXR40SU4yZp7JudvAVfw4_E2U/edit

¢ involving communities in the planning and
tech design of the data collection processes;

e conducting the sampling in a manner which
conforms with customs of local communities
(e.g., the IPLC) and using transparent methods
which can be repeated and re-assessed;

¢ Obtain the permission of communities
to publish their data, confirm with them
before the final publication, and make
sure to attribute credit / acknowledge
the source of the data in a way
acceptable for the concerned groups;

e if sensitive data is included in the sampled
dataset, anonymise the data in an appropriate
way, but keep the non-anonymised data
for access upon request and approval and
lay out the rules on allowing or disallowing
access to un-anonymised data;

e making the data available under a
clear license which is FAIR and CARE
compliant for the specific dataset; and,

e providing means for stakeholders to
access their data in a way that makes
it possible to make use of the data

People from diverse groups need to be able

to make sense of data, whether decision
makers, researchers, specific cultural groups,
or other communities. Interface usability

and data interpretability must be integrated
workflows for each aspect of the data lifecycle
(Fig. 5). When working with ILK and IPLCs,

the principle of Informed and Prior Consent

is paramount to doing any accepted work. To
maximize usability and usefulness of interfaces
for data sensemaking, key stakeholder groups
need to be included in all stages of design

and development of sensemaking tools. For
instance, workshops with key stakeholder groups
can elicit relevant ideas and experiences, as
well as opportunities and barriers to people’s
perceptions of information presented. Doing
so can foster trust and inform iterative design
and development of data sensemaking tools.

Collaboratively exploring sensemaking tools with
multiple stakeholder groups over time can also
help to identify how design and development
needs are similar or differ between key stakeholder
groups. For example, design research to develop
useful and enticing tools for identifying bird songs
from audio recordings identified that ecologists,
expert birdwatchers, and broader members of

the public all need training tools, and how needs
differ between respective groups [53] [54]. The
transparency of the data collection and processing
is paramount for people to make sense of the data,
and to assess if datasets can be harmonised. This
includes documentation of the data collection

and analysing procedures in a way which enables

a thorough review of the methodologies and
processing pipelines used as well as information
about the data quality and rich metadata.

Apart from the sampling and the preparation

of the data, the dissemination of the data needs
to be planned thoroughly. An assessment of the
intended audience and its needs (i.e., how to access
the data, which presentation is necessary, which
media will be useful) should be conducted before
any action is taken to implement it. It must be
taken into account that internet access is an issue
in many regions of the world, particularly remote
areas. Consequently, dissemination channels need
to be designed for potential users in those regions
as well, and not for the ideal use scenario. This
includes the compilation of narratives based on
the data to be communicated to the stakeholders.

Establishing strong data governance practices
allows for maximum use of open data and
development of open technological solutions.

Use of conservation technologies, for example,
can be more powerful if global leaders unite in
resourcing development of platforms that foster
open collaboration between diverse stakeholders
to share data, software, hardware, lessons learned,
and more [55]. Experts across domains can more
readily learn from each other’s datasets and more
easily forge collaborations. Some groups, such as
OS-Climate Initiative [56] have goals to build a
publicly available global platform of modeling and
technical infrastructure, which decision-makers
can use to model different scenarios. Likewise, the



worldwide Digital Public Goods Registry [57] is also  3.1.3 Policy Recommendation #3

ready to increase access to open source software,
open data, open Al models and open standards
focused towards achieving the UN’s Sustainable
Development Goals. Availability of data allows for
vital information needed to inform development
of novel open software and hardware to

collect, analyse, manage, interpret, and share
data, as well as to guide decision-making.

Lastly, stakeholders must have access to
interpretations of data that are meaningful to
them. For instance, data may be interpreted
through narratives, infographics, interactive
visualisations, storyboards, or other online
communication formats. Data interpretation
tools should be planned carefully in relation
to the target audience. Data shown by graphs
and charts, for example, may be more accessible
to a scientist who has training in interpreting
such figures, than it will be for members of
the broader public. Communication with
particular audiences should be targeted, with
a clear aim, whether to share information for
communication, engagement, empowerment,
mobilisation, education, or purposes.

Our World in Data [58]

Poverty, disease, hunger, climate change, war,
existential risks, and inequality: The world
faces many great and terrifying problems. It is
these large problems that the site Our World in
Data focuses on. The goal of Our World in Data
is to make the knowledge on these problems
accessible and understandable. The front page
of Our World in Data lists the same big global
problems every day, because they matter every
day. Our World in Data is convinced that to
understand issues that are affecting billions,
we need data, available on an understandable
and public platform. This allows everyone to
see the state of the world today and track
where we are making progress, and where

we are falling behind. Through interactive
data visualizations we can see how the world
has changed; the summaries on scientific
literature provided help us understand why.

Increase cooperation to maximise the impact
of digitising environmental information.

We recommend facilitating cooperation between
diverse stakeholders across agencies, institutions,
organizations, and the broader public. Recent
advances in cloud computing, data visualization
techniques, and real-time data access via is
democratising the ability to collect, analyse, and
publish environmental data. The ability to openly
exchange environmental information through
technologies such as the Internet has allowed

for new forms of collaboration to develop at
local, regional, and global levels. Technological
advances now allow diverse stakeholders

to cooperatively exchange information,

improve sensemaking, gain knowledge,

and develop data governance practices.

In this section, we explore where cooperation

is developing as a result of environmental
information being digitised, and future
considerations. First, we provide a suite of
examples where international and cross-
sectional cooperation is occuring with the goal
to improve environmental sustainability. Next,
we describe the need to facilitate support for
stakeholders and under-represented/under-served
communities through capacity building. Lately,
we explore how accountability and transparency
influence cooperative relationships and roles.

International and Cross-sectoral Cooperation

Networks across the globe are rapidly

increasing, which foster cooperative sharing of
environmentally focused data resources to support
gaining insights and informing policy decisions.
Examples highlighted below range in geographic
scale from global, to regional and local scope.

Global:

e The newly established Coalition for Digital
Environmental Sustainability (CODES)
[59] is part of the broader follow-up to
the UN Secretary-General’s Roadmap


https://www.sparkblue.org/CODES
https://www.sparkblue.org/CODES
https://www.un.org/en/content/digital-cooperation-roadmap/
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdigitalpublicgoods.net%2Fregistry%2F&data=04%7C01%7CDaniel.Emejulu%40microsoft.com%7C734c3b65eb2f4eea6a8d08d97d775b2d%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637678773865433161%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=8OIWkORuNetQYQ80dRzTDubGCVyBu56u%2ByzLY4E6NU4%3D&reserved=0

on Digital Cooperation [27]. It connects
practitioners with policymakers in a global
multistakeholder process to convene a
series of events to identify initiatives for
sustainable digital transformations.

e The Global Partnership for Sustainable
Development Data [60] works to ensure
that data is used effectively to achieve
the targets of the United Nations
Sustainable Development Goals (SDGs).

e UNEP and partners are also spearheading
the World Environment Situation Room [61]
- an online data platform that can be used
to monitor global and national progress
towards key environmental SDG targets and
Multilateral environmental agreements.

Regional:

e The African Development Bank has
launched the Africa Climate Change
Data Monitor service [62] which provides
comprehensive coverage of climate
change datasets on Africa. The service
aims to support African countries and
stakeholders to understand potential
climate change impacts and opportunities.

e The Collaboratory for Indigenous
Data Governance [63] aims to conduct
research and education on institutional
governance and ethics for Indigenous
control of Indigenous data. It advocates
the data governance framework that
reviews institutional norms and practices
that promote and inhibit ethical
design, outcomes and approaches.

While the list of networks and initiatives is
inexhaustible, these and several hundreds
of other relevant data governance actors
can be found in the upcoming Data
Governance Ecosystem Benchmark activity
coming out of the Datasphere Initiative [64],
which is currently being incubated by the
Internet & Jurisdiction Policy Network.

As one can see by looking at these diverse
data initiatives, more needs to be done to
enable harmonisation, coherence, synergies,
and access to disparate datasets.

Facilitating support for stakeholders
and under-represented/under-served
communities through capacity building

Encouraging different actors such as
governments, private sector, and civil society
to contribute and share data from different
resources with one another can be challenging.
Nevertheless, it is imperative to support

better understanding and decisions around
protecting and enhancing our common data
resources. There needs to be sufficient resources
and facilities to support contributions by
multiple stakeholders, especially those with
limited resources in skills and technologies.

An open-source, shared knowledge repository
with clear data sharing guidelines as laid out

in Section 3.1.1 and 3.1.2 will be essential

to increase the co-operation between all
stakeholders, including indigenous peoples
and local communities (IPLCs), under-
represented, and under-served communities.

Engaging the public as active participants

in scientific inquiries, which is referred to

as citizen science, can be a powerful way to
provide access to ecological and environmental
information at scales not otherwise possible.
Members of the public submit observations,
such as of plants, animals, and environments.
Additionally, they commonly analyse large
volumes of media, such as photos, video, and
audio, from the environment. Both observations
collected or media analysed by the public
provide biodiversity and environmental
information at unprecedented geographical
and temporal scales. This data informs
research, resource management, conservation
actions, and policy. Additionally, such data
often underpins development of artificial
intelligence algorithms needed to rapidly draw
insights from increasing data volumes that can
support informed decision-making regarding
conservation and planetary health [65].


https://www.un.org/en/content/digital-cooperation-roadmap/
https://www.data4sdgs.org/
https://www.data4sdgs.org/
https://sdgs.un.org/goals
https://sdgs.un.org/goals
http://data.unep.org
https://africaclimate.opendataforafrica.org/
https://africaclimate.opendataforafrica.org/
https://indigenousdatalab.org
https://indigenousdatalab.org
https://www.thedatasphere.org

As with all scientific data, citizen science data
has biases which deserve careful evaluation. For
example, data can be biased towards charismatic
or easy to identify species. Additionally, the
uptake of citizen science largely relies on people
having access to adequate training resources,

as well as information and communication
technologies. Nevertheless, citizen science is
rapidly growing and identified as playing a

key role globally in achieving open science

[66], sustainable development goals [67,68],

and environmental democracy [69].

We also recommend encouraging youth
participation in environmental dialogue and
processes. To emphasize the importance of
engaging youth stakeholders, the UN Secretary-
General’s Report “Our Common Agenda’’ [70]
lays out recommendations where governance
improvements are needed across various
sectors. One of the key commitments listed in
the report is to “listen to and work with youth”.
Youths as a stakeholder group are increasingly
recognized in formal intergovernmental
dialogues and processes such as the Youth
Track which was launched at the 3rd UN Science
Policy Business Forum on the Environment

[71] in February 2021. The IGF also has robust
practices to engage the youth on topics related
to Internet governance. These platforms can

be similarly used to engage youth participants
on issues related to environmental data.

All the above cannot be achieved without
concerted capacity building efforts on the
fundamentals such as digital and data

literacy as well as the provision of access to
reliable and fast communication and Internet
infrastructure. More can be done to make
climate data available in an appropriate format
whether through layman interpretation or
actionable insights for those with less data
literacy. Governments and related actors
should develop policy that supports learning
about data and governance as part of the
educational curriculum. An example of training
is conducted by the UN Economic Commission
for Africa’s African Climate Policy Centre
(UNECA-IDEP-ACPC) for African early career

researchers [72]. Issues of participation, trust,
and capacity-building are further explored in
Chapter 3.4 ‘Overarching Issues’ of this report.

Accountability and Transparency
of Processes and Roles

For stakeholders and actors to cooperate
effectively, we recommend developing
guidelines for accountability of the various
roles and processes. An example of such a
guideline could be in the form of cybernorms
(as used by the cybersecurity community to
encourage ethical behaviours around Internet
security) developed by a multistakeholder
data community that would outline the ethical
practices around gathering and use of data
resources. Apart from developing norms, data
providers could also work to agree on adhering
to a set of open standards for environmental
data. The issue here is to find an appropriate
body or home where these standards could

be developed. If a global data repository or
access point is indeed established, there needs
to be multi-stakeholder discussion on the
roles and responsibility for operating such

a repository. For instance, a body of “data
guardians’’ or a global ethics panel should

be appointed to provide such oversight.

3.1.4 Future directions and exemplifications

In the following subsections, future trends
and key areas for considerations around
environmental data are highlighted. It

is important to note that this list is by

no means exhaustive, and the issues are
overlapping. The topics discussed are mainly
positioning the environmental data within a
broader perspective. They are also linking to
upcoming discussion points in the ensuing
chapters 3.2 (Food & Water) and 3.3 (Supply
Chain Transparency and Circularity).

Digital Product Passport
A digital passport, which documents the

product’s progeny in regard to all steps involved
in the production of the product, needs to



include environmental data to, for example,
quantify the environmental/carbon impact

of mining or production steps. The more data
is available and accessible, the better these
impacts can be estimated and documented for
consumers. At the same time, these passports
will only be reputable, if the data underlying

them is reliable and accepted by all stakeholders.

Food and Water security

Food and water security is an issue which is at
the base of all human well-being. It is heavily
dependent on the accessibility of all kinds of
information, data, and knowledge, ranging
from weather data, other knowledge and
understanding of local soil properties to the
interpretation of the state of water quality.
Most of these are based on environmental
data and an increased availability and access
to a whole range of data will make the
sustainability of food and water availability
more likely and easier to achieve.

Biodiversity conservation

Biodiversity conservation is heavily dependent
on the availability of reliable environmental

and other data. This applies to the science of
biodiversity conservation as well as management
of biodiversity. Adaptive management is a

prime example, which can only work when
reliable and timely data is available. Availability
of data for scientists and other stakeholders is
the foundation for successful conservation.

Health and Human Well-being

Nature does not only play an important role

for food and water security as discussed above.
A current example in which nature plays an
essential role is the COVID pandemic. Access to
environmental data and narratives is essential in
understanding the pandemic and its dynamics,
ways to deal with it, and steps necessary

to minimize the chance of further future
outbreaks. This not only includes access to the
data by scientists, but also by all stakeholders.
Additionally, human well-being depends on the

accessibility of nature for non-monetary reasons,

for example recreational reasons. To increase this

appreciation of nature, awareness is essential and
can be provided through narratives by the data.

3.1.5 Summary

For a sustainable future, we must understand
what happened in the past, what is happening
today, and what will possibly happen in the
future. To be able to achieve this, having Findable,
Accessible, Interoperable and Re-usable (FAIR)
environmental data is paramount. Then data can
support monitoring ecosystem changes, informing
decision-making, engaging communities, and
promoting adoption of actions that increase
planetary sustainability. There are an infinite
number of environmental variables that can be
measured and documented, whether by people
using smartphones, satellites autonomously,

or other means. For existing and new datasets
to be leveraged ethically and effectively, it's
essential to implement strong data governance
guidelines and regulations from both people-
centered and technical perspectives (i.e.,
following CARE and FAIR principles). This data
must be accessible and presented in forms that
make sense for diverse groups of people who
need or will use environmental information.
The technologies used to gather, manage,
prepare, analyse, and distribute the data should
be designed to support cooperation between
all stakeholders, including data producers and
distributors. This will maximise the impact

of digitising environmental information.
Following such recommendations will allow for
more people to engage with environmental
information and advance efforts to improve
sustainable development and planetary health.

3.2 Food & Water Systems

Suggested Citation: Buckley, K., Erdemoglu

E., Finnegan S., King R., Leevers J., O'Dwyer-

Stock, R., Oehmen D., Terlevi¢S. (2022).

Chapter 3.2. Food & Water Systems. In: Policy
Network on Environment and Digitalisation.
Recommendations on Using Digitalisation for Our
Common Future. Waspi, F. (ed). IGF Secretariat.



As highlighted by the recent UN Food Systems
Summit (UNFSS), the term “food system” refers
to, “the constellation of activities involved

in producing, processing, transporting and
consuming food. Food systems touch every
aspect of human existence. The health of

our food systems profoundly affects the
health of our bodies, as well as the health

of our environment, our economies and

our cultures. When they function well, food
systems have the power to bring us together
as families, communities and nations” [73].

Across the wide-ranging and complex interactions
of these activities, and the multiple actors

who perform them, the food system (Figure

6) both significantly affects and is affected by
environmental and societal pressures. As such,
there is growing, widespread recognition and

Figure 6: Global Food System
(Source: CIAT (2017) [74], CIATCC-BY-NC 4.0)
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agreement that transforming our food systems
is critical to shifting our collective trajectory to
realize the 17 Sustainable Development Goals.

While this chapter focuses on digitalisation’s
contributions to the environmental aspects

of food and water systems, it is critical to
acknowledge that access to food and water are
human rights [75] [76], not simply a commodity
or system to be managed. As demonstrated

by the COVID-19 pandemic, our food systems
are not as resilient and secure as they once
seemed [77]. With approximately 800 million
people facing hunger, 12 percent of the global
population severely food insecure in 2020 [77],
and 2.2 billion lacking access to safe drinking
water in 2019 [78], it is clear that we, as a global
community, are far from realizing this universal
right. Thus, to the extent that digitalisation
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and broader technological transformations

have roles to play in food and water system:s, it

is imperative that the right to food is central

to our thinking and action. Otherwise, we

risk technologizing deeply entrenched social
challenges and structural inequities while further
marginalizing the most vulnerable populations.

Food and Water Systems and the Environment

From an environmental perspective, according
to both a new dataset from the FAO [79] and
an independent recent study published in
Nature [80], food systems are responsible for a
third of global anthropogenic greenhouse gas
emissions [81] with a similar proportion of food
systems’ total contribution coming from non-
farm supply-chain activities. Farming is the most
expansive human activity in the world, occupying
40 per cent of global land area, and it is the
principal user of freshwater, responsible for 70
per cent of withdrawals [82]. Food production

is the main driver of biodiversity loss and a
major polluter of air, freshwater and seawater,
and a leading source of soil degradation and
deforestation [82]. Meanwhile, it is estimated
that 80% of wastewater is released to the
environment without adequate treatment [83].

The current environmental pressures from the
global food and water system cannot be sustained,
yet to meet projected demand in 2050, with
current efficiencies, world agricultural production
would need to increase by 50 per cent from

2013 levels with global crop demand forecast to
increase 100-110 per cent over the same period
[42], while water demand is expected to grow

by 20-30% [84]. While the food system produces
more than enough to feed the world’s population
adequately, it does not distribute it well [85] and
we are seeing increases in all forms of malnutrition
[77,86]. Around one in ten people globally are
hungry or undernourished, almost a quarter of

all children under 5 years of age are stunted, and
one in three people are overweight or obese.
Some 2.3 billion people do not have access to safe
sanitation, resulting in 1.4 million deaths from
pathogens related to polluted drinking water [82].

In short, the food and water systems are ripe

for disruption: environmental, demographic,

and societal pressures all demand systems that
are much more equitable, sustainable, and
resilient and which better support the health

of all peoples and the planet [87]. Widespread
application of current and future technologies
and systemic innovations — many of them reliant
on digitalisation — can, and must, play significant
and varied roles in the profound transformation
of food and water systems that is required.
However, the spectre of increased digitalisation
also brings myriads of downside risks that require
recognition, scrutiny, and appropriate governance.

Food and Water Systems and Digitalisation

Unlike technological changes that have
revolutionised food production in the past -
including irrigation, mechanisation, and crop
breeding - digitalisation-enabled changes

have the potential to spread faster and wider
throughout food systems, bringing both greater
opportunities and challenges [88]. Potential
applications of digitalisation in food systems
range from food production, managing land use,
emissions, and water efficiency, across supply-
chain management and transparency, all the
way to improving dietary outcomes and waste
management [89]. These digital technologies
include, to name just a few, autonomous field
technologies and precision-farming robotics,
soil sensors, improved climate forecasting and
early-warning systems, traceability technologies,
intelligent food packaging, artificial intelligence
in inventory management, vertical and soilless
agriculture, and dietary-biomarker sensors.

Although the need for change pervades all
aspects of food and water systems, the roles for,
and the risks and benefits from, digitalisation’s
contributions are uneven, precluding the
universal imposition of techno-fix solutions.

For example, many food and water systems

are imbued with centuries of culture and
traditional knowledge that should be respected
and built upon. And the physical and societal
characteristics and capacities of production
landscapes vary enormously, requiring a



deep understanding of context to affect

positive change without causing unintended
consequences. Digitalisation can be as applicable
to bottom-up agroecological approaches as it
can be to top-down industrialized approaches,
but ensuring it contributes to positive outcomes
demands genuine stakeholder ownership and
engagement. In lower-income countries - where
much of the world’s food is produced - the
potential impacts from food and water system
digitalisation may be most significant, both for
the winners and for the losers that risk being
excluded and left behind [89]. It is in this context
that we recommend five key priorities for
ensuring that the transformative potentials of
digitalisation within food systems are maximised.

3.2.1 Policy Recommendation #1

Ensure context-specific and inclusive
approaches co-developed with stakeholders to
realise digitalisation’s potential to enhance the
environmental sustainability of food systems.

The importance of digital transformation of food
systems has increasingly been acknowledged

by national governments in international fora

in recent years. Since the Chinese presidency of
the G20 in 2016, each successive G20 Agriculture
Ministers Meeting has formally recognised the vital
role of digitalisation, ICTs, and artificial intelligence
to sustainable agricultural development [90]. In
2019, ‘Agriculture Goes Digital — Smart Solutions
for Future Farming’ was the official theme of the
annual German-hosted Global Forum on Food

and Agriculture, at which agriculture ministers
from 74 countries initiated a global process under
the auspices of the United Nations to create an
international framework for digitalisation in
agriculture [91]. This was established in 2020

as the International Digital Platform for Food

and Agriculture [92], which, hosted by the FAO,

is intended to be a voluntary and consensual
coordination mechanism. It aims to “provide an
inclusive, multi-stakeholder forum for identifying
and sharing ways the world’s food and agricultural
sectors can harness digital tools ranging from
e-commerce and blockchain transaction ledgers

to the use of Artificial Intelligence for improved

pest control and crop genetics, as well as tools
allowing optimized management of natural
resources and early warning of food security
threats” [93]. As noted by the FAO Director
General at the High-Level launch event, “The
digital divide is nowhere more evident than

in agriculture”, and thus whilst the equity and
efficiency of the global food systems stand to
benefit enormously from digitalisation, ensuring
that potential is realised requires coordinated
and inclusive promotion of innovative techniques
supported by policy frameworks that mitigate
risks and assure that nobody is left behind [93].

We reiterate that key message and further note
that sustainable digital transformation in food
systems requires digitalisation approaches that
are consensually developed and implemented
with sensitivity to the social and environmental
contexts in which they are applied. Without such
bottom-up participation and understanding

of local ecologies, there is a risk of further
exacerbating, rather than resolving, existing
inequalities and resource degradation trends.
This is especially important for technologies

that could be ‘game-changing’. Asseng et al.

[88] identify six such potentially game-changing
technologies, of which three are directly reliant
on digitalisation: artificial intelligence linked with
big data, sensors and food systems knowledge
to increase productivity, optimize resource use
and minimize externalities in food supply chains;
autonomous technologies (including robots and
drones) throughout food supply chains; and
vertical farming with controlled-environment
production of crops, livestock and seafood

[88]. As such technologies could spread rapidly,
their potential for disruption, both positive and
negative, is significant. Positively, they can reduce
environmental externalities and improve resource-
use efficiency; negatively, they introduce ethical
concerns and risk perpetuating the significant
existing structural and global inequities across
countries and communities in terms of supply of
and access to adequate, nutritious food [85].

Therefore, digital technologies cannot successfully
be applied to food-system transformation in
isolation. Rather, digital transformation requires



building “socio-technical innovation bundles
of mutually reinforcing technologies, policies,
knowledge, social institutions and cultural
norms” [94]. As access to, and control over, digital
technologies are typically concentrated among
fewer, better resourced, and more powerful
individuals and organisations than all those
that have a stake in sustainable food systems,
broad participation in digital transformation

is essential to co-create appropriate bundles in
specific spatial, cultural, and temporal contexts.

3.2.2 Policy Recommendation #2

Increase capacities for the use of space-
derived earth science data for ensuring
time-sensitive decision-making for
local food and water security.

Climate change is expected to modify current
hydrological cycles which will impact water
security across the world [95]. Worldwide 70%
of freshwater resources are inputs in the food
system [95] making water security a necessary
prerequisite for food security. Forecasting
models based on open-source earth observation
data are key for anticipating water stresses
and natural disasters such as droughts and
floods, which can act as early warning systems
for informing decisive and urgent decision-
making on a local, national, and international
level [96]. The capacity to use targeted satellite
data in a fast-changing climate is a crucial tool
for protecting food security and livelihoods in
an environmentally sound way, by a synergy
of digital and nature-based solutions, within
the scope of the food system as a whole [96].
E.g., Kenya's Regional Centre for Mapping of
Resources for Development (RCMRD), based

in Nairobi, as part of the SERVIR Eastern and
Southern Africa (SERVIR-E&SA) program (in
cooperation with NASA and USAID) is working
on engaging local governments in training on
the use of earth observation remote sensing
data and collaboratively develop locally relevant
satellite-based tools and services. These tools
provide information for rapid agricultural
management decisions at low cost. Likewise,
by anticipating water scarcity or catastrophic

events such as flooding and locust swarmes,
governments can act swiftly to mitigate potential
harvest losses and provide assistance to local
communities [97]. In this changing climate,
policymakers should make full use of available
data to inform timely actions on the ground for
food and water security, as well as strengthening
adaptation, resilience and community livelihoods.

3.2.3 Policy Recommendation #3

Prepare national and regional plans and
strategies to use digital tools for the
optimisation of inefficient water systems,
especially in developing countries.

Water systems, both natural and artificial, are
complex systems with a long lifespan. This
provides both a barrier and an opportunity
for the applications of digital tools to increase
efficiency of old water systems through
retrofitting and its use in building up new
infrastructure. Water shortages and flooding
events can severely impact water systems’ ability
to supply the population with safe and clean
drinking water. In addition, climate impacts
have already started and will continue to make
the situation worse. A recent synthesis analysis
suggests that 92% of recent heatwave events,
58% of floodings and 65% of droughts have
been made more severe due to climate change
[98]. While technological solutions always
seemed to be geared towards the developed
countries, evidence suggests that potentials of
digitalisation seem to be highest in inefficient
systems in the developed and developing
world, and can help to manage and improve
complex, heterogeneous, and intermittently
available infrastructure. As a foundation to
meaningful application of more advanced
technologies, building up a strong dataset
through the use of sensors, earth observation
data and citizen science, if possible, in real-
time or near real-time, should be prioritized
(see also chapter 3.1 Environmental Data).

There are several ways to use the data collected
to make water systems more efficient:



e Real-time data allows for more efficient
management, reducing waste by
only pumping necessary amounts,
and reducing leakage waste by
monitoring flow and pressure levels
and automating valves/shutdown;

e |t facilitates information-sharing about
disruptions in near real-time, for example
anomalies in water supply for irrigation
(as for example in Pakistan [99]) or water
quality incidents (as for example in India
[100]) through mobile messaging services
which, when coupled with efforts to increase
mobile coverage (see recommendation #4),
can expand individual and community access
to environmental data for decision-making;

¢ Intelligent devices (treatment, filtering)
can eliminate the need for extensive
infrastructure networks which may benefit
developing countries with limited financial
resources for investments in infrastructure
[100] and reduce the exposure of water
networks to extreme weather;

¢ The application of artificial intelligence
models can be trained based on the
dataset to detect issues automatically and
identify inefficiencies in the system [101];

e Al can also provide simulations for
drought planning, combined with
sensors can reduce water waste through
leak detection and automated shut-
down [102] (see Case Study below);

¢ Digital technologies can contribute to the
monitoring of and planning for disasters:
flash flood and rainfall simulations,
use of drones to build digital elevation
models combined with large-scale particle
image velocimetry to measure flash flood
discharge, predictive models based on
forecasts for Early Warning Systems [103];

¢ Disaster Risk Reduction measures and
strategies tend to focus on either flood or
drought despite them being two extremes

of the hydrological cycle, meaning hazard
reducing measures can have unintended
effects on the opposite hazard [104].

An integrated approach to hydrological
disaster planning can be supported by
images from radar remote-sensing [105]
and the sharing of open-source data [106]
(see also Environmental Data 3.1.4).

Case Study: Combatting water
losses using Al in Brazil

In Brazil, 38% of water from springs is lost
during distribution. Brazilian start-up Stattus4
developed 4Fluid, a solution combining

loT sensors and Artificial Intelligence to
detect possible leaks. By collecting vibration,
consumption, and pressure data, the Al

learns to distinguish between the expected
vibrations of water flowing through pipes,
and those indicating real losses through
leakage and even apparent losses through
illegal connections or damaged water meters,
providing near real-time information to
managers to support decision-making [107].

3.2.4 Policy Recommendation #4

Develop/adopt tools and processes aimed
at reducing inefficiencies so that the food
system is better prepared for projected
increases in demand and there is a more
efficient allocation of food products.

Globally, agricultural productivity has
increased steadily over time [108], but the
sector in many countries remains unprepared
for demand projections and future climate
related challenges. Many farmers, especially
in developing countries, do not have access to
the best information and technologies that
could contribute to improved crop yields and
ensure fair compensation for their products.
Further downstream in the food system, the
problem of food loss and waste represents
nearly a third of all food production and
generates 8-10% of GHGs worldwide [109].



Increased consciousness of this problem has

led to a growing demand by consumers to
understand where the food they are purchasing
comes from, a sentiment that is sometimes
exacerbated by food related health scares.
Changing consumption demands for the
year-round supply of fresh produce has led

to growth in trade for agricultural products,
contributing to the food system becoming much
more globalised [110]. Within this complexity,
accessing timely and accurate information has
been a challenge for producers and consumers
alike, sometimes leading to a misallocation of
supply and demand in global markets [111].

To reduce the inefficiencies mentioned above,
there is a need to develop greater transparency
throughout the food system. In many cases,
improvements in access to existing technologies
like mobile phones can improve connectivity,
allowing accurate market knowledge that can
improve efficiency and reduce waste [112].
Emerging technologies like big data and
blockchain also show potential to improve
transparency and provide verification for food
products. Enabling the use of these technologies
will be both a question of governance and
investment to ensure proper coordination

and equal access to technologies among
stakeholders. Processes at both the domestic
and international level that prioritize this could
ultimately contribute to improved outcomes
for farmers, consumers, and the environment.

Despite a general trend of increasing
connectivity (see Digitalisation Trends

2.1), significant gaps remain, and a lack of
connectivity currently represents a barrier to
transparency and efficiency in the food system.
With farms of all sizes participating in global
value chains, knowledge on current market
conditions and prices is crucial if integration

is to be successful. In cases where connectivity

is poor, outcomes have included lower yields,
unsold products turning to waste and widening
gaps in digital literacy [113]. For farmers with
insufficient market knowledge that the internet
helps provide, too much time and effort can be
spent negotiating with intermediaries while
getting their goods to market or even producing

the wrong crops. While the direct cost of this is
borne by farmers themselves, the risks of higher
search costs and a misallocation of goods in
the market are global [112]. Efforts to improve
mobile coverage and internet access could help
farmers reach markets, access financial services
and improve their digital literacy. In Kenya, one
trial showed that providing price information
through a mobile application in some cases

led farmers to change their cropping patterns
and may have contributed to higher reported
earnings [114]. Achieving this on a wider scale
will require investment into infrastructure and
training, and a concerted effort that access

to these technologies is done equitably.

In the distribution and consumption phase of
the food system, logistical inefficiencies and
demand-side pressures are contributing to the
need for the application of new technologies.
Food loss and waste occurs at both of these
phases and given the adverse effect this has on
the climate and food availability, tackling this
problem should be a priority for governments
[115]. While still nascent within the food
system, blockchain and big data technologies
have been recognized as tools that could
improve the food systems transparency and
traceability and reduce the likelihood of food
becoming lost during its post-harvest phase
[111]. Relatedly, Blockchain can also help
verify whether food meets health and safety
standards, as well as verification for organic
products, preventing companies from simply
labeling food as such [116]. With the levels of
globalisation now present in the food system,
such measures could be crucial in preventing
contaminated food from spreading far beyond
its point of origin. Initiating this would require
cooperation on the part of food producers to
disclose information, or regulations that define
minimum levels of transparency. To implement
this, governments should coordinate and
develop systems that clearly define health and
transparency standards for food distributors to
follow. Digitalisation and the application of the
emerging technologies previously mentioned
could make this a more feasible proposition.



Case Study: Blockchain-enabled
sustainable rice production in India

Rice production, one of India’s largest export
commodities, requires vast quantities of
water and contributes substantially to global
warming through methane production. Food
and agri-business Olam partnered with Indian
blockchain platform TraceX to improve the
sustainability of rice production in Haryana,
India using a blockchain-based solution.
TraceX allowed streamlined communication
with farmers, rapid retrieval of audit data,
and mutual transparency and trust across the
value-chain. Farmers also reported up to 12%
increases in income, and reduction of water
consumption and pesticide use of around
85% on average thanks to the solution’s data
collection and recommendations [117].

3.2.5 Policy Recommendations #5

Raise awareness and implement risk
management policies regarding the
cybersecurity vulnerabilities associated with
the digitalisation of food & water systems.
These sectors are categorized as critical
infrastructure and could be potentially
targeted and damaged via cyberattacks.

The digitization of the food & water systems
brings about increased risk for keeping these
systems cybersecure. A cyber-attack on these
systems can mean that the systems are either
temporarily or permanently damaged and the
tasks reliant on these systems are impossible

to deliver. With the increased digitization
experienced in the latest years due to the
increase in remote working structures due to
COVID-19 measures, the cyber threat landscape
also changed, and more attention is now given
to the vulnerabilities on the part of the third-
party providers [118]. The importance of the
cybersecurity risk on the critical infrastructure
could be also explained in other words as, no
matter if a digital system is owned or developed
by the public or private sector, as digitization
requires interconnected systems, the cyber

security of any system is dependent on the
security of all involved third party suppliers. A
key principle of network security emphasizes that
every system is only as secure as its weakest link
[118]. This principle is commonly associated today
with human errors in keeping systems secure

and with security vulnerabilities that occur due
to third party providers. Given that both food
and water systems are categorized as critical
infrastructure sectors by the US Cybersecurity

& Infrastructure Security Agency (CISA) [119],
cyber-attacks to these systems can be targeted
with malicious intent of putting a state or

public service provider in significant distress.

ICS-CERT report discloses that 25 water utilities
reported cybersecurity incidents in 2015 [120],
which then classified the water and wastewater
sector, the third more targeted sector [121].

It is also observed as a key issue across sectors
(also applicable in WWS) that the cybersecurity
awareness among management, creation of
security guidelines and employee trainings

do not receive the attention that they should

in order to provide a realistic risk assessment.
Former cybersecurity attacks on water systems
show that both insider threats (Maroochy Water
Services hack, 2000, Australia) and outsider
threats (Kemuri Water Company, 2016, US)
demonstrate that these cybersecurity risks
should be included in risk assessment while
taking steps towards digitalisation. The Kemuri
Water Company attack included the attackers
taking control of valves that were in charge of
controlling flow of chemicals. Therefore, as the
amount of the connected systems increases, the
control of these systems becomes ever more

a cybersecurity vulnerability for the providers
and users [122]. These attacks put at risk both
the availability, access and quality of water
and food provided to the users. Regarding
food safety network security to guarantee
availability as well as biosecurity can be listed
as possible risks. Scholars emphasize that the
cyber-attacks on food systems can be applicable
to a variety of threats including on farm side
as well as on supply chain or networking
equipment and all these threats might put
access to food of citizens at risk [123].



3.2.6 Summary

Digital technologies can contribute to food and
water security in crucial ways, and much of the
potential of these technologies depends on
how they are used, by whom, and to what aims.
Food systems around the world are imbued with
centuries of traditional knowledge and diverse
sources of evidence that must be respected as
foundational for food and water security. There
is significant tension in the field between the
call for more industrialized approaches, and
approaches based on agroecology. A growing
body of evidence demonstrates the potential
for agroecological approaches to dramatically
improve food systems and sustainability, and it is
important that information and communication
technologies are harnessed for sustainability
and not only for efficiency. Digitalisation in
food systems should always be applied with
contextual specificity and sensitivity and
should respect and complement traditional
systems. The introduction and use of new
technologies should involve and empower

all communities, local to global, across all
stages of technology utilisation. Digital
exclusion is an ongoing barrier to harnessing
the potential of digitalisation to contribute

to food and water security. Nearly half of the
world’s population still does not have access to
the internet, and only 1 out of 3 smallholder
farms in the world has access to 4G mobile
coverage [124]. The Director of the Food and
Agriculture Organisation (FAO) of the United
Nations has stated that the “digital divide is
nowhere more evident than in agriculture”
[93]. Inclusive and innovative strategies

are needed to address digital exclusion,
supported by enabling policy frameworks.

Highly localized data and up-to-date
information is increasingly crucial to anticipate
and respond to stresses, disruptions, and scarcity
in food and water systems, including urgent
decision-making by local governments. There is a
clear need for more local training and capacity-
building activities, including the collaborative
development of locally relevant tools and
services. National governments need to commit

significant resources to local community-based
initiatives that are increasing capacities at
local levels to collect and use data to inform
decision-making for food and water security,
and climate resilience. The digitization of the
food & water systems increases risk around the
safety and security of these systems. A digital
attack can mean that the systems are either
temporarily or permanently damaged and the
tasks reliant on these systems are impossible

to deliver. Cyber-attacks can be targeted with
malicious intent of putting a state or public
service provider in significant distress. The
number and frequency of attacks on these critical
systems shows an increasing trend [122] and
further digitization of the food & water systems
create further vulnerabilities for both insider and
outsider threats [123]. In order to assure security
of these systems, national governments should
raise awareness and implement risk management
policies regarding the vulnerabilities associated
with the digitalisation of food & water systems.
The digitalisation of water management
systems requires significant attention to

the complexities of existing infrastructure.
Networked computing can support diverse
stakeholders to manage and incrementally
improve complex heterogeneous infrastructure,
rather than focus primarily on efficiency. There
are many opportunities for new technologies

to support water security, such as systems that
provide real-time monitoring and response

to changes in demand and supply, artificial
intelligence that can develop simulations and
predictions, and blockchain that can protect
increasingly connected water networks from
cyber-attacks. National governments need to
support the development of models, strategies
and systems to ensure that water management
is digitalised, flexible and resilient to scarcity and
disruptions. Human rights to food and water
are universal, and digital technologies have

an important role in responding to the most
urgent threats and dangers of environmental
degradation. Digital transformation for food
and water security requires building “socio-
technical innovation bundles of mutually
reinforcing technologies, policies, knowledge,
social institutions and cultural norms” [87].
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Digital devices (ICT devices, routers, switches,
consumer products like smartphones, etc.) have
significant environmental, social, and economic
impacts at each stage of their life cycle, starting
from the supply chain, including the reverse

supply chain, to e-waste/end-of-life management.

Currently, more than 6 billion new ICT goods are
sold annually worldwide, with estimates of 1.5
billion smartphones. In 2021, 126 million desktop
computers, 659 million laptops, and 513 million
Wi-Fi routers were produced (ITU-T L.1024, 2020)
[125], as shown in Figure 7. These numbers are
expected to grow exponentially over the next
five-to-ten years with new “smart” technologies.
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In 2019, 53.6 million metric tonnes (Mt) of
e-waste® (any discarded product with electronic
components) was generated worldwide, an
increase of 21 percent in just five years. E-waste
is still the world'’s fastest growing waste stream,
and it is estimated that by 2030 the amount
will reach 74 million Mt. Most of it is discarded
in the general waste stream, leading to a loss
of secondary resources valued at US$57 billion
in 2019. Additionally, e-waste is often shipped
illegally to developing countries where the
trace is usually lost in the informal sector and
dumped in informal landfills. The following
Figure 8 shows the estimates of e-waste for 2021
compared with the specific devices from the
previous figure, translated into weight based on
estimates of weight per unit. It shows how big
the e-waste problem is, the amount of electronics
in our lives, in comparison to the number of a
few types of popular ICT devices produced.

The contribution of ICT in terms of energy
use is another environmental aspect of digital

3 The term e-waste and waste electrical and electronic
equipment (WEEE) are used interchangeably.
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Figure 8: Millions of Kg (thousands of Tons) estimates for 2021.

(Source: Treemap visualisation by Leandro Navarro, published with consent of the author. Data sources:
GSMA (smartphones), ITU-T L.1024, weight estimates of devices from Wolfram Alpha [Smartphone:
0.136, Desktop: 8.165, Laptop: 2.313, Router: 0.5 Kg] and UN Global E-Waste Monitor [6])
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technologies that cannot be ignored. The advent
of digital transformation has the potential to
increase the ICT's share of global electricity and
released GHG. Renewable energy or locally
sourced energy can nevertheless help to reduce
their GHG emissions. The material components
of ICT’s are also a major contributor to global
warming. Upstream activities, including raw
material acquisition, transport, and production,
have the most environmental and sustainability
impact. While ICTs and digital solutions can
vastly improve energy efficiency, inventory
management, transportation (e.g., telework

and videoconferencing, substituting physical
products by digital information, etc.), and other
aspects of social and economic life, to fully realize
these potentials, they need to be developed

and implemented with sustainability in mind.

As suggested in the international standard,
Recommendation ITU-T L.1470, which defines
the GHG emissions trajectories for the ICT sector
compatible with the UNFCCC Paris Agreement, the
digital world is part of the problem and may be
part of the solution, requiring a major concerted
political, social and industrial effort [126].
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As this chapter will show, digitalising information
on ICT sustainability at all stages, from raw
material acquisition to waste management,

can substantially improve ICT’s reusability and
recyclability. It can foster transparency and
accountability across the ICT supply chain through
methods such as impact assessments to account
and limit environmental footprints. It also helps to
integrate existing and new data for analysis and
facilitate interoperability across the different actors
involved. Together, digital infrastructure, products,
and services can implement sustainability-driven
mechanisms into digital technologies and have
the greatest potential to maximise the positive
outcome of digitalisation to all sectors of

society and help respect environmental limits.

The Circular Economy

In light of increasing global supply chain
uncertainty and growing e-waste concerns,
companies in electronics and ICT, as in other
human activity sectors, are shifting their
attention toward a circular economy. The
circular economy aims to design out waste and



pollution by keeping products and materials

in use for as long as possible. Through the
application of circular design principles, such
as designing for increased durability, ease of
repair and modularity, remanufacturing and
recycling and reduced toxicity, demand for virgin
material is reduced thereby increasing supply
chain resilience. Furthermore, ICT products
that are designed with circular principles in
mind, will result in reduced volumes of e-waste
going to landfill or worse the environment.

A large share of ICT equipment recycling is
currently taking place in developing countries.
While the repair and refurbishment of used ICT
equipment offers the benefit of access to digital
equipment and services for people in low-income
countries, these countries often lack adequate
recycling infrastructure and specialised training
with which to repair and recycle e-waste in a
socially and environmentally safe manner. The
scale up of circular product design and business
models and addressing the issues of increasing
e-waste will not occur on its own. It requires

the strengthening of existing regulations and
introduction of a suite of policies and legislation
which create enabling conditions for them

to prosper. Examples range from requiring
extended producer responsibility (EPR) for ICT
and electronic equipment, tax relief on repair
and remanufacturing services, digital product
passports and enhanced eco-design standards.
Circular design thereby goes beyond current eco-
design standards which have traditionally only
focussed on improved energy efficiency of ICT
and electronic products. The European Union'’s
new eco-design approach now addresses both
energy and material efficiency (e.g., durability,
reparability/refurbishment, recycling). An
example of adopting circular design for ICT is
Fairphone and SHIFT, two ICT companies that
manufacture phones from responsibly sourced
materials based on a modular design that ensures
ease of repair and lifetime extension. The circular
design of ICT products should be complimented
with the implementation of circular business
models such as offering refurbished second-hand
products, ICT products as a service (e.g., leasing,

collective ownership), product sharing and product
buyback which incentivises producers to maximise
the lifetime and durability of their products. An
example for ICT is Dell which offers a ‘computer

as a service’ and refurbished ICT equipment
including laptops, desktops, monitors and servers.

Circularity is critical to solving current and future
ICT supply chain challenges. Equally, the scale
up and realisation of a circular economy for all
society sectors of activity is tightly coupled with
the scale up of ICT and other digital services
which enable real time transparent tracking of
goods and materials throughout their entire life
cycle from extraction to recycling as well as the
implementation of circular business models and
services (e.g., real time condition monitoring of
equipment and offer products as a service).

3.3.1 Policy recommendation #1

Maximise the environmental efficiency
of digital technology: transparency
and accountability of the supply chains
through digital transformation.

Digital technology products depend on a very
complex supply chain. The digitalisation of the
details and chain of custody of materials, parts,
production of devices, use and reuse, recycling
and recovery of secondary materials, can bring
transparency and accountability to the ICT
supply chain. Many details, accessible in digital
format, may allow and facilitate key processes
related to environmental efficiency such as
due diligence in procurement, traceability of
lifespan (e.g., second-hand market) and e-waste
processing. Policies, methods, responsibility,
and incentives for the maximisation of the
environmental efficiency of the ICT sector can
be implemented based on the availability of
trusted and verifiable digital information.

A digital product passport (DPP) is a structured
collection of product-related data with predefined
scope and agreed data ownership and access rights
conveyed through a unique identifier, including
details of all stages, ranging from raw materials



to e-waste. A DPP can help integrate existing and
new data, facilitate interoperability across different
actors involved, as well as bring in quality (safety)
properties such as transparency, traceability,
verifiability, accountability of digital products, and
therefore to infrastructures, and services that are
the digital support to sustainable digitalisation.

Digitalisation through a DPP can bring
several benefits across the value chain:

e Facilitate knowledge generation across
the value chain: feed databases and
datasets for data integration and analysis,
automation of environmental impact
assessment calculation, as well as to comply
with national or regional regulations
about the right to reuse and repair.

e Reduced paperwork and administrative
burden: digitalisation can help streamline
the administrative aspect of the electronics
value chain, apart from the direct benefits
such as reducing paperwork, record keeping,
contracting, and human error, digitization
efforts in the e-waste management sector
will improve the accessibility of practical
information in the field of e-waste.

¢ Digitalisation of information necessary to
comply with the Prior Informed Consent
Procedure for transboundary movements
of e-waste under the Basel Convention.

e Creating a digital chain of custody of
e-waste: integrate multiple layers of logistics,
administration and approval processes into an
efficient and effective e-waste management
system; digitalise and automate operations
to provide credible chain of custody, manage
inventories, issue recycling certificates,
financial calculations, settlements, and
report creation for compliance purposes.

¢ Making monitoring and enforcement
more efficient: virtual monitoring and
auditing processes. Audits, previously
carried out in person, can be now
conducted virtually, digitally, remotely.

e Building capacity and creating awareness:
provide information to inculcate a
positive attitude towards circularity.

e Allowing citizens to have access to relevant
and verified product information.

e Enabling services related to its
remanufacturing, reparability, second-life,
recyclability, enabling more sustainable
business models (product as a service).

This readily available information can
help promote, accelerate and ensure
the maximisation of the environmental
efficiency of digital technology.

3.3.2 Policy recommendation #2

Support international standards for
transparency and traceability in all
supply chains: circularity and digital
technology to increase transparency
and reduce environmental impact.

The complexity involved in modern supply
chains poses a challenge for manufacturers or
those who procure any goods, including ICTs.
Contracted suppliers may have sub-suppliers

of their own, which can ultimately result in
hundreds of suppliers for a single product,
making transparency and traceability a difficult
proposition [119]. Further downstream as a
product reaches the end of its life and is disposed
of similar challenges of transparency arise in
regard to increasing circularity and reducing
waste. As mentioned above, waste is often
discarded unofficially with little consideration
to processes that could improve traceability,
creating challenges for those countries receiving
end-of-life waste, and for the possibility to re-
use material and implement circular models.
Transparency in any supply chain can be
defined as information that is readily available
along each step of a value chain that allows
for an understanding of all economic actors
involved [127]. This aligns closely with SDG 12
on responsible and sustainable consumption
patterns [127]. Additionally, both SDG 12 and a



transparent supply chain align with the model of
circular economy for ICTs, as it limits the amount
of raw materials necessary for production.

To achieve this, an international effort at
implementing policies that define an acceptable
level of transparency and facilitate independent
verification is recommended. Furthermore, this
same set of policies should require members to
incorporate a circular model when possible. These
policies could take a form similar to that which the
UN Economic and Social Council is proposing in
supply chains for the garment and shoe industries
[128]. Here, the ECOSOC is recommending defining
minimum levels of transparency and traceability
across supply chains, a process which does not
currently exist for ICT production or many other
sectors. It is also recommended to implement
research and development (R&D) incentives in
order to support scaling-up innovative solutions
to advance transparency and traceability

targets. Within the second component of the
proposal, there are already digital technologies
available but require application at a larger scale.
Specifically, distributed ledger or blockchain and
Al technologies can be of particular benefit to
improving supply chain transparency due to their
remarkable ability to track and analyze complex
data. The application of these technologies is

not limited to ICT supply chains, and their use
could be beneficial to the supply chains for other
industries, as challenges of transparency and
circularity often remain the same. Moreover,

they are not confined to any one area of logistics
and have potential from the raw material phase
to final consumption to recycling and reuse.

The use of distributed ledger or blockchain
could enable the establishment of ‘red

flags’ of suppliers who are associated with
environmental abuses, making tracing such
instances much more effective, and a higher
degree of accountability and verifiability on
agreed-upon standards could be expected [129].
The main challenge with blockchain would be
to get companies throughout the supply chain
to share information on their own respective
suppliers, as they may perceive such action as
diminishing their competitiveness. Within the

goal of transparency and circularity must come
the understanding that many supply chains

as they are currently designed are extremely
complex and difficult for humans to effectively
manage with a high degree of certainty [130].
In conjunction with these efforts at increasing
transparency and taking advantage of new
technologies, a circular strategy for goods

is needed along supply chains, or otherwise
known as reverse supply chain. The ability to
reuse, remanufacture, or repurpose some or
all components of a particular good would
have obvious environmental benefits while
still contributing to growing business. One
study [131] showed that 70% of supply chain
leaders planned to invest in circular economy
practices in 2020. The same study also showed
that only 27% are using digital technologies
to facilitate reverse supply chains. Blockchain
and Al data analytics could be of use for reverse
supply chains by giving each product its own
digital identity and record proofs about relevant
events, making it easier to track over time.

International standards coupled with adoption
of the aforementioned emerging technologies
can have a significant contribution to increasing
supply chain transparency and circularity in
production of ICT and non-ICT goods. This

set of standards could be developed by states
voluntarily through standards developing
organisations such as the ISO (International
Standards Organizations) or ITU (International
Telecommunication Union), or in a multilateral
forum. An outcome could be more favourable
terms of trade for states and companies who
apply principles of transparency, accountability,
circularity and interoperability in their supply
chains. The proposed standards could draw
from the OECD guidance on responsible supply
chains for conflict minerals in the ICT sector but
be applied more broadly to include downstream
components of supply chains, circularity, and
the assistance provided by beneficial digital
technologies. Ideally, the proposed standards
will result in environmental, human rights,

and financial benefits, while spurring the
innovation needed to address the global
challenges present in all supply chains today.



3.3.3 Policy Recommendation #3 e Recommendation ITU-T L.1020 on
“Circular economy: Guide for operators

Use international standards to improve and suppliers on approaches to migrate
e-waste management and guide towards circular ICT goods and networks”
the implementation of circularity provides a general overview on how ICT
across the ICT supply chain. operators could work with their supply
chain partners to define and improve the
The circular economy is a powerful tool for CE aspects for ICT goods and networks.

aligning the values of the ICT supply chain
with sustainability [132]. In a circular model,

Recommendation ITU-T L.1021 “Extended

ICT products, equipment, and infrastructure producer responsibility - Guidelines for
are designed and implemented with circularity sustainable e-waste management” details
in mind. From designing for recyclability, guidelines that policymakers can use for
repairability and upgradability to implementing implementing an EPR system to enhance
extended producer responsibility policies the end-of-life management of ICT.

for end-of-life management, both the ICT
sector and policymakers could work hand-in-

Recommendation ITU-T L.1023 “Assessment

hand to boost environmental sustainability method for circular scoring” provides a
across the ICT supply chain and unlock the full methodology for assessing the circularity
benefits of digitalisation for all. These circular of ICT goods based on a scoring system.
characteristics can also reduce the generation ICT designers would be able to use this

of e-waste and minimise its adverse impacts. standard to improve the circularity of their

product at the earliest stage of its life cycle.
International standards play a critical role in the
successful implementation of circularity in ICT

Recommendation ITU-T L.1030 “E-waste

and a sustainable e-waste management system. management framework for countries”
Standards contain technical recommendations contains details on designing an e-waste

and measurement tools that enable ICT management system at the national level,
companies to adopt circularity regardless of their including the general requirements, roles
level of development. With the right standards, of different stakeholders, and more.

ICT companies could measure and define

circularity based on a set of parameters agreed e Recommendation ITU-T L.1050 “Methodology
by international experts. They could benchmark to identify the key equipment in order to
their sustainability progress based on global assess the environmental impact and e-waste
targets such as the Sustainable Development generation of different network architectures”
Goals. Policymakers could also adopt EPR provides an assessment framework for
systems and e-waste management strategies identifying the environmental impacts of
that are proven to be effective. Standards are network architecture. It enables ICT operators
key instruments for creating a shared vision of to identify where circularity is needed to

the circular economy for ICTs and elevating best take appropriate actions accordingly.
practices that would enable common growth.

Several international groups have already Building on chapter 3.1, circular economy
developed standards for implementing circularity  principles could also provide a powerful

in ICT. The International Telecommunication foundation for a digital product passport for
Union (ITU) Study Group 5 (SG5) is among the sustainability. The European Commission already
first international groups to have developed recognizes in its Circular Economy Action Plan
international standards on the circular economy that designing a sustainable product passport
tailored to the ICT context. For example: is a viable action to incentivize sustainable

actions and boost sustainability performance.



ITU-T SG5 is already working to study the
standardisation requirements of digital product
passports for ICT goods. These requirements
include identifying a set of product characteristics
that are relevant to the management of an

ICT product throughout its lifecycle while
taking into consideration the circular economy
principles. It is strongly recommended that the
ICT sector and policymakers take advantage of
existing international standards to implement
circularity across ICT and digitalisation.

3.3.4 Policy recommendation # 4

Set up dedicated support to developing
countries to tackle e-waste challenges and
upgrade industrial repair and recycling activities.

Many countries in the developing world have
become dumping grounds for the electronic
waste the world throws away. Low- and middle-
income countries will require dedicated support
to reduce the negative environmental and social
impacts of e-waste trade and recycling. Many
developing countries do not have the means

to recycle their own and the imported e-waste
formally and e-waste is recycled in informal

ways. Currently, as little as 17 percent of global
e-waste is recycled in formal recycling centers with
adequate worker protection, according to the
Global E-Waste Monitor [6]. There is clear scope
to improve e-waste recycling practices, reduce the
potential harmful impacts to workers and their
families through exposure to toxins and other
harmful materials, and control the pollution to the
environment stemming from unsafe facilities. The
informal e-waste sector often uses sites where the
extraction of valuable components of electronics
happens using suboptimal recycling and disposal
methods. Alleviating e-waste burden in developing
countries can take advantage of the large existing
collection networks of informal recyclers and
utilize these to integrate their collective e-waste
into the formal supply chains. But currently,
investment in recycling facilities lags the growth
in new electronic products, especially in low- and
middle-income countries. Lack of access to credit
and commercial finance is one of the biggest
barriers preventing informal e-waste organizations

from participating in safer and value-adding
circular economy repair and remanufacturing
activities in the electronics value chains. As long as
informal refurbishers, recyclers and waste pickers
lack access to finance to improve operations and
equipment, work conditions cannot improve,

and resource recovery will be sub-optimal.

A dedicated international fund could provide the
necessary investments in facilities and financing
for repair and recycling of electronics around

the world, especially informal sector initiatives

in the global south. International funds are
needed to establish and operate organised
take-back schemes and licensing schemes for
sorting, dismantling, and recycling of e-waste.

In addition to public funds, private investments
are needed. Companies that are responsible

for producing and generating e-waste should
contribute funds and investments to address
e-waste challenges in low- and middle-income
countries. International cooperation between
countries and coordination by the UN system to
support national governments with the design
and implementation of specific legislation on
management of e-waste is important, as it is

still lacking in many developing countries. Few
countries have e-waste legislation published, such
as EPR, but enforcement of legislation and policies
is very challenging. These extended responsibilities
can level the playing field for circular businesses.
Yet, implementing EPR systems for e-waste in low-
and middle-income countries based on models
used in high-income countries have faced many
challenges. This indicates a need for an alternative
phase-in approach whereby developing countries
are able to move gradually towards EPR systems.
Finally, technical capacity building for institutions
in developing countries such as customs officials
and enforcement agencies is needed to increase
transparency and reduce the amount of e-waste
illegally shipped to developing countries.

3.3.5 Summary

The ICT sector and its approach to supply
chain management can greatly impact
the environmental performance of digital
technologies. Among these impacts are



increasing energy consumption from ICT
equipment and infrastructure as well as the
generation of e-waste. Developing countries
are particularly vulnerable to these impacts
as they are the least equipped to tackle the
challenges. This chapter demonstrated that
adopting a circular approach to supply chain
management in ICT can greatly improve ICT’s
reusability, recyclability, upgradability, and
circular principles. By enhancing supply chain
transparency, ICT stakeholders can demonstrate
their determination and accountability to
sustainability. Moving forward, digitalisation
and innovations themselves can also be expected
to play a vital role in enhancing supply chain
transparency, the traceability of materials
and products as seen in the case of digital
product passports and more. International
standards are vital tools for the purpose of
knowledge sharing, elevating best practices
from the local level to the international

level, and identifying the environmental
requirements and specifications for ICTs.

3.4 Overarching Issues
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3.4.1 Competing Interests

Sustainable Development relies on political will.
Sustainable development is often discussed in
the context of money and technology. However,
even with the financial and technological
resources present, whether sustainable policies
can get implemented depends on the political
will of the key decision makers. This was
acknowledged by the so-called “Brundtland
Report”, in which the World Commission

on Environment and Development (WCED)
developed the guiding principles for sustainable
development, stating in paragraph 30 that:

“(...) in the end, sustainable development is not

a fixed state of harmony, but rather a process of
change in which the exploitation of resources,

the direction of investments, the orientation of
technological development, and institutional
change are made consistent with future as well as
present needs. We do not pretend that the process
is easy or straightforward. Painful choices have to
be made. Thus, in the final analysis, sustainable
development must rest on political will” [18]

Where governments act as representatives of
their population and strive to be re-elected,
political will has much to do with the preferences
of the largest stakeholder groups and organized
interests. Interests can differ between, but also

within stakeholder groups and be assigned on

a vertical dimension - between the national,
regional and local level - and/or horizontal
dimension - between representatives of
government, industry and civil society. Whoever
wants to develop and implement a new policy
has to take into account these stakeholder groups
and find ways to reconcile their interests.

Technology can further magnify the reach and
influence of concentrated interests. Opposing

or competing interests and motivations are a
normal part of the agenda setting and the policy
development process. However, not all interests
have the same weight in the political arena, which
is largely due to unequally distributed lobbying
power. While often a helpful resource for political
actors, lobbying - for example by vested interest
groups with some form of privileged access - can
result in skewed decision-making and resource
distribution [133]. A greater role for ICT and
social media reliance can further distort the
political discourse and facilitate certain forms of
manipulation, resulting in potentially detrimental
effects on the sustainability agenda because
minority interests might be privileged. See for
example, Chapter 3.2.1. for a nuanced description
of how such competing interests show up in the
context of digitalisation and food systems. From
an international perspective, lobbying is also
problematic. While the global south would be

Figure 10: The Overarching Issues Along the Policy Making Cycle
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most in need of advocates to help combat and
alleviate the effects of climate change, it is the
largest per capita emitting countries (typically
the industrialized, higher income countries) who
tend to have the most resources at their disposal
and whose geographical location make them
less exposed to direct climate-related risks [134].
When competing interests are being discussed
“behind closed doors” this also affects trustin
governmental actors, who play a major role in
the fight against climate change (see 3.4.3).

Technology can increase polarisation of politics,
but also facilitate a more inclusive dialogue.
Another risk is that if political conversation
increasingly shifts to online environments, an
amplification of more extreme positions and views
ensues leading to heightened societal polarization
[135]. Of course, this depends to some degree

on the algorithms and practices of the most
widely used (social media) platforms. Intensified
political polarization bears risks for the capacity

of state institutions to devise and implement
environmental policies in a timely swift manner
which is required by a timeline that allows for a
sufficiently fast transformation into climate neutral
economies. On the other hand, technological
innovation can facilitate NGO and civil society
communication and links across countries [136].
This could arguably help counterbalance the
politically influential organized interests that
profit from a non-sustainable status quo [137].

3.4.2 Participation & Trust

In this section, we want to explore the relationship
between digital technologies, participation,

and trust. We argue that the instruments of/

or possibilities for participation and the level of
trust are important factors contributing to the
success (or failure) of environmental decision-
making, placing a special focus on the role of
technology given the scope of this report. In recent
years, a range of international agreements has
acknowledged the importance of participation.

In 1992 the Rio Declaration was globally adopted,
and this contained Principle 10, which stated:
“Environmental issues are best handled with

participation of all concerned citizens, at the
relevant level. At the national level, everyone
shall have appropriate access to information
concerning the environment that is held by public
authorities, including information on hazardous
materials and activities in their communities,

and the opportunity to participate in decision-
making processes. States shall facilitate and
encourage public awareness and participation

by making information widely available.

Effective access to judicial and administrative
proceedings, including redress and remedy, shall
be provided.” Principle 10 of the Rio Declaration
was reaffirmed by the United Nations Conference
on Sustainable Development (2012) and has

also been furthered through the Guidelines

for the Development of National Legislation

on Access to Information, Public Participation
and Access to Justice in Environmental

Matters (Bali Guidelines 2010) [138].

Representing the only legally binding global
instrument, the Aarhus Convention has established
several minimum standards and rights of the
public regarding the environment, including:

the right to receive environmental information
that is held by public authorities, the right to
participate in environmental decision-making,
and the right to review procedures to challenge
public decisions made disrespecting the first

two rules [69]. Since its adoption in 1998, the
Aarhus Convention has been signed and ratified
by 40 countries, mainly from Europe and Central
Asia. Finally, Article 12 of the Paris Agreement
(2015), adopted at the twenty-first session of

the Conference of Parties to the United Nations
Framework Convention on Climate Change,

once again emphasises the importance of public
awareness, public participation, and public access
to information in the context of climate action.

What participation means in practice, differs
vastly from context to context. Whereas there is
sometimes a distinction made between public
and stakeholder participation, for the sake

of simplicity we are working with the term
stakeholder participation, considering the public
to be one of a set of different stakeholders
(others could be, for example, organised private



interests). Drawing from the literature overview
Luyet et al. provide, the following list provides
an overview of important principles to structure
successful participatory processes [139]:

e fair, equal and transparent processes
promoting equity, learning, trust and
respect among stakeholders;
e an integration of local and scientific knowledge;

e an establishment of rules in advance;

e an early involvement of all
concerned stakeholders;

¢ the involvement of experienced
moderators in the process;

e the availability of adequate
resources, including time.

As stressed earlier in Chapter 1.2.3 (Policymaking
on Technology and Environmental Issues), the
context plays an important role: The cultural,

Figure 11: Framework for stakeholder participation
(Source: Luyet et al. (2012) [139])
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Most of these techniques could be supported by
the use of digital tools and technologies [140]:
ICT can be used to promote virtual deliberation
among citizens, to facilitate experimenting

with technology-supported (remote) voting

and participation and encourage local/
subsidiary governance structures [141].

Case Study: Participatory Budgeting
“Stadtidee” (Zurich, Switzerland) [142]

The project called “Stadtidee” (city idea)
was launched in 2021 as part of Zurich’s
Smart City Strategy as the first city-wide
participatory budget of the City of Zurich.
Between July and September 2021, residents
of Zurich were invited to submit ideas for
changes in the Zurich neighbourhood with
a connection to climate, nature and children
and youth. The ideas were submitted via

an online participation platform based on
the Open-Source-Software “Decidim” (from
Barcelona), competing for the distribution
of a total of 540000 Swiss Francs. 167 ideas
for Zurich were submitted as part of the
project, of which 135 made it to the final
selection and were later voted on. The
winning ideas will be implemented in
2022. This democratic tool was not invented
in Zurich. It was first tried out in Porto
Alegre in Brazil in 1989. A similar procedure
has also become established in many
German cities under the term “participatory
budgeting”. In the meantime, most
participatory budgets take place online: for
example, Reykjavik after the 2008 financial
crisis, Barcelona or Helsinki. In Switzerland,
the city of Lausanne has also tried it out.

As mentioned in Chapter 1.2.3, recent findings
indicate that for example, when novel
participatory approaches such as citizen assemblies
are incorporated into the policy cycle, the political
feasibility of ambitious climate policies can be
enhanced [31]. In line with the principles for
successful participation listed above, the authors
find that the effect depends on the design of the
citizen assembly, and the level of public awareness

and informedness about the procedure [31]. The
importance of the linkages between meaningful
data access and participation (Chapter 3.1.2.),
cooperative and participatory data governance
frameworks for sustainability (Chapter 3.1.3.), and
inclusive co-developed approaches to enhance
sustainability of food systems (Chapter 3.2.1)
have been discussed earlier in the report.

The circular effects of democratic structures,
civil participation, and trust. When it comes

to successfully developing and implementing
policies around technology and sustainability,
we argue that another important factor is
trust. Trust is generally considered to be an
important component to democratic societies,
which are relying on citizen’s active participation
in political processes. The link between trust
and participation has been examined many
times in literature, with different ways of
operationalising trust and participation leading
to inconclusive results. The form of trust most
relevant for the success of environmental
policies is probably best represented in the
concept of generalized trust. The concept is
described by Back and Christensen [143] as a

“moral value based on shared identity
and norms, [not depending on] personal
experiences of specific people, but rather
faith in the ‘generalized other’ and the
feeling that ‘'most people can be trusted'.
(...) Generalized trust (...) may get people
involved in their communities as “trusting
people are more likely to join civic groups
and have more social connections than
people who don't trust others™ [143].

Trust might not only be a catalyst for participation,
but also vice versa — with authors finding that
nations exhibiting stable democracies show
higher levels of trust, correlated with political
activism [144]. Findings indicate that the
relationship between trust and participation
could also be different for institutionalised and
non-institutionalised forms of participation:
While political trust might lead to more active
form of conventional participation such as
voting, distrust in the political system and elite



actors might motivate to participate more in
elite-challenging, non-institutionalised forms of
participation (e.g., signing a petition, or joining
a demonstration) [145]. Furthermore, there is
an important link between trust, participation
and political (internal) efficacy, a concept
describing a person’s self-assessment of their
capacities to understand and partake in the
political process. To quote Hooghe/Marien
[145]:“One’s level of political trust is irrelevant,
if one does not feel capable to participate.”

“Trust bubbles” could encourage polarisation
and hinder the sustainability agenda. Trust as a
concept can also be regarded from a horizontal
perspective — in our context among citizens — or
from a vertical perspective — between citizens

and the state, which is often termed “political
trust” [146]. Horizontally, one can distinguish
between a narrower notion of “ingroup/clan
trust” and a broader and more demanding

notion of “outgroup/societal trust” where an
individual also trusts any randomly drawn co-
citizen [147]. The latter is in line with the concept
of generalized trust referred to above. This
broader kind of societal/outgroup trust should
provide a better foundation for more constructive
(environmental) political processes, whereas strong
ingroup trust alone can incite tensions between
different groups and result in more polarized
politics which stand in the way of constructive
SDG-related policies [148]. Also, according to a
recent study, intolerance against other groups is
associated with increased climate skepticism [149].
Hence, If the expansion of digital technology
augments societal divisions and reinforces ingroup
communication and organizing, this could pose
obstacles for the realization of a broad and

civil political debate around the formulation of
environmental policies and initiatives [150].

If truthful information is broadcast, digital
technologies could foster trust. To the extent
that digital technology promotes the generation,
provision, and dissemination of factual measures
and data that are widely accepted as truthful
records, these technologies could foster broad-
based societal trust. For instance, obtaining
information in a decentralized manner using

open-source platform - relying on sensor data
from thousands of individual citizens and
businesses can provide real-time estimation of air
quality and outperform centralized sensors. Such
platforms can allow for countrywide sensemaking
at scale thereby facilitating community
participation in environmental policy, potentially
fostering mutual trust. Across the world, suites of
ethical trustworthy technologies are emerging and
being used (though in a limited overall manner at
the moment) for movement building and social
organising, including on key sustainability and
socio-ecological justice issues and campaigns
[151, 152]. In societies where public authorities
are trusted by their citizens, the populace would
more readily delegate and assign to the state a
more active and guiding role in the transition

and ultimately transformation towards a carbon-
neutral society and economy [153]. In the top-
down direction, if state authorities can rightfully
expect that citizens are likely to follow (new) laws
and regulations without costly enforcement being
necessary, then the roll-out of environmental
policy reform can be more easily achieved [154].

Case Study: Early Deforestation Alerts

The Amazon Rainforest is a crucial element of
the world’s ecosystem, containing incredible
biodiversity while capturing 123 billion
metric tons of carbon. While the indigenous
people of the region have been supporting
conservation efforts, e.g., by patrolling their
home territories for logging and other illegal
activities, rapid deforestation continues.

A recent study conducted in the Peruvian
Amazon investigated whether deforestation
rates could be reduced with the help of
technology, equipping the local population
with satellite-based “early deforestation
alerts”, allowing individuals to signal illegal
activities to the authorities from a distance
[155]. Participating in the program helped
reduce tree cover loss (effects were stronger
in the first year compared to the second

year of the study) and the reductions were
largest in communities facing more imminent
threats. Over the course of the two years,



the communities patrolling with the help

of satellite data averted the logging of

an estimated 456 hectares (1,127 acres)

of forest cover, preventing the release of
more than 234,000 metric tons of CO2
emissions. Consequently, the study showed
that community monitoring of forests using
satellite data and smartphone technology can
help reduce Amazon deforestation and might
also be an effective strategy elsewhere. It is
important to note that for this approach to
work, communities must have enough trust
in state enforcement authorities to activate
them in case of high threat intruders [156].
State capacity and determination might not
be existent to a sufficient degree in every
area. In the same vein, even if the program

is successful, there is a risk of illegal activities
shifting to less monitored parts of the forest.

3.4.3 Allocation of Resources

Allocating adequate resources to environmental
issues is challenging. For climate change alone it
is estimated that only about 20% of the required
$2.4T annual investment is being made - and that
is typically spent within the borders of wealthy
countries [157]. Financial and other resources
are required to build capacity, implement and
maintain environmental initiatives and to
monitor and evaluate environmental impacts
and benefits. It is important therefore to develop
policies and supporting digital capabilities to
ensure that the right resources are brought

to bear in the right way, at the right places

and at the right time. This is the case whether
directly addressing environmental issues or
when seeking to minimise the environmental
consequences of other investments or initiatives.

Valuing the Environment. The total environmental
impact and the cost of protecting and maintaining
the state of the environment is often not factored
into investment modelling. Reasons for this include
(1) climate and environmental-related factors are
treated as externalities and therefore excluded
from cost analyses of infrastructure projects,

(2) environmental impacts of infrastructure

projects and products are often felt well beyond
the initial construction and operational phase
of a project, (3) the cost of rehabilitating the
environment may be underestimated or not
costed at all, and (4) “whole of supply chain”
environmental costs are not always accounted
for (an good example of this is “Grey Energy”
[158] - the total energy used to produce a
product and its consequent environmental
impact). An underlying cause of many of these
reasons is a lack of clear responsibility for the
environment or an assumption that it is “someone
else’s” responsibility. This is often referred to

as the “tragedy of the commons”, where the
environment is a shared resource with no clear
responsibilities defined to maintain it. “Living
infrastructure resources”; our air and water

are prime examples of this, although there are
others. Fortunately, there are good examples of
approaches to addressing these issues from which
others can learn. Environmentally responsible
reporting such as Volvo Cars whole of life

cycle carbon reporting helps consumers make
informed buying decisions [159]. Fisheries quota
trading systems can ensure both sustainable
wild fisheries and commercial prosperity [160].
In all these cases digital technologies and
capabilities are necessary to measure, evaluate
and monitor the effectiveness and impacts of
projects, policies and other investments.

Resource Prioritisation. Governments have limited
resources and must therefore ensure that resources
used to solve environmental issues are allocated
wisely. The use of objective data and analysis
allows comparison of costs, benefits and impacts
between competing projects. This becomes

harder when faced with investment allocation
across multiple sectors of an economy. For
example, when comparing agricultural, industrial,
transportation and energy infrastructure
investments. Prioritisation of resources between
countries is also difficult, particularly with global
issues such as climate change. Mechanisms have
been proposed where large emitters and countries
with more resources help out smaller countries
suffering from climate change: “Herefore, the

rich countries, which are responsible for most

of today’s global environmental damage (e.g.,



CO2 accumulation, ozone-shield damage), and
whose material well-being can sustain halting or
even reversing throughput growth, must take the
lead in this respect” (Goodland, 1996, p. 1004). In
both of the cases above it is important to identify
standardised measures that allow comparison

of the alternatives. One example is the use of
Marginal Abatement Cost Curve [161] analysis

to evaluate and compare the environmental
benefits and cost of different decarbonisation
investments across different sectors in an
economy and potentially between countries.

Efficiency, Coordination and Collaboration.
Governments cannot afford to be inefficient with
the resources they do allocate to environmental
issues. Collaboration between governments

and with industry and the community can have
productivity benefits in both the efficiency and
effectiveness of allocated resources. Economies

of scale can be realised when multiple countries
or communities collaborate to solve common
environmental issues with technological solutions.
When environmental issues span borders, for
example in many river systems, coordination
between all users of the river in general provides
better and more equitable outcomes for both the
environment and the populations who rely on it.
The effectiveness of resources can be maximised
when actors in a collaboration contribute
according to their strengths. For example,
innovation collaborations between government,
industry, community and academia bring a diverse
range of capabilities together. This can be more
effective than a single one of these actors working
alone. The example of Mission Based Innovation,
referred to in 3.4.6. later in this chapter, further
highlights the importance of collaboration

to both efficiency and capacity challenges.

Resource Availability. All countries can find it
difficult to allocate adequate resources to the
environment. Developing and less wealthy
countries however find this particularly
problematic and may not be able to address
either local environmental issues or those
issues they share with other countries. Also, for
some shared issues it may be that the highest
environmental benefit comes from investment

in those countries with the least resources. In
those cases, governments should explore how
low-income countries, LDCs, SIDS, and related
states can attract financing for critical projects
that relate to environmental and/or infrastructure
projects (see also Chapter 3.3.4. for related analysis
of e-waste and developing countries). Digital
technologies and infrastructure can play an
important role in evaluating, implementing and
monitoring approaches that address all of these
resourcing challenges. help ensure that resources
are allocated in the right way at the right time.
The private sector is also playing an increasingly
important role in providing technologies and
knowledge to solve environmental issues.

The insurance and technology sectors are two
examples of where companies have commercial
interests in addressing environmental issues.

Case Study: Microsoft Climate
Innovation Fund [162,163]

With the Climate Innovation Fund,
Microsoft has launched an initiative in
2020 aimed at helping suppliers and
customers around the world reduce their
own carbon footprints and fund innovation
to accelerate the global development of
carbon reduction, capture, and removal
technologies. According to Microsoft,
funding in investments will be based on
four criteria: Climate impact, underfunded
markets, shared alignment and climate
equity. The Climate Innovation Fund was
launched in the context of Microsoft'’s
commitment to be carbon negative by
2030, and to remove from the environment,
by 2050, all the carbon the company has
emitted either directly or by electrical
consumption since it was founded in 1975.
To reach these goals, Microsoft has launched
a program to cut carbon emissions by more
than half by 2030, both for direct emissions
and for the entire Microsoft supply and
value chain. This will be funded in part

by expanding the internal carbon fee, in
place since 2012 and increased in 2019.



3.4.4 Technology Interoperability and Standards

As described in this report, digital technologies
can underpin our ability to recognize and
respond to environmental issues. Environmental
issues often span jurisdictional boundaries

and require increased collaboration to resolve.
Technology interoperability underpins the ability
of the internet, telephone systems and email to
function as globally connected systems. In the
context of the environment and the common
good, technology interoperability strengthens
multi stakeholder collaboration by allowing
stakeholders to communicate, share data and
information. Other benefits of interoperability
relate to technology development adoption.
These include (1) avoiding duplication of effort in
developing new systems - thus saving resources,
and (2) speeding up technology adoption and
“future proofing” technology investments

by reducing obsolescence. Interoperability

also plays an important role regarding other
overarching issues such as enabling common
value and goal creation, global ownership and
transparency; improving quality and confidence
in data and digital systems and those who

use them helps build trust and participation.
Technology Standards are generally defined

by international bodies according to the type
of technology concerned. Examples include
internet communications, cellular networks,
environmental monitoring, data sharing,
supply chain data exchange, etc. Standards

are continually being developed to cater for
new technologies and new societal needs.
Standardisation reduces costs by reducing
duplication of effort and the need to build
technology components to interface otherwise
incompatible systems. Where possible build

on existing projects, initiatives, organisations
and technologies. Increased and more
widespread adoption of existing approaches
reduces costs to establish new approaches and
drives interoperability. The important role of
international standards for environmental

data and harmonisation thereof (Chapter
3.1.1.), for transparency and traceability in

all supply chains of ICTs (Chapter 3.3.2.), and

to improve e-waste management and guide

the implementation of circularity across the
ICT supply chain (Chapter 3.3.3.) have been
discussed in detail earlier in this report.

Standards may lag innovation. Innovators and
early adopters will deploy new and somewhat
immature technologies to obtain some direct
benefit. They do this knowing that standards
may lag new technology development by up to
several years. There are several ways to obtain
the immediate benefits of the new technology
while also getting some of the benefits that
standards bring. These include using temporary
“bridging technologies”, “de-facto” standards and
budgeting for technology updates when standards
and standardised products become available.

Competing standards can co-exist. In many
cases there will be a single standard that is
universally used by all participants. Although
this is the ideal situation it is not always possible.
Different countries and industrial participants
may have different emphasis and perspectives
for historical or commercial reasons. This can
become an inhibitor to interoperability and
cooperation in cross jurisdictional initiatives.

If multiple, competing standards apply, then
select those that enable interoperability in the
situations and between the relevant jurisdictions.
Although not ideal, harmonisation or bridging
approaches can be developed to achieve
interoperability between competing standards.

Standards need to be inclusive - both in
development and adoption. Participation by
member states in standards setting bodies

helps ensure that those standards are “fit for
purpose” for local conditions. This however
requires commitment of resources that not

all countries can afford. Countries with more
resources need to make deliberate efforts to
include and support the needs of all countries
including those with less resources. Increasing
adoption of standards can be done by promoting
standards use, encouraging open access to
standards and requiring standards compliance

as part of procurement processes. This enables
participation of broad stakeholders without large
means and enhances transparency and trust.



3.4.5 Capacity Building

In the context of environmental issues, capacity
represents the ability for individuals, institutions
and communities to undertake programs

and create meaningful improvements in
environmental outcomes. Governments have
arole to play in building each of these types

of capacity. Capacity building in the context

of environmental data has been addressed
earlier in this report in Chapter 3.1.3.

Individual Capacity is the ability for individuals
to make meaningful contributions to not only
their own life but also to the environmental
and other issues affecting the communities

in which they live. Individual capacity is a
combination of personal skills, empowerment
and the motivation to engage with important
issues. In the digital age, digital literacy is a core
enabling skill for individuals. Governments must
therefore foster digital literacy at all levels from
children through to adults (both vocational

and tertiary education). An important point is
that digital literacy is more than technical skills
- itincludes the human aspects of technology
such as needs analysis and user experience
design. Equitable and affordable access to
internet technologies and infrastructure is a
necessary enabler of individual capacity.

Institutional Capacity is the ability for
institutions to recognise or pre-empt
environmental issues and put in place
appropriate policies, processes and
infrastructure. Governments have a range of
tools at their disposal - funding, regulation,
policy and leadership can all play a role. As
with individual capacity, digital “literacy” in
organisations is important and is manifested
as evidence-based decision-making cultures,
processes and programs that use digital
technologies to analyse, measure, track and
report on issues and responses. Staying current
with new technologies such as machine
learning, artificial intelligence is necessary and
requires ongoing commitment. In recent years,
“mission based” innovation programs such as
those described by Prof. Mariana Mazzucato

[32] have been put forward as approaches that
governments can use to address public good
issues. These programs focus on outcomes
and position the government as a leader

that can frame problems and opportunities

in terms of desired outcomes. Individuals

and private enterprises can then propose
innovative approaches. Commercial outcomes,
jobs growth and further capacity building in
industry and non-government organisations
are additional benefits of these programs.

Societal capacity is an extension or combination
of individual and institutional capacities
together with supporting infrastructure. In

this context it is the ability for a community to
recognise and deal with environmental issues
relevant to that community. As societal capacity
grows there is a change in the relationship
between government and the community such
that each provides resources and leadership

on environmental issues according to their
strengths. The supporting infrastructure can be
digital infrastructure such as accessible internet
services or “CivicTech”-platforms that enable
community participation (see for example the
case study on Participatory Budgeting in 3.4.3). By
sponsoring community-based initiatives focusing
on local environmental issues, governments can
help build capabilities within communities.

Capacity building takes time, and needs
resources, but it's worth it. Capacity building

is of course over different timescales - from
short term in response to immediate needs to
generational timescale in the case of youth
skills development and large-scale societal
capacity building. Governments must recognise
therefore that sustained investment in long
term capacity building programs will achieve
the greatest impact. Governments have a

role in building and supporting capacity in all
three of these areas and should realise there
are direct benefits for governments in doing
this. Governments have limited resources.
Building capacity in communities and industry
provides greater opportunity to leverage
government investments in environmental
programs. Over time it is possible to shift some



functions to communities and take pressure off
government resources. Digital technologies and
infrastructure are required to build and enable
capacity. Examples include communications
infrastructure, data sharing and performance
measurement systems. If implemented well, these
technologies increase reach, productivity and
impact of capacity building initiatives. Adding
to that, it is important that less developed
countries and individuals receive the necessary
assistance in building capacity. This is important
not just for addressing local issues but also
shared environmental issues (e.g., e-waste).

Case Study: Public participation in
Tiritiri Matangi Island project [164]

Tiritiri Matangi Island has attained an
international profile as a successful ecological
restoration project and is often cited as

a model of environmental stewardship.
Ecological restoration on the island has
always involved, and been dependent on,
voluntary public involvement. The Tiritiri
Matangi Island project is an example of

how public participation not only reinforces
existing links between the public and
scientific communities, but also facilitates
even greater understanding of ecological
concepts outside the professional and
academic worlds. Enhanced ecological
advocacy, ecological research and biodiversity
management are cited as outcomes of

the collaborative involvement among the
island’s stakeholders, ultimately leading to
the development of a ‘public ecology’.

Based on the overarching issues identified in

this report, we would like to propose three
recommendations relating to digital technologies
and environmental issues, spanning multiple
aspects of this report. Because the overarching
issues are all seen to be interlinked (think back to
Fig. 9), we prefer to deliver the recommendations
all in one section instead of individually.

3.4.6 Policy Recommendation #1

Increase Inclusivity for individuals
and communities

According to ITU, an estimated 37 per cent of
the world’s population — or 2.9 billion people -
have still never used the Internet (ITU, 2021). If
we count on realising digitalisation’s promises
and for them to be of use in tackling urgent
environmental issues, we need to make sure that
access to digital resources and skills are globally
distributed, and enable everyone to partake.
Inclusivity is necessary when developing policies
and working with new digital technologies and
tools not only at an individual level, but at the level
of communities and even countries too. Specific
actions that could be taken include, for example:

investments in digital literacy (see also
Chapter 3.1. on Environmental Data on
the importance of capacity building);

implementing policies to ensure digital
infrastructure is available to all;

promoting open-source software, open data,
common service obligations and net neutrality
for communications infrastructures.

In this context, wealthy countries are encouraged
to commit to building digital capabilities that can
also be adopted by and transferred to others.

3.4.7 Policy Recommendation #2

Use data and digital technologies

to foster evidence-based decision-
making, ideally including participatory
governance approaches.

As described in previous chapters, the availability
of data and digital technologies are enablers of
employing increasingly sophisticated analytical,
modelling and reporting technologies. It is
suggested to invest in (policy-relevant) data
collection where additional data is needed. This
can be helpful in supporting decision-making
based on evidence - using objective data to



evaluate and monitor the environmental impacts
of policies and investments (also relates to the
issue of standards/standardisation, discussed
especially in Chapter 3.1 and 3.3). Provided
however, the necessary capabilities to read,
interpret and make sense of the data to come
to a decision are available (referring back to the
recommendation made in Chapter 3.1.2). Of
course, in the spirit of what was emphasised in
previous chapters, a participatory governance

is recommended: Not only the traditional
(state-level) decision-makers can benefit

from the support of these tools, but they can
also be used for multistakeholder decision-
making or consultation, providing structure to
otherwise very complex processes. That way,
decisions can be taken based on science and
evidence, while allowing a wide range of actors
to participate. An idea is to pilot test digital
tools for reducing barriers for diverse societal
stakeholders to voice their preferences, which
can be a measure to counterbalance vested
interests favoring status quo and non-sustainable
practices. Enabling citizen participation can
potentially have positive effects on optimal
resource allocation, if subsidiary principles are
applied and environmental investments are
tailored to local contexts. Integrating citizens
can help identify what the local capacity-
building needs are. Finally, participatory
processes are also expected to be trust-building
(under the right circumstances), potentially
constituting a valuable basis for the successful
implementation of swift environmental reforms.

3.4.8 Policy Recommendation #3
| Experiment with new approaches

As the environmental situation we are currently

in is looking to be quite dire, rapid solutions by
the global community to stop - or at least slow
down climate change - are required. Because of
the need to act urgently, and possibly in new ways,
agile approaches are suited best. Meaning we
need to be designing and implementing policies
and initiatives quickly and understand that they
might need adjustment as experience is gained.
What might seem obvious but still needs to be

emphasised: In the context of ever evolving and
new attractive tools, both these new approaches
employed and the effectiveness of decision-
making overall need to be evaluated routinely. This
requires performance monitoring and feedback
loops, based on the collection and evaluation

of data, and the use of measurable leading

and lagging indicators. To achieve target goals,
exchange of information and experiences should
also be encouraged to take place across and
between governance units, with the possibility of
using benchmark indicators to compare progress.
Finally, existing tools for performance monitoring
and citizen feedback should also be made use of.



Conclusion

With this report, the 2021 established Policy
Network on Environment and Digitalisation
proposes 15 policy recommendations aimed
at reducing the environmental impact of
digitalisation and or using digitalisation

to tackle environmental challenges. The
recommendations are sorted thematically in
four chapters: Environmental Data, Food &
Water Systems, Supply Chain Circularity and
Transparency, and Overarching Issues. In these
concluding remarks we will not repeat the entire
thought processes that have led the authors
to provide the specific recommendations, but
rather focus on the recurring themes. Finally,
we will provide comments on what next steps
with the policy recommendations that are
proposed in this report could look like.

International standards play an essential role

in using ICT to promote sustainability as well

as improving the sustainability of ICT. The
necessity for international standards has been
highlighted with regard to environmental

data, where the authors describe how data

from different sources are often not openly
accessible or in a standardised format that

allows for easy consolidation, comparison, and
use. Implementing data governance principles
that take into account important ethical
considerations (following the FAIR and CARE
principles) could foster data practices that make
more data widely and equitably available and be
used to inform effective evidence-based decision-
making. Importantly, these standards should have
a global reach and be internationally harmonised.
In terms of Food & Water, the authors highlight
especially health and transparency standards

as an important element accompanying the
constructive use of new technologies (e.g.,
Blockchain). Standards are also essential in
creating increased transparency and traceability
in ICT supply chains, in improving e-waste
management and in guiding the implementation
of circularity across the ICT supply chain, e.g., by
enhanced co-design standards. In this context,
the authors stress that true circular design

goes beyond current eco-design standards
traditionally focused only on improved energy
efficiency of ICT, by addressing both energy and

material efficiency (e.g., durability, reparability/
refurbishment, recycling). Such standards could
be developed by states voluntarily through
standards developing organisations such as the
ISO (International Standards Organizations) or
ITU (International Telecommunication Union),
or in a multilateral forum. Ideally, the proposed
standards will result in environmental, human
rights, and financial benefits, while spurring
the innovation needed to address the global
challenges present in all supply chains today.

We are under pressure to rapidly find solutions.
Overall, this report is contextualised by a sense
of urgency: UN scientists have sounded “code red
for humanity”, warning that the climate will heat
up beyond 1.5 degrees Celsius within the next

20 years. Faced with the harrowing realities of
anthropogenic climate change; global warming,
overall biodiversity loss and increasing pollution,
the global community needs to act, and act
rapidly. While digitalisation is currently part of
the problem - advancing and contributing to
climate change with its increasing environmental
footprint - it can be part of the solution too,

if done right. For example, digitalisation and
environmental data can support policymakers

in quick(er) and more effective decision-making
when it comes to environmental issues. For this
to happen, an agile approach to projects and
the ability to quickly assess new information

and adjust the path as needed is paramount.

Participatory and multistakeholder approaches
should be encouraged, making investments in
capacity building necessary. At the same time,
the need for speed and efficiency needs to be
balanced with the importance of stakeholder
participation and inclusivity - another recurring
theme in this report. Regarding Environmental
Data, the important linkages between
meaningful data access and participation

are emphasised; with global standardisation
and harmonisation requiring the inclusion

of multiple stakeholders. For Food & Water,
inclusive co-developed approaches to enhance
sustainability of food systems are a focal point
of discussion. In policymaking, ICT can be used
to promote virtual deliberation among citizens,



to facilitate experimenting with technology-
supported (remote) voting and participation
and encourage local / subsidiary governance
structures. While broad stakeholder inclusion
might slow a decision-making process down in
some ways, it can pay off later: recent research
indicates that participatory approaches such
as citizen assemblies can increase the political
feasibility of ambitious climate policies.

However, the best laid out participatory
processes will be ineffective if stakeholders

lack capacities - there needs to be sufficient
resources and facilities to support contributions
by multiple stakeholders, especially those with
limited resources in skills and technologies.
Capacity building should take into account

the ability of individuals (individual capacity),
institutions (institutional capacity) as well as
communities (societal capacity) to undertake
programs and create meaningful improvements
in environmental outcomes. Governments have
arole to play in building each of these types of
capacity - ensuring concerted capacity building
efforts on the fundamentals such as digital

and data literacy as well as the provision of
access to reliable and fast communication and
Internet infrastructure. More can be done to
make climate data available in an appropriate
format whether through layman interpretation
or actionable insights for those with less data
literacy. Governments and related actors
should develop policy that supports learning
about data and governance as part of the
educational curriculum. It is thus recommended
to pay special attention to youth, focussing

on the facilitating of youth participation in
environmental dialogue and processes.

As a next step, the recommendations can be
developed into concrete actions and context-
specific instruments. Following this report,

all stakeholders are encouraged to reflect

on actions that can be derived from the
recommendations, and possible instruments
to implement them. Returning to the quote
in Chapter 1 on Environmental Policymaking:
“It is not necessarily a matter of developing
new tools and instruments but designing a

‘mix’ of policy instruments that is best suited

to the circumstance” [23]. These circumstances
depend on cultural, economic, environmental,
and political context factors, as well as the
capacities available to institutions or individuals
targeted by the policy measure. And again, since
new policies require the cooperation of many
different stakeholders, the participation of these
stakeholders in the policymaking process is key.

Finally, a note on leadership. Regarding
tackling urgent environmental challenges, poor
(international) leadership and lack of courage

is oftentimes lamented. However, leadership
does not have to come only from global leaders
but can just as well originate from grassroot
and local role models, supported by vibrant civic
associations and highly active and engaged
individuals. Digitalisation has brought us the
tools and technologies necessary to connect these
otherwise smaller civic actors with each other
and with actors from the private sector - another
valuable source of knowhow and financial
capacities needed to bring about systemic
change. By doing so, these actors can develop
into a true global community that facilitates
knowledge and resource sharing - the building
blocks of a more sustainable future for all of us.
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ANNEX

The PNE report contains a number of inputs received from various stakeholders. The report
aimed for a balanced overview of inputs per regional and stakeholder groups. While all received
inputs were carefully analysed and taken into account during the development of the report, for
the mentioned reason of balance, not all inputs were directly referenced in the report. However,
we encourage everyone to review all received inputs, listed below (cited as initially submitted by
the contributors or interpreted by the PNE report editor).

e The United Nations Secretary-General's Roadmap for Digital Cooperation

e IGF 2020 Messages on Environment

e EuroDIG: Intersessional project 2020/2021, EuroDIG Greening the Internet
Governance Part |1

e SDIA's Roadmap to Sustainable Digital Infrastructure by 2030

e Global Information Society Watch: Technology, The Environment and A
Sustainable World: Responses from the Global South

e For further reading, please refer to this wiki (composed by Michael J. Oghia,
SDIA).

OVERVIEW OF THE RECEIVED CASE STUDIES

CONTRIBUTOR/SOURCE INPUT

European Commission Circular Economy Action Plan
"Recognizing the imperative to reduce natural resource consumption,
which is seen as a primary driver of GHGs, the European Union is
developing a new circular economy action plan. Its stated goal is to
accelerate the transition towards a regenerative growth model by doubling
the amount of circular material in use by 2030, while maintaining the
economic competitiveness of the bloc. To implement this, the European
Commission will propose legislation on sustainable products including in
product design and further empowering consumers. The commission has
identified key product value chains as targets within this plan that include
ICTS, batteries, plastics, and textiles."

Global Change Data Lab Our World in Data
"Poverty, disease, hunger, climate change, war, existential risks, and
inequality: The world faces many great and terrifying problems. It is these
large problems that the site Our World in Data focuses on. The goal of Our
World in Data is to make the knowledge on these problems accessible and
understandable. The front page of Our World in Data lists the same big
global problems every day, because they matter every day. Our World in
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Group of academic editors

TraceX

Stadt Zirich

Group of academic authors

Data is convinced that to understand issues that are affecting billions, we
need data, available on an understandable and public platform. This allows
everyone to see the state of the world today and track where we are making
progress, and where we are falling behind. Through interactive data
visualizations we can see how the world has changed; the summaries on
scientific literature provided help us understand why."

Combating water losses using Al in Brazil

"In Brazil, 38% of water from springs is lost during distribution. Brazilian
start-up Stattus4 developed 4Fluid, a solution combining I0T sensors and
Artificial Intelligence to detect possible leaks. By collecting vibration,
consumption, and pressure data, the Al learns to distinguish between the
expected vibrations of water flowing through pipes, and those indicating
real losses through leakage and even apparent losses through illegal
connections or damaged water meters, providing near real-time
information to managers to support decision-making."

Blockchain-enabled sustainable rice production in India

"Rice production, one of India’s largest export commodities, requires vast
quantities of water and contributes substantially to global warming through
methane production. Food and agri-business Olam partnered with Indian
blockchain platform TraceX to improve the sustainability of rice
production in Haryana, India using a blockchain-based solution. TraceX
allowed streamlined communication with farmers, rapid retrieval of audit
data, and mutual transparency and trust across the value-chain. Farmers
also reported up to 12% increases in income, and reduction of water
consumption and pesticide use of around 85% on average thanks to the
solution’s data collection and recommendations."

Participatory Budgeting “Stadtidee”

"The project called “Stadtidee” (city idea) was launched in 2021 as part of
Zurich’s Smart City Strategy as the first city-wide participatory budget of
the City of Zurich. Between July and September 2021, residents of Zurich
were invited to submit ideas for changes in the Zurich neighbourhood with
a connection to climate, nature and children and youth. The ideas were
submitted via an online participation platform based on the Open-Source-
Software “Decidim” (from Barcelona), competing for the distribution of a
total of 540’000 Swiss Francs. 167 ideas for Zurich were submitted as part
of the project, of which 135 made it to the final selection and were later
voted on. The winning ideas will be implemented in 2022. This democratic
tool was not invented in Zurich. It was first tried out in Porto Alegre in
Brazil in 1989. A similar procedure has also become established in many
German cities under the term "participatory budgeting™. In the meantime,
most participatory budgets take place online: for example, Reykjavik after
the 2008 financial crisis, Barcelona or Helsinki. In Switzerland, the city of
Lausanne has also tried it out."

Case Study: Early Deforestation Alerts

"The Amazon Rainforest is a crucial element of the world’s ecosystem,
containing incredible biodiversity while capturing 123 billion metric tons
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of carbon. While the indigenous people of the region have been supporting
conservation efforts, e.g., by patrolling their home territories for logging
and other illegal activities, rapid deforestation continues. A recent study
conducted in the Peruvian Amazon investigated whether deforestation rates
could be reduced with the help of technology, equipping the local
population with satellite-based “early deforestation alerts”, allowing
individuals to signal illegal activities to the authorities from a distance
[155]. Participating in the program helped reduce tree cover loss (effects
were stronger in the first year compared to the second year of the study)
and the reductions were largest in communities facing more imminent
threats. Over the course of the two years, the communities patrolling with
the help of satellite data averted the logging of an estimated 456 hectares
(1,127 acres) of forest cover, preventing the release of more than 234,000
metric tons of CO2 emissions. Consequently, the study showed that
community monitoring of forests using satellite data and smartphone
technology can help reduce Amazon deforestation and might also be an
effective strategy elsewhere. It is important to note that for this approach to
work, communities must have enough trust in state enforcement authorities
to activate them in case of high threat intruders [156]. State capacity and
determination might not be existent to a sufficient degree in every area. In
the same vein, even if the program is successful, there is a risk of illegal
activities shifting to less monitored parts of the forest."

Microsoft Sustainability Calculator

"Managing data is one of the biggest pain points in the sustainability
journey of many organizations. There is a torrent of data from all areas of
the value chain, and unfortunately much of it currently is often poor
quality, siloed and difficult to share. The very real risk is that even with the
best of intentions, carbon emissions data is meaningless if it cannot be
properly ingested for analysis and action.

We experienced this across Microsoft as we work toward our own
commitments to become carbon negative, water positive and zero waste by
2030. We soon realized that we needed to bring our world-class data and
environmental science teams together with our engineering and product
teams to build new and better digital technology not just for ourselves, but
for our customers. This was the origin for the Microsoft Cloud for
Sustainability."

Climate Innovation Fund

"Investing for new carbon reduction and removal technology: We will
deploy $1 billion of our own capital in a new Climate Innovation Fund to
accelerate the development of carbon reduction and removal technologies
that will help us and the world become carbon negative."
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"With the Climate Innovation Fund, Microsoft has launched an initiative in
2020 aimed at helping suppliers and customers around the world reduce
their own carbon footprints and fund innovation to accelerate the global
development of carbon reduction, capture, and removal technologies.
According to Microsoft, funding in investments will be based on four
criteria: Climate impact, underfunded markets, shared alignment and
climate equity. The Climate Innovation Fund was launched in the context
of Microsoft's commitment to be carbon negative by 2030, and to remove
from the environment, by 2050, all the carbon the company has emitted
either directly or by electrical consumption since it was founded in 1975.
To reach these goals, Microsoft has launched a program to cut carbon
emissions by more than half by 2030, both for direct emissions and for the
entire Microsoft supply and value chain. This will be funded in part by
expanding the internal carbon fee, in place since 2012 and increased in
2019."

Planetary Computer

"The Planetary Computer combines a multi-petabyte catalog of global
environmental data with intuitive APIs, a flexible scientific environment
that allows users to answer global questions about that data, and
applications that put those answers in the hands of conservation
stakeholders."

FarmBeats

"FarmBeats: Several studies have demonstrated the need to significantly
increase the world’s food production by 2050. However, there is limited
amount of additional arable land, and water levels have also been receding.
Although technology could help the farmer, its adoption is limited because
the farms usually do not have power, or Internet connectivity. We are
working towards an end-to-end approach, from sensors to the cloud, to
solve the problem. Our goal is to enable data-driven farming. We believe
that data, coupled with the farmer’s knowledge and intuition about his or
her farm, can help increase farm productivity, and also help reduce costs.
However, getting data from the farm is extremely difficult since there is
often no power in the field, or Internet in the farms. As part of the
FarmBeats project, we are building several unique solutions to solve these
problems using low-cost sensors, drones, and vision and machine learning
algorithms."

"With Azure FarmBeats, Microsoft is contributing towards enabling data-
driven farming. The belief is that data, coupled with the farmer’s
knowledge and intuition about his or her farm, can help increase farm
productivity, and help reduce costs. However, getting data from the farm is
extremely difficult since there is often no power in the field, or Internet in
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the farms. As part of the project, FarmBeats is building several unique
solutions to solve these problems using low-cost sensors, drones, and
vision and machine learning algorithms. According to FarmBeats principal
researchers, FarmBeats wants to highlight something essential for the
future: Al doesn’t replace human knowledge; it augments it."

SunCulture

"SunCulture: SunCulture develops irrigation and farming technology
solutions to help smallholder farmers in Africa maximize yields and
increase earnings. SunCulture combines intelligent hardware, 10T, big data,
and neural networks to help farmers practice precision agriculture.”
Contributions to Fit for 55

"A technology-based solution in action can be seen in a project run by a
Swiss company called Climeworks. Using only renewable energy,
Climeworks’ technology captures carbon dioxide from the air, at which
point it can be used for products such as synthetic fuels, greenhouse
agriculture, and carbonated beverages, or it can be permanently stored
underground in volcanic rock using a mineralization process."

Microsoft Carbon Removal - Lessons From an Early Corporate Purchase
"Our first ever carbon removal procurement project. Learnings show, there
is no real existing carbon removal ecosystem and the world must build a
new market on an unprecedented scale and timeline, starting from almost
scratch.”

Microsoft named Principal Partner for COP26 - Microsoft On the Issues
"Microsoft SDG Report 2021 contains all Microsoft’s technology-sensitive
sustainability commitments for 2030: Carbon negative by 2030, Zero
Waste by 2030, Water positive by 2030 and to contributions to preserving
and protecting the biodiversity and health of the world’s ecosystems."
Public participation in Tiritiri Matangi Island project

"Tiritiri Matangi Island has attained an international profile as a successful
ecological restoration project and is often cited as a model of
environmental stewardship. Ecological restoration on the island has always
involved, and been dependent on, voluntary public involvement. The
Tiritiri Matangi Island project is an example of how public participation
not only reinforces existing links between the public and scientific
communities, but also facilitates even greater understanding of ecological
concepts outside the professional and academic worlds. Enhanced
ecological advocacy, ecological research and biodiversity management are
cited as outcomes of the collaborative involvement among the island’s
stakeholders, ultimately leading to the development of a “public ecology’."
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