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Message by Sha Zukang, Under-Secretary-General, United
Nations Department of Economic and Social Affairs (UNDESA)

The Internet has become the backbone of our globalized world. It is a powerful tool that
can assist us in our efforts to promote peace and security, as well as development and
human rights. Given the tremendous potential of the Internet to change our lives, it is no
wonder that people take an interest in how it is being run and managed. What has
become known as ‘Internet governance’ has thus become a new issue on the agenda of
international cooperation. The Internet is a new technology and its governance is as
innovative as its underlying codes and protocols. In essence, Internet governance is
based on collaboration between all stakeholders.

The Internet Governance Forum (IGF) builds on this tradition of multistakeholder
cooperation. It is a direct outcome of the World Summit on the Information Society
(WSIS), and its main purpose is to bring people together from all stakeholder groups -
governments, the private sector, civil society and the academic and technical
communities - to stimulate debate and discussion, exchange information and share
good practices. Participants at the IGF engage as equals in a dialogue on public policy
issues related to the Internet and its governance.

In spite of the diverse interests of its stakeholders, from its first meeting held in Athens
in 2006 via Rio de Janeiro to its 2008 meeting in Hyderabad, the IGF has become a
melting pot for a common understanding of issues. While the IGF does not have
decision-making authority, it can inform and inspire those who are in a position to make
decisions. The IGF is thus a tangible contribution to the implementation of the WSIS
Tunis Agenda.

The first two meetings of the IGF produced a lot of valuable materials. This book
presents a digest of the increasing wealth of knowledge on issues related to Internet
governance. The United Nations Department of Economic and Social Affairs (UNDESA)
provides the institutional home of the IGF Secretariat, which has prepared this book with

the support of the ITU and UNESCO.
E % - F;



Foreword by Dr. Hamadoun I. Touré, Secretary-General,
International Telecommunication Union (ITU)

ITU and the evolution of the Internet

Founded in 1865, ITU" has been an integral part of the United Nations system since its
inception in 1947. As the leading United Nations agency for information and
communication technologies, ITU acts as the global focal point for both governments
and the private sector. As organizer of the well-established TELECOM? events, and
through its core sectors — Radiocommunication® (ITU-R), Standardization® (ITU-T) and
Development5 (ITU-D) — ITU is intensely involved with the ongoing development of the
Internet.

ITU, WSIS and the IGF

The World Summit on the Information Society 6 (WSIS) represented an important
milestone in ITU’s long and distinguished history. The WSIS was the first time that the
organization had taken on the leading managerial role in a UN Summit convening many
Heads of State and Government. The Declaration of Principles7 and Action Plan®
adopted on 12 December 2003 during the first phase of WSIS, and the Tunis Agenda
for the Information Society9 adopted on 18 November 2005 during the second phase
are the basic outcome documents of the Summit. Included in the Tunis Agenda was an
invitation to the UN Secretary-General to convene, in an open and inclusive process, a
new forum for multi-stakeholder policy dialogue (para 67) called the Internet
Governance Forum *° (IGF). Another stated aim of the WSIS was to enhance
cooperation in this multi-stakeholder environment (see Figure 1).

In November 2007, ITU Played an essential facilitation role and participated actively in
the second IGF meeting ! held in Rio de Janeiro, Brazil, (co)organizing three important
IGF events: the Open Forum on Cybersecurity entitled “Can we win the war against
cyber-threats?”; the Thematic workshop on Multilingualism entitled “Towards
international standards for a truly multilingual global Internet Multilingualism” (in
collaboration with UNESCO and ICANN); and the Thematic Workshop on Diversity
entitled “Making accessibility a reality in emerging technologies and the web”.

See http://www.itu.int/

See http://www.itu.int/ITUTELECOM/

See http://www.itu.int/ITU-R/

See http://www.itu.int/ITU-T/

See http://www.itu.int/ITU-D/

See http://www.itu.int/wsis

See http://www.itu.int/wsis/documents/doc_multi.asp?lang=en?&id=1161|0
See http://www.itu.int/wsis/documents/doc_multi.asp?lang=en?&id=1160|0
See http://www.itu.int/wsis/documents/doc_multi.asp?lang=en&id=2267|0
See http://www.intgovforum.org/

See http://www.itu.int/osg/csd/intgov/itu_second_igf.html

7



WSIS and Internet

S reaffirmed that the international management of the Internet should
mu sparent and democratic, with the full involverment of
gC‘/C‘J nments, private sector, civil society and International Organizations

\n.l_:-

Internat m . Multi-stakeholder
Governsnce r approach
Forum (IGF)

Figure 1

The WSIS noted that the core competencies of ITU in the field of ICTs are of crucial
importance for building the information society (Geneva Declaration of Principles, para
64). In recognition of ITU’s expertlse world leaders agreed to appoint ITU as the sole
Facilitator for WSIS Action Lines C2* (“Informatlon and Communication Infrastructure”),
cs® ("Building Confidence and Security |n the Use of ICTs") and, since 2008, taking
over from the UNDP in the lead role for C6* (“Enabllng environment”).

ITU's activities, policies and strategic direction are determined and shaped by its
Member States and the interests of the ICT industrial sectors it serves. For instance, at
the Plenipotentiary Conference in Antalya, 2006, a commitment was made to focus on
Internet Protocol (IP)-based networks (Resolution 101). The transition to IP-based
technologies is now a key strategic element in the design, development and use of the
world’'s telecommunication networks. This transition has shaped, and continues to
shape, ITU’'s work programmes in its three sectors. From Next Generation Networks
(NGN) and cybersecurity to policy issues and resource management, ITU has some
involvement in almost every major aspect of Internet development (see Figure 2).

12
13
14

See http://www.itu.int/wsis/c2/index.html
See http://www.itu.int/wsis/c5/index.html
See http://www.itu.int/wsis/c6/index.html



ITU approach

e WSIS Principles
and outcomes

A% ITU response ko
Members States

 play a key role in facilitating the coordination of internet-related public policy issues

* play a key role in the development of internet related technical standards and
relevant policles

» provide the necessary assistance to Members States

* making use of the ITU as platform to foster international cooperation and promote
multistakeholder approach among all key plaversin the Internet arena

»  Multilingualism and IDN

* IPv6 and IP-enabled Next Generation Networks
» Security

v Internet Accessibility for people with disabilities
» Internet and climate change

» International Internet Connectivity

» Internet Exchange points

Figure 2

IP-enabled NGN (including Policy and Regulatory Challenges)

Substantial investments are being made by operators and equipment manufacturers in
what are often referred to as IP-Enabled Next Generation Networks (NGN). IP-enabled
NGN can be seen as a logical progression from separate Public Switched Telephone
Network (PSTN), mobile and IP-network infrastructures to unified networks for
electronic communications based on IP. The fundamental difference between NGN,
today's data networks and PSTN networks is the shift towards a converged, packet-
switched multi-service platform. IP-enabled NGN is already being deployed by
numerous service providers around the globe.

ITU activities related to NGN include establishing architectures, interface specifications,
and implementation guidelines in the form of ITU standards (Recommendations). The
ITU's NGN-Global Standards Initiative*® (NGN-GSI) encompasses all NGN work across
ITU Study Groups (SGs) since 2003. These SGs are looking at aspects like the
evolution of networks to NGN, QoS (Quality of Service), interoperability, security,

% See http:/iwww.itu.int/I TU-T/ngn/



generalized mobility, service capabilities and architecture.

In addition to SGs, ITU has organized a wide range of events around the theme of
NGN. Attracting high-level engineers and managers from all industry sectors, some of
the major events have included the workshops “Satellites in NGN?” 16 (Montreal,
Canada, July 2007); “Multimedia in NGN” " (Geneva, September 2007); and
Innovations in NGN* (Geneva, Switzerland, May 2008).

ITU has also been extremely active with regards to policy and regulations in this area.
The 7th annual Global Symposium for Regulators19 (GSR) was held on February 2007
under the theme of “The Road To Next-Generation Networks (NGN): Can Regulators
Promote Investment And Achieve Open Access?”. The GSR Discussion Papers,
together with additional chapters on NGN technology and an ICT market and regulatory
overview were published in the 2007 edition of ITU Trends in Telecommunication
Reform (“The Road to Next Generation Networks”)zo. Together with infoDev, ITU has
also developed the ICT Regulation Toolit?!, an online resource for regulators and
policy-makers in developing countries that contains a series of modules on key
regulatory issues.

A global approach to DNS?*

Although the majority of Internet users are now non-native English speakers, certain
components of the Internet remain English-centric, which have created barriers to
access. One barrier is the lack of internationalized capability within the Internet Domain
Name System (DNS). The deployment of Internationalized Domain Names (IDN) has
raised a number of issues including technical and interoperability issues, administrative
arrangements (particularly for internationalized top level domains), intellectual property,
dispute resolution and cultural and/or social issues.

The joint activities of UNESCO and ITU on Multilingualism and IDNs include developing
a set of universal standards aimed at facilitating the creation of multilingual Information
Society. A good example is the coordination work being carried out to develop an
internationalized country code, Top Level Domain (ccTLD) reference table, which would
foster and further facilitate the implementation of projects on Internationalized Domain
Names. To achieve this important result and in their efforts to promote inclusion, local
content development and increased global access to the Internet, ITU and UNESCO
are in regular discussion with other UN bodies, such as WIPO, UNESCWA, as well as
ICANN and the Governmental Advisory Committee (GAC). ITU is also a regular
participant in the ICANN Technical Liaison Group, of which it is a member.

Cybersecurity and Countering Spam Activities

Confidence and security in using Information and Communication Technologies (ICTs)
are prerequisites for the development of an inclusive and global information society, and
ITU has made cybersecurity a top priority.

16
17
18
19
20
21
22

See http://www.itu.int/ITU-T/worksem/satellites/200707/index.html

See http://www.itu.int/ITU-T/worksem/multimedia/200709/index.html

See http://www.itu.int/ITU-T/uni/kaleidoscope/index.html

See http://www.itu.int/ITU-D/treg/Events/Seminars/GSR/GSR07/Chairmansreport_final.pdf
See http://www.itu.int/pub/D-REG-TTR.9-2007

See http://www.ictregulationtoolkit.org

The ITU’s relevant information was identified by SG17. See http://www.itu.int/I TU-
T/studygroups/com17/idn/index.html
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As sole facilitator for WSIS Action Line C5, last year ITU launched the Global
Cybersecurity Agenda = (GCA) as a framework for dialogue and international
cooperation aimed at addressing global challenges in cybersecurity. A High-Level
Experts Group24 — made up of top specialists from around the world — was immediately
established and, after intense collaboration, they presented a number of proposals to
me. GCA has already transitioned into an operational phase through the launching of
two major initiatives — Curbing global cyber threats in partnership with the International
Multilateral Partnership Against Cyber-Threats (IMPACT) and Child Online Protection
with a coalition of several partners.

In addition to initiatives arising from the GCA, ITU’s has also been active in promoting a
safe cyberenvironment. ITU’s security standards cover a broad range of areas,
including security principles for IMT (3G) networks, IP multimedia systems, NGN,
network security requirements, network attacks, theft and denial of service, theft of
identity, eavesdropping, telebiometrics for authentication and security of emergency
telecommunications. ITU is providing direct technical assistance for building capacity in
Member States (particularly developing countries), designed around coordinating
national strategies and protecting network infrastructures from threats. And ITU is doing
its part to build confidence and security in the use of ICTs by creating an enabling
environment through its management of the international radio-frequency spectrum and
the establishment of appropriate Recommendations.

Using ICT to create a better world

ITU is constantly encouraging the use of ICTs for making the world a better place. Two
high priority initiatives include promoting ICTs for greater Accessibility and Climate
Change, which are of great interest also within Internet Governance related matters.
ITU’s World Telecommunication and Information Society Day (WTISD), which took place
in Cairo on May 2008, gave particular attention to “Connecting Persons with
Disabilities”. ITU is also involved in variety of collaborative efforts to promote
accessibility, such as the Dynamic Coalition on Accessibility and Disability (DCAD),
established after the very good results obtained within the context of the IGF meeting in
2007. On Climate Change, ITU is active on many fronts: monitoring, knowledge sharing
and active reduction of greenhouse gas emissions (GGEs). For instance,
radiocommunications can be used for environmental monitoring, public protection and
humanitarian disaster relief. Recently, ITU has co-organized two important events
focused on Climate Change: in Kyoto (with MIC Japan) and London (with British
Telecom). ITU is also active in the coalition on Internet and Climate Change (I&CC),
established under the IGF framework with the aim of moderating the environmental
impact of the Internet and finding intelligent ways of using the power of the Internet to
reduce GGEs worldwide.

Our ongoing mission

The Internet is already changing the way we work, play and think, and there is a huge
store of as-yet-untapped potential. At ITU, we'll continue to find ways of advancing
progress: helping define technical standards, supporting innovative projects, promoting
best practice and policies, and safe-guarding the rights of everyone to have access to a
secure and effective global network. At ITU, we are truly committed to connecting the
world.

23

o See http://www.itu.int/osg/csd/cybersecurity/gca/

See http://www.itu.int/osg/csd/cybersecurity/gca/hleg/index.html
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Foreword by Koichiro Matsuura, Director-General, United Nations
Educational, Scientific and Cultural Organization (UNESCO)

The Internet has revolutionized the way people communicate, create and share
knowledge. It is an inherently democratic and empowering force that presents an
unparalleled opportunity to improve the free flow of information and ideas around the
world. To that end, Internet governance mechanisms must be based on the principles of
openness and diversity, encompassing universal access, freedom of expression,
interoperability and measures to resist any attempt to censor content. They must also
respect cultural and linguistic diversity to enable the fullest access possible. All of these
are essential if the Internet’s potential to foster sustainable human development and
build more democratic societies is to be realized.

That is why Internet governance at the global level is a core concern of UNESCO. Our
mandate is to promote the free flow of ideas by word and image and to develop
communication between peoples as a means of constructing inclusive, development-
oriented knowledge societies based on the principles of freedom of expression,
universal access to information, linguistic diversity and equal access to quality
education.

Adopted in the aftermath of the Second World War, UNESCO's constitution explicitly
emphasizes the importance of upholding the dignity, equality and mutual respect of all
peoples through the free exchange of ideas and knowledge as the path towards mutual
understanding and building a sustainable peace.

That commitment remains constant. What has changed — exponentially — is the role of
technologies in facilitating it. Indeed, three years after the concluding phase of the
World Summit on the Information Society (WSIS) in Tunis, we see how the
technological pace constantly overcomes our capacities to plan and design appropriate
policies to bridge the growing gaps in development. The explosion of Internet users in
developing countries and the diffusion of mobile phone subscriptions are just two
examples. The challenge is to take full advantage of the potential offered by information
and communication technologies to ensure universal access to information and
knowledge. Internet governance is crucial to achieving this goal.

During the WSIS, UNESCO strongly advocated the ethical, legal and socio-cultural
dimensions of knowledge societies. In recognition of the importance of these issues,
UNESCO was designated as lead facilitator agency for the multi-stakeholder
implementation of six Action Lines". The fulfilment of WSIS recommendations and the
implementation of the Action Lines represent a serious commitment for the
Organization; UNESCO has integrated major WSIS principles and actions into its
programmes and restructured its strategies to accommodate the outcomes of the WSIS,
pursuing and promoting the overarching goal of building inclusive knowledge societies.

The innovative open multi-stakeholder approach initiated at the summit has been the
keystone for UNESCQ's implementation of the Action Lines, promoting partnerships that
take advantage of each actor’'s specific expertise in pursuit of a common aim. The
successful experience of the first two years of the Internet Governance Forum (IGF)
further demonstrates the importance of such an approach.

The dynamics of technological and social change pose fundamental questions about
promoting human-centred knowledge societies and ensuring universal participation in
them. Many of the issues raised in the IGF debate have broadened significantly beyond
technical matters to include societal, ethical and legal aspects. We must view the IGF

12



as an ongoing process towards building a global Internet Governance regime, which
has proved the validity and effectiveness of the core WSIS principles: “Multi-
stakeholderism”, “Transparency”, “Openness” and “Inclusion”.

UNESCO welcomes the choice of the overall theme for the Third IGF in Hyderabad,
India, in December 2008 — “Internet for All", which echoes UNESCO’s longstanding
commitment to Education for All. This represents a clear recognition of the central role
of the human being and an understanding of the Internet that goes beyond the net of
computers to look at the enormous potential for connecting human knowledge.

“Reaching the next billion” is another theme that UNESCO fully supports, focusing on
the developmental potential of the Internet, and tackling the burdens of access starting
from multilingualism. Ensuring a multilingual cyberspace is an integral element of
UNESCO's work to promote linguistic and cultural diversity and universal access to
information and knowledge. These are elucidated in the 2003 UNESCO
“Recommendation concerning the Promotion and Use of Multilingualism and Universal
Access to Cyberspace” and are being given particular prominence in 2008, the
International Year of Languages, for which UNESCO is lead agency.

UNESCO strongly supported the introduction of Internationalized Domain Names during
the first IGF and has worked since then to establish multi-stakeholder partnerships for
ensuring universal access to the Internet through each script and language. The
decision of the 32nd meeting of the Internet Corporation for Assigned Names and
Numbers (ICANN) in June 2008 in Paris, to establish a fast track mechanism for
providing the first Internationalized Country Code Top Level Domains Names (IDN
ccTLDs), was a major step forward in the development of the Internet as a global
information and communication tool, as it will enable multi-script addressing and
therefore ensure access for millions of users who are currently deprived of this core
resource of knowledge societies due to language constrictions at the very entry points
to the Internet.

UNESCO’s 2005 World Report “Towards Knowledge Societies” emphasized the need
for “knowledge societies ... [to] be based on a ‘double multilingualism’ — that of
individuals and that of cyberspace.” UNESCO is committed to work towards a
multilingual Internet as part of a multilateral, transparent and democratic process
involving governments and other stakeholders, working to build capacities, raise
awareness and leverage political deadlocks in the codification of scripts and languages.

As part of the ongoing debate on Internet governance, UNESCO will:

e  Contribute to the debate on issues within its fields of competence, particularly
the broader “cyberspace” policy issues (legal, societal and ethical), insisting
on robust analysis, advocating precise language and supporting a
depoliticized debate.

e Ensure that the Internet can contribute to the economic and social
development of poor countries and promote policies that would enhance the
developmental potentialities for the Internet.

e  Offer its experience in facilitating the debate around Internet governance
among governments, civil society and private sector with a specific regional
focus, to develop solutions tailored to the needs and capacities of each
country, working to reach the largest consensus on the issues of access,
freedom of expression, cultural and linguistic diversity.
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® Encourage technical innovation and promote the bottom-up, diffused and
collaborative spirit of Internet development

® Support the efforts of ICANN to enhance its openness and multi-stakeholder
organization, internationalization, independence, neutrality and transparency.

® Ensure greater participation and equal opportunity to benefit from the
development of new multiscript generic top level domain names (gTLDs), and
foster truly global competition that is open to developing countries.

® Encourage the grass-roots advocacy and action processes of the Dynamic
Coalitions around relevant internet-related public policy issues, and foster the
multi-stakeholder engagement of public and private actors from developing
countries.

® Support the enhanced cooperation mechanism recommended by the Tunis
Agenda on public policy issues pertaining to the Internet, initiated by the
Under-Secretary-General in March this year.

We stand today at the midway point for achieving the Millennium Development Goals -
a challenge for humanity to which UNESCO has wholeheartedly committed its
programme and resources. Despite the Internet, the “knowledge divide” is likely to
continue to widen unless urgent steps are taken to close it. Tim Berners-Lee predicted
more that ten years ago: “The Web will have a profound effect on the markets and the
cultures around the world: intelligent agents will either stabilise or destabilise markets;
the demise of distance will either homogenise or polarise cultures; the ability to access
the Web will be either a great divider or a great equaliser; the path will either lead to
jealousy and hatred or peace and understanding.”

Internet governance that is conducive to openness and diversity will help us follow the
second path and build knowledge societies.
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Introduction

The IGF Book - Markus Kummer

The Internet Governance Forum (IGF) was conceived as a platform for multi-
stakeholder dialogue on public policy related to Internet governance. This dialogue was
focused on the public policy debate on Internet governance, as defined by the World
Summit on the Information Society (WSIS) and contained in the Tunis Agenda. But the
focus was no more specific than that, which meant that our debates were left open to
follow a variety of directions,

The IGF has, in its short history, broadened the debate on Internet governance. Issues
of child protection for instance came to the fore at the second meeting in Rio de Janeiro,
as did linkages with sustainable development and climate change. So, the IGF
succeeded in creating a space for an issue-oriented policy dialogue on Internet
governance with shared trust and confidence among all stakeholders concerned.

To begin with, we thought that the IGF should make best possible use of the Internet in
publishing its discussions and we considered the IGF as a ‘paper free space’. In terms
of transparency, all the proceedings of the IGF meetings held so far are available on the
IGF Web site. These include the verbatim transcriptions of the main sessions, video and
audio casts of all main sessions and audio casts of all workshops and other events. In
addition, there is a summary report prepared by the IGF Secretariat of the First IGF
meeting held in Athens in 2007 and a Chairman’s Summary of the Second IGF meeting
held in Rio de Janeiro in 2007.

There is a reference to the requirement to ‘publish its proceedings’ in the mandate set
out in the Tunis Agenda. The mandate does not specify in what format the proceedings
should be published, but it did become apparent that there was an expectation by
stakeholders to get a product between two covers -an old fashioned book they could
take home and put on their bookshelves.

And indeed, on further reflection, there is much merit in making the wealth of the
proceedings available to a broader community interested in the Internet - users,
practitioners, engineers, entrepreneurs, researchers, students and advocacy groups of
all sorts. We thought, therefore, we should produce a book to record the IGF history and
hoped to publish the written records of the Athens meeting. Unfortunately, due to lack of
sufficient funding, this was not possible in 2007.

The first ‘IGF Book’ therefore contains the proceedings of the first two meetings. What is
a coincidence caused by budgetary restraints turns into an opportunity: by sifting
through the material of the first two years it became apparent that we had a plethora of
material that deserved to be published. In addition, we approached some distinguished
personalities who showed a keen interest in the IGF as an experiment in multi-
stakeholder cooperation and asked them for their personal reflections.

Heads of State and government wanted the IGF to be open, transparent and inclusive,
involving all stakeholders on an equal footing. The IGF tries to comply with this
mandate. This is a learning process for all stakeholders involved, but so far it has been
largely successful because they all recognized that such a dialogue was in their interest.
Governments recognized that informed decision-making needed the input of non-
governmental stakeholders — the private sector, civil society, including the technical and
academic communities. These groups, on the other hand, were keen to be involved in a
dialogue with governments to learn about public policy concerns they might have.



Governments, while remaining the decision-makers, thus rely increasingly on the advice
of other stakeholders in the upstream consultative process that helps to shape their
decisions. There is a need to find new and innovative ways to involve all stakeholders in
tackling emerging problems on the global agenda. The IGF, though modest in its
means, may be able to contribute to the search for new governance models.

It is our hope that this book will help to inform interested readers about Internet
governance and the IGF, but also give them an insight into multi-stakeholder
cooperation in general terms. United Nations Under-Secretary-General Sha Zukang and
the United Nations Department of Economic and Social Affairs deserve our thanks for
their ongoing support of the IGF process. My thanks also go to the ITU and UNESCO
and their staff who helped make this publication possible, in particular to Miriam Nisbet,
Andrea Beccalli and Marco Obiso. Last but not least, | would like the editors, Avri Doria
and Wolfgang Kleinwéchter, who turned the wealth of material available on the IGF Web
site into a coherent narrative.



The Role of the Internet Governance Forum - Nitin Desai

The Internet Governance Forum is an experiment in global governance. It does not
have a pre-defined membership. It is open to anyone - governments, civil society, the
corporate sector, the internet technology community, in fact to anyone who has an
interest and the competence to contribute. Come as you are but come with something
to offer is what it says. Itis an open access forum not designed to take decisions but to
function as a space for airing different views and stimulating dialogue and discussion. It
is a bit like a village or town meeting giving voice to the users of the net and helping to
identify emerging issues.

The Internet Governance Forum, a product of the tense discussions in the World
Summit on the Information Society at Geneva and Tunis, has met twice so far, in Athens
in 2006 and Rio de Janeiro in 2007. By all accounts the two meetings have been
considered a success and the fact that participants continue to come, even they are
under no obligation to do so, testifies to the possibility that they consider it useful.

The discussions at the two IGF forums held so far have been largely about issues of
equity and freedom. The broad theme of equity covers many things - the concern about
Internet users in developing countries, about users in remote areas, about gender,
about indigenous people, about people with disability. This concern for equity also
underlies the discussions on diversity, local content and IDN so that the Internet is more
accessible to people whose natural language is not English, natural script is not Latin. A
very important dimension of equity is the question of access cost which has come up
again and again in the discussions.

The IGF discussions have quite naturally focused on the tremendous growth in Internet
usage-in fact the issue of Internet governance has acquired salience precisely because
of this explosive growth. But the concern for equity also manifested itself in the frequent
references in the discussions to the five billion who are not yet on the Internet. In some
ways the third meeting of the IGF in Hyderabad is an appropriate place to start focusing
on the day when the Internet is universal in the sense that everybody in the world has
an e-mail address, the way they have a postal address now, and where the use of the
Internet for communication, networking and knowledge acquisition is as ubiquitous as
face-to-face communication, as easily understood as the postal system and as widely
used as the telephone. Will our present ways of managing the Internet work as well
then? That is the question we should ask.

An important dimension of the equity theme is the discussion on the management of
critical internet resources that was much more explicit in the second IGF at Rio. The
real issue here is that the Internet is changing. It is no longer the shared instrument of
essentially Western information technology specialists, allowing them to communicate,
exchange knowledge and (as was the original motivation for Arpanet) share computing
capacity. It is now central to commerce, media, governance, citizen collaboration and
many other activities absolutely central to how people wish to live their lives. They will
not leave this as some privileged enclave beyond their sphere of influence. The
overwhelming majority of its new users are going to be non-English speaking lay
persons in developing countries. Equity demands that their concerns become central to
how the Internet is managed.

The second broad theme under which one could put much of what came out of the
discussions in the two IGFs we have had so far is under the theme of freedom. The
core issue here is what should be considered wrongful suppression of freedom of
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expression and is there anything in the structure of Internet governance that can help us
to guard against this? How do you reconcile the freedom of expression and privacy with
the issues about authentication, digital identity and so on that are a emerging from the
concerns about national and global security?

The concern for freedom of expression should not allow the Internet to become a
privileged haven for criminals. That is why an important strand of the discussion in the
two IGFs has been the protection of Internet users from cyber-crime, spam and so on. A
crucially important part of this is the dialogue on child pornography and child protection.

This is a governance issue and the exchange of experiences that the IGFs have
facilitated on this may well be their most substantive contribution.

In terms of how the Internet is managed, its modalities so to speak, a great deal of the
discussion in the two IGFs centred around the tension between relying on the market
and focusing on the public good nature of the Internet. There was a sense that because
this is a medium, unlike so many others, where the innovation takes place at the edges,
you have to keep a structure and modality of management which allows this innovation
and does not have an excessive amount of central control. Otherwise, the medium will
stop developing.

Competition is the key to innovation and more and more of the new applications,
perhaps even standards, are coming from profit seeking entrepreneurs. There are
issues of competition policy which will arise if you were to depend on the market. This is
a low-cost of entry business where a particular application which is just, say, 20% better
than every other, because it can reach out to every corner of the Internet at no cost, can
swamp the others. There is this winner takes all issue. But a winner may acquire an
edge because of a prior presence or because of IPR. Because of the global nature of
the Internet this type of competition issue cannot be handled entirely at the national
level. Where will that be handled?

The Internet is changing the way in which other businesses like telecommunication,
retailing, music and video distribution, publishing and so on operate. Some of these are
subject to policy regimes and regulatory supervision whose impact is greatly modified
by the new possibilities that the Internet provides. How will the interface between these
regimes and Internet governance be managed?

The IGF provides a space where these and other issues can be discussed. They are of
course discussed in specialist forums and in the bodies that have formal management
responsibilities for different parts of the Internet infrastructure. What the IGF provides a
forum where people and groups, who do not normally meet together, enter into a
structured and constructive conversation. Its success must be measured by the extent
to which it engenders changes in the actions and policies of bodies which do have
formal decision making authority. So far the focus has been on connecting with those
most directly involved in managing the Internet infrastructure. But the impact of the
Internet extends to many areas of policy beyond Internet and Telecom management.
The challenge is to create a space that draws in an increasingly wider class of
participants.

The Internet philosophy of working from the bottom up, of people of from different
countries working together informally in order to make things work somehow seems to
have percolated through even into the deliberations and working methods of the IGF.
The ease with which multi stakeholder involvement, not just in participation but also in
management and leadership, have been accepted is one measure of this. There is
something even deeper that is happening. What we may be seeing is really one of the
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great, potentially greatest, impacts of