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Belarus IGF is a national Forum dedicated to Internet governance (Belarus 

Internet Governance Forum). This is a vast platform to exchange experience 

and to build up dialogue between all participants of the process of the global 

development of the Internet sphere. It is a unique place, bringing together the 

state, businesses, non-commercial organizations, experts, technical and 

academic community to define the main directions for development of the 

national segment of the Internet.

Belarus IGF makes part of the global international Internet Governance 

Forum. It aims to enhance openness, mutual trust and readiness for 

cooperation between all related actors in the sphere: from government to 

operators and final consumers. The specific of the Belarusian Forum is that it 

does not limit itself to the national scale only – it claims to the status of the 

main platform for discussion of burning issues in the whole East European 

region.

On May 16, over 400 persons gathered at the Marriott Hotel in Minsk: 

business representatives, state agencies, noncommercial sector, academic 

and technical community, some ordinary Internet users. Over 30 experts took 

part in the Forum from Belarus, Russia, Ukraine, Moldova, the Netherlands, 

Armenia, Georgia and Canada.

Almost 1000 people watched live broadcasting – not only from Belarus, but 

from 11 foreign countries, from Armenia to Canada.

About Belarus IGF-2017
The open dialogue at Belarus 

IGF-2017 unfolded in several parallel 

topics:

— Infrastructure for open data in 

Belarus;

— Electronic government;

— Protection of personal data;

— Security on the Internet;

— Internet of Things (IoT);

— Regional problematics of the 

development of the Internet; legal 

aspects.
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Organizers
hoster.by is the largest registrar and technical administrator of domain zones .BY 

and .БЕЛ, as well as the only accredited registrar of international domains in the 

country. The company hoster.by is an organizer of charity auctions of domain 

names and numerous local and regional events, dedicated to the development of 

the Internet sphere. Member of international professional associations: СENTR 

(Council of European National Top-Level Registries), APTLD (Asia Pacific Top 

Level Domain Name Association), ccNSO (Country Code Names Supporting 

Organization).

Establishment «Consultative center on contemporary international practices and 

their implementation into law «Human Constanta». «We seek responses to 

modern-day challenges in human rights in Belarus and promote public interests. 

We work with digital freedoms so that new technologies serve our society instead 

of becoming a tool for curtailing rights and freedoms or a trick in the hands of 

criminals.»                

Operative Analytical Center under the Aegis of the President of the Republic of 

Belarus (OAC). It is a state agency regulating the activities on ensuring protection 

of information related to state secrets of the Republic of Belarus or other data 

protected according to legislation, to avoid leaks through technical channels, to 

prevent unsanctioned and undeliberate attacks.



On May 5, 2017, ahead of the large Forum Belarus IGF, a preliminary open discussion was held for a broad audience. 

The guests were mainly ordinary Internet users who wished to learn what stood behind the concept «Internet 

governance».

The meeting was organized by the technical administrator of national domains in Belarus — the company hoster.by and 

by the noncommercial organization Human Constanta. 

There were discussed only some issues, which received 

closer attention during Belarus IGF-2017:

— Laws and normative acts are needed for to regulate 

work with open data. It is essential that professional civil 

organizations and experts participate in developing the 

draft law so that it eventually work for people, and not for 

the sake of appearance. Infrastructure for open data as 

well as related specialists have to be developed and 

grown. 

— «Indexes inspire»: Belarus’ positions in international 

ratings show that the situation with the electronic 

government and electronic participation is improving, 

though slowly. Some people think that the society itself is 

not interested in the use of electronic services, or that 

quality promotion of online interaction is missing. 

Everything you wanted 
to know, but feared to ask 
about Internet governance

Meanwhile, the number of citizens using available online 

services is approaching 13 per cent, which is a good 

indicator. 

— To speak definitely about the necessity to 

implement new instruments, it is essential to outline what 

criteria of efficiency for the work of online services should 

be applied.

— One should remember that, primarily, services have 

to work for people. That is why feedback has to be 

collected and a sensible balance observed in 

implementing new practices.

The summing up phrase for the discussion could be 

formulated as follows: «We do not want to criticize, we spot 

the points for growth.» 
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Sergey Povalishev
Director General of hoster.by, co-organizer of Belarus IGF

«The very fact of holding the Forum and consolidation of all 

parties concerned proves that our country is ready to join the 

international dialogue on Internet governance. Being a technical 

administrator of national domains, we are acutely aware of the 

need to hold the dialogue «in a substantial manner» between all 

stakeholders. Finding points of contact even in the issues 

mentioned on the agenda could promote significantly the whole IT 

sphere in the country.» 

«From time to time we hear that Internet governance in Belarus is 

a somewhat restricted and vague area where it is highly 

complicated to change something or to be heard. Nevertheless, 

facts are eloquent: everyone who wanted to take part in the Forum 

– were able to do so.»

«I call on my colleagues, both from business and noncommercial 

sector, as well as from the government, not to look down on each 

other. Unfortunately, or luckily, we are all in the same boat. If every 

stakeholder paddles their own way, without coordinating their 

actions with the rest, the boat will stay on the same place, as the 

best variant. In the worst case, it will simply sink. We all have to 

realize that we are doing a common deed for the benefit of the 

development of the sphere.»

Michael Yakushev
Vice President of ICANN on relations with 

Russia, countries of CIS and Eastern Europe

«Internet governance is not only resolutions 

and directives. This means building up a 

multilateral dialogue and development of trust 

between all sides: parties concerned, 

consumers, operators, states.»

 «In Belarus, two national domains are 

developing successfully — .BY and .БЕЛ. By 

relative indicators and penetration of domains, 

the country shows one of the highest figures not 

only in the region, but in the whole world.»

«I would like to say a few words not about the 

importance of the Internet for Belarus, but about 

the role of Belarus for the global web. The 

country’s reputation has improved over a few 

years; Belarus is becoming more noticeable. In 

many countries, I meet consultants on technical 

issues at the highest level who descend from 

here. I would also want to underline the role of 

hoster.by as an ambassador of the Belarusian 

Internet on the international arena.»

The role of Belarus 
in the global IGF



Alexandra Kulikova
ICANN Manager on Eastern Europe and Central Asia

«The Forum is an indicator of the important role that 

Belarus plays in developing the global Internet.  Over the 

year, a huge step forward has been made, including the 

fact of joining ccNSO, installing the mirror of the root 

server L-root that optimizes traffic circulation, and 

receiving the ICANN accredited registrar status. We 

should remark that representatives of ByNET have grown 

actively engaged in international events dedicated to all 

aspects of Internet governance.»

«ICANN will surely support further the Belarusian IGF. 

The Forum shows that the topics discussed are interesting 

not only to the technical community, but to the broad 

audience in general and, of course, to businesses, 

noncommercial organizations and the public sector, 

whose representatives are here with us today.»

Maxim Burtikov
External Relations O�cer at the Internet Coordination 

Center of the European Regional Registry of IPs (RIPE 

NCC) 

«Belarus for us is one of key markets, and the support of 

Belarus IGF is part of the regional strategy of RIPE NCC. 

None actor in the sphere can solve issues of Internet 

governance in isolation. The format of the IGF works for to 

build up a dialogue and to raise trust.»

«We are glad that the main event dedicated to issues of 

technical aspects of Internet governance — ENOG — will 

also take place in Minsk. I call on everyone present today 

to realize that each of them is a part of the process of 

Internet governance.»

Anna Ryabova
Deputy Minister of Communications and Informatization of the Republic of Belarus

«The time of tough regulators and artful Internet users is far behind. It is important to find a 

flexible model of interaction which would allow business to develop fast and meanwhile 

would ensure security.»

«Belarus has high ambitions in the IT sphere. It is confirmed by high ratings on the world 

arena. However, changes in the sphere come not simply fast, they dash. That is why our main 

task is to make our strong regulatory role and flexibility of the expert community mutually 

complementary. I really hope that you will bring us new ideas and solutions.»
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Sergey Prokopov
Operative Analytical Center under the Aegis of the 

President of the Republic of Belarus

«Development of the Internet presupposes participation 

in the process of all parties concerned, with the consider-

ation of professional views and interests. I suppose that 

discussion of the topics outlined for the Forum and involv-

ing more participants in the discussion will allow us consid-

er many burning issues and find solutions to develop the 

national segment of the Internet. Also, it will contribute to 

more comprehensive and objective perception of the 

sphere by the society.»

Alexey Kozliuk
Cofounder of the noncommercial initiative Human 

Constanta

«The Belarusian Forum is becoming a tradition and has 

fully accomplished itself as an open platform with the 

participation of all parties interested in the development of 

the Internet.»

«Obviously, we will not find answers to all questions over 

the day. But what really important is that we will start 

trusting each other more and will leave the halls with new 

ideas.»



Program of the Forum
REGISTRATION, WELCOME COFFEE09:00 - 10:00

OPENING CEREMONY
Organizer's welcoming words

10:00 - 10:30

Welcoming speech from the Ministry of Communications 
and Informatization of the Republic of Belarus, Anna Ryabova

Broadband Internet access development in the Republic of Belarus, 
Olga Fedoreeva

10:30 - 11:00

Internet of Things is a new market. This is just the beginning. 
Sergey Poblaguev

11:00 - 11:30

COFFEE BREAK11:30 - 12:00

Internet Governance: trends and reality, plenary session, 
Leonid Todorov, Andrey Vorobyev, Ludmila Chekina, Lianna Galstyan, 
Chris Buckridge, Michael Yakushev, Elena Lopatina

12:00 - 13:00

LUNCH BREAK13:00 - 14:00

WORKSHOPS

Electronic Government: Sergey Shavrov, Аndrey Zavadskiy, 
Cornelia Amihalachioaye, Yuri Misnikov, Oleg Sedelnik, Sergey Kruglikov, 
Tanya Pedersen, Marina Sokolova

Protection of Personal Data: Nadezhda Hadanovich, Uliyana Zinina, 
Nikolay Dmitrik, Timofey Savitskiy, Nikolay Savanovich

Internet of Things: Denis Zhivotin, Pavel Ermachenko, 
Pavel Petrulevich, Andrey Orlov, Aleksandr Nikolaychuk

14:00 - 15:30

COFFEE BREAK15:30 - 16:00

WORKSHOPS 

Security on the Internet: Rafal Rohozinski, Aleksandr Sushko, 
Anatoliy Matveyev, Yuri Reznikov, Alexandra Kulikova, Mikhail Anisimov

Infrastructure of Open Data in Belarus: Sergey Kadomskiy, 
Maria Loitsker, Julia Berdnikova, Vyacheslav Shkadarevich, 
Vadim Radzivill, Ivan Begtin, Alina Rodachinskaya

Regional problematics of Internet Development. Legal Aspects: 
Michael Yakushev, Sergey Kopylov, Uliyana Zinina, 
Natalya Razygrayeva, Natalia Yurieva, Tatiana Ignatovskaya

16:00 - 17:30

SUMMARIZING THE FORUM17:30 - 18:00
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«Our goal is not only to ensure Internet access for population, but to make it 

high speed and high quality. Belarus is already among leaders of development 

of broadband access to the Internet not only in the CIS, but among European 

countries, too.»

«The 4G standard already exists in Minsk and regional centers, with the 

coverage of 42 per cent of the population. It is planned to introduce 4G to all 

towns with population 50 000 and more within 2 next years. Also, we hope to 

see arrival of 5G nets in Belarus within 5 years.»

«In Belarus, the backhaul has been built for transfer of all kinds of traffic as 

well as for providing traffic transit. The total bandwidth today is 3.4 TB/sec. Also, 

I would like to remark that the existing possibility of traffic transfer with the 

speed up to 8 TB/sec is the shortest route between Moscow and Frankfurt am 

Main.»

«By 2020, it is planned to switch all existing telephone net users to the 

multiservice IMS-platform. We are proud that the Republic of Belarus has been 

the first among CIS countries to introduce this platform.»

«Belarus takes 31st place in the rating of the International 

Telecommunications Union according to the ICT development index. One 

more indicator we are proud of is the country’s 23rd place in the rating of 

penetration by fixed broadband access to the Internet (just following the USA 

at its 22 position in the rating – editor’s note).»

Development of broadband 
access to the Internet 
in the Republic of Belarus

Olga Fedoreyeva
Head of Telecommunications 

Department of the Ministry of 

Communications and Informatization



«There are changes around us in markets, economy, labor market, 

qualifications that employers are ready to pay for. And this pretty familiar term 

of digital transformation encompasses three technological trends — clouds, IoT 

and Big Data».  

«The number of things connected to the Internet will have exceeded the 

population of the Earth more than twice yet by 2020. It would be imprudent and 

even dangerous to disregard the changes, traffic volumes and the threats it 

carries.»

«Trust is one of the global problems in the world and in Belarus, solving which 

would advance IoT to a break free.»

«We still lack the legal basis for regulating the IoT sphere.  Although the profit 

from the use of the Internet of Things is obvious even for the most conservative 

areas. For example, for industry. Imagine that the data on abrasive wear of 

moving parts of some equipment from all over the world could be collected at 

one service center. This would allow service that no one even dreamt of. But 

there are no standards. There are only cases. Including the one related to 

different protocols through which devices exchange information.»

«One more problem for IoT is pricing. It is not enough just to decrease the 

price for the item of the transferred information. It is necessary to have a 

different order of magnitude.»

«The largest barrier is people themselves who are unwilling to share 

information yet. Except for those who are younger than iPhone. The second 

model of behavior makes them share data more willingly.»

«The Ministry of Energetics has paid attention to appearance of smart grids in 

Belarus. Perhaps, soon we will not only witness arrival of smart grids that would 

solve issues within an hour, but will get smart electricity supply meters at our 

houses.»

«Internet of Things» – 
an emerging market. 
Everything is about to start

Sergey 
Poblaguyev 

Director General 

of beCloud
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The definition of internet governance is a live instrument, implying continuous 

elaboration and filling with up-to-date meaning. Meanwhile, it is essential that 

we talk about joint collaboration of all parties concerned rather than mere 

regulation.

Historically, the organizational part of internet governance issues lies in the 

responsibility of infrastructural organizations. However, it is essential that all 

stakeholders realize fully their role. In the East European region, it is crucial 

that the civil society shows more initiative and develops principles of 

self-regulation.

Belarus IGF anticipated the trend for higher engagement of youth in the 

issues of Internet governance. In 2016, student debates were held on the 

basis of the Forum; this year, a contest of town projects has been organized 

for school pupils and students, focusing on the use of open data, IoT and Big 

Data.

Technologies are developing so rapidly that both users and public institutions 

can hardly adapt to them. This often raises the feeling of threat and instability, 

brought about by the Internet. It is necessary to learn to overcome this barrier, 

among all by building up «digital immunity.»

The Internet is a multilevel structure. Any work or criticism should be done 

with the consideration of the level of Internet governance in a particular 

situation:  since, except for the physical part – the infrastructure – there are 

also network, economic and many other components.

One of the serious issues is the role of business in Internet governance in the 

era when «data is new oil». What important is the function of technical driving 

force and innovator with the risks, arising from the juncture «business – 

government».

Internet Governance: 
tendencies and reality
Theses of the plenary meeting

Andrey Vorobyev
CEO at Coordination Center for TLD 

.RU/.РФ (administrator of .RU and 

.РФ domains); 

Ludmila Chekina
Director General at TUT BY MEDIA, 

LLC; 

Lianna Galstyan
Member of the Executive Committee 

for ISOC Armenia, PR Manager of 

IGC; 

Chris Buckridge
External Relations Manager for the 

RIPE NCC; 

Michael Yakushev
ICANN Vice President for Stakehold-

er Engagement, Eastern Europe, 

Russia and Central Asia; 

Elena Lopatina
Programme manager in Media and 

Internet Division, Information Society 

Department under the Directorate 

General Human Rights and the Rule 

of Law of the Council of Europe;

Moderator: Leonid Todorov, 
APTLD Executive Director.



Electronic government
Sergey Shavrov

associate professor of the 

Belarusian State Technological University

 Аndrey Zavadskiy
Lawyer, project coordinator and expert 

at ESA «Lev Sapieha fund» 

Cornelia Amihalachioaye
Performance and Social Innovation O�cer/M&E 

     Coordinator, Moldova 

Yuri Misnikov 
e-Governance/e-Democracy practitioner and researcher, 

with special interest in the social and political impacts of 

new media

Oleg Sedelnik
Director of the CUE «Information Technology Centre of 

Minsk City Executive Committee»

Sergey Kruglikov
Director’s General Deputy on scientific and innovative 

work United Institute of Informatics Problems (UIIP)

 Tanya Pedersen
Program Specialist of the UNDP, project Developing 

Inclusive Local Governance in the Republic of Belarus

Moderator: Marina Sokolova 
Expert of Baltic Internet Policy Initiative, expert of the 

research center BIPART, member of the Multistakeholder 

consultative group on the internet governance issues

Participants of the discussion exchanged views on the 

specific and reasons for long implementation of the 

project of electronic government in Belarus.

The terminology defining projects of electronic 

governance is very diverse. Here, it is not so important to 

search for the most precise definition, since in all cases we 

deal with transformation of inside and external relations of 

governmental agencies and organizations with the use of 

Round table discussion — the lack of statistical data on the composition and 

number of factually rendered electronic services;

— Belarus’ delay in the rating of citizen and business 

e-participation in decision-making related to territorial 

administration (indexes EPI of the World Bank) as 

compared to Russia, Kazakhstan, Moldova and other 

countries of the East-European Partnership;

— organizing evaluation of the quality of electronic 

services;

— current lack of criteria and methods of defining the 

quality of services and the quality of e-government;

— methods of implementation and public accountability 

of those in charge of creation of e-government;

— possibilities of operative distribution of personal keys 

or ID-cards among citizens;

— reasons for the failure to use the experience of other 

countries in mass distribution of informational mediation 

(Kazakhstan – 240 centers of rendering services to 

population, the number of rendered services per quarter 

reaches around 10 mln; Georgia – Houses of Justice and 

private companies in every city, unique architecture 

existing for around 10 years; Russia – multifunctional 

centers of rendering services to population, the number 

already exceeds 2.1 thousand);

— participation of the public in discussions of 

innovational programs to develop e-government;

— the reasons for the lack of the single corporate 

geospatial platform (national GIS) in the program of 

e-government.

information and communication technologies. However, 

we should avoid the outdated terms like «informatization».

Efficiency of projects of electronic government is 

ensured not by the infrastructure as it is, but rather by 

creating services in high demand and convenient to apply 

for regular users and businesses.

The key element for success of the projects of electronic 

government is the clear conceptual vision, definite goals 

and a «roadmap» for implementation of projects.

A representative of Moldova Cornelia Amihalachioaye 

shared an interesting experience, remarking that state 

establishments should introduce evaluation of their 

services by citizens – the level of satisfaction of citizens’ 

requests, the level of transparency etc.: «Without this, you 

cannot know what the population needs. For example, we 

have yearly and quarterly surveys, so we try to improve 

our work based on the responses,» said the expert.

In Belarus, there has not been even a survey about what 

functions of «electronic government» the people need. In 

the first year of reforms, Moldova switched to the system 

of «distributed governance», which means that citizens 

started to carry out political projects jointly with the 

government.

Many times participants of the discussion referred to the 

positive experience of the Minsk City Executive 

Committee, in particular, the Center of Information 

Technologies of the Minsk City Executive Committee.

The following issues were raised in the discussion:
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Round table discussion
Infrastructure of Open 
Data in Belarus

Sergey Kadomskiy
Data analysis expert at Wargaming, founder of the 

community «DataTalks»

Maria Loitsker
Researcher (Israel), The Public Knowledge Workshop, 

author of the report for Open Data Barometer about 

open data in Belarus and Kazakhstan

Julia Berdnikova
Head of the Technical Control and Analysis Department, 

Informatization Department of the Ministry of Communi-

cations and Informatization of the Republic of Belarus 

Vyacheslav Shkadarevich
Co-founder and Manager of Kartoteka.by

Vadim Radzivill
Founder of the R-NOX startup

Ivan Begtin
Director, founder of ANO «Information Culture»

Moderator: Alina Rodachinskaya
Community «Open Data. Belarus»

The infrastructure of open data is at the very beginning 

of its formation, the dialogue between parties concerned 

has not been established properly. That is why Belarus IGF 

has become a unique platform in order to define plans of 

the state, demands of the business and of the civil society, 

and to discuss the tasks to be solved in the process of 

building up the infrastructure.

In 2016, the Minister of Communications and Informatiza-

tion of Belarus Sergey Popkov announced the launch of 

the state portal of open data, which is expected in 2018 

with at least 100 of data sets. 

Belarus has been assessed for the first time in the inter-

national index Open Data Barometer.

Maria Loitsker, who had researched the situation in Belar-

us for the index, remarked that international practices can 

serve as a basis to minimize mistakes and expenses. But 

in the first place, the state has to rely on the expertise of 

the IT community, borrowing its experience and delegat-

ing the tasks. Yuliya Berdnikova supported the thesis re-

marking that the state cannot compete with the business 

in creating products based on data. And the main tasks, as 

the Ministry sees it, is interaction with state organizations 

so as to simplify for them the process of preparation and 

provision of data.

The essential element of development of the ecosystem 

of open data is legislation. The notion «open data» is so far 

missing from the Belarusian legislation. But it has to arise 

simultaneously with the creation of the state portal of open 

data. It is unknown yet whether it will be a separate law or 

a legislative act.

Vyacheslav Shkadarevich and Vadim Radzivill showed 

examples of successful commercial projects that improve 

the quality of state data through active feedback from their 

consumers. 

Many speakers emphasized the importance to over-

come fear of mistakes on behalf of government employ-

ees. It is important to take them as a natural part of the pro-

cess.

Ivan Begtin, director of the NGO Infoculture, shared their 

experience of forming the environment and the culture of 

the use of open data in Russia. He stressed the impor-

tance of bottom-to-top activity in the process, as the soci-

ety and business have not only specific demands for data, 

but as well the knowledge how to work with them.

One more worthy remark is that data are useful only 

when they are applied. That is why it is important to devel-

op the culture of processing data both among suppliers 

and consumers; business, journalists, researchers, public 

initiatives, etc.

All participants agreed that the state should be interest-

ed to publish those datasets that are in high demand right 

now. For this aim, it is necessary to form a list of the most 

demanded datasets in Belarus at the starting stages of de-

veloping the portal of open data.

The project implementation on creation of the state open 

data portal includes the research of demand for them. Par-

ticipants of the discussion agreed on interaction within the 

research on this topic. Representatives of the business 

sector and community of open data will do their best to 

gather the information on demands of the Belarusian 

market and society.
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The infrastructure of open data is at the very beginning 

of its formation, the dialogue between parties concerned 

has not been established properly. That is why Belarus IGF 

has become a unique platform in order to define plans of 

the state, demands of the business and of the civil society, 

and to discuss the tasks to be solved in the process of 

building up the infrastructure.

In 2016, the Minister of Communications and Informatiza-

tion of Belarus Sergey Popkov announced the launch of 

the state portal of open data, which is expected in 2018 

with at least 100 of data sets. 

Belarus has been assessed for the first time in the inter-

national index Open Data Barometer.

Maria Loitsker, who had researched the situation in Belar-

us for the index, remarked that international practices can 

serve as a basis to minimize mistakes and expenses. But 

in the first place, the state has to rely on the expertise of 

the IT community, borrowing its experience and delegat-

ing the tasks. Yuliya Berdnikova supported the thesis re-

marking that the state cannot compete with the business 

in creating products based on data. And the main tasks, as 

the Ministry sees it, is interaction with state organizations 

so as to simplify for them the process of preparation and 

provision of data.

The essential element of development of the ecosystem 

of open data is legislation. The notion «open data» is so far 

missing from the Belarusian legislation. But it has to arise 

simultaneously with the creation of the state portal of open 

data. It is unknown yet whether it will be a separate law or 

a legislative act.

Vyacheslav Shkadarevich and Vadim Radzivill showed 

examples of successful commercial projects that improve 

the quality of state data through active feedback from their 

consumers. 

Many speakers emphasized the importance to over-

come fear of mistakes on behalf of government employ-

ees. It is important to take them as a natural part of the pro-

cess.

Ivan Begtin, director of the NGO Infoculture, shared their 

experience of forming the environment and the culture of 

the use of open data in Russia. He stressed the impor-

tance of bottom-to-top activity in the process, as the soci-

ety and business have not only specific demands for data, 

but as well the knowledge how to work with them.

One more worthy remark is that data are useful only 

when they are applied. That is why it is important to devel-

op the culture of processing data both among suppliers 

and consumers; business, journalists, researchers, public 

initiatives, etc.

All participants agreed that the state should be interest-

ed to publish those datasets that are in high demand right 

now. For this aim, it is necessary to form a list of the most 

demanded datasets in Belarus at the starting stages of de-

veloping the portal of open data.

The project implementation on creation of the state open 

data portal includes the research of demand for them. Par-

ticipants of the discussion agreed on interaction within the 

research on this topic. Representatives of the business 

sector and community of open data will do their best to 

gather the information on demands of the Belarusian 

market and society.
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In the first half of the round table discussion, Rafal 

Rohozinski focused on his report by telling about trends 

and the future of cyber security. It is necessary to grasp 

new challenges and understand security not as mere 

protection of nets at the technological level, but rather as 

multi-level protection, up to an end user. The Internet has 

brought about a new form of instability – from changed 

ways of receiving information and education to essentially 

different instruments of changing political regimes – which 

is surely a fact not to disregard.

Basic trends, defining the principles of development of 

the global Internet, are:

— Convergence of technologies. Massive data are 

stored in clouds, and the Internet of Things has changed 

the very approach to the use of the global web. Alongside 

with this, mobility of devices allows using all online 

opportunities from any item, whose price is already quite 

low and keeps falling.

— Big data. Preliminary estimates say that over the next 

two or three years, humankind will output around 40 

Zettabyte daily. The number is equivalent to all sand 

grains on earth multiplied by 75. With all this, over the last 

two years we produced more information than over the 

preceding 3000 years of the existing civilization. 

Meantime, the Internet is an artificial environment, and 

anything that gets here can be found and measured.

— Demography. Youth up to 20 years old comprises 

around 50 per cent of all Internet users. These people at 

the very beginning of the active phase of life define the 

development of the web and change the status quo. 

Moreover, 60 per cent of them descend from troubled 

countries with either ongoing wars or high level of poverty. 

And they use the Internet not simply as a means of 

communication, but also as a real instrument of enforcing 

changes.

Cyber wars, cyber espionage, all kinds of attacks have 

become commonplace. And the very nature of the Internet 

is faced with a serious challenge because its primary 

architecture was aimed for stable work rather than for 

ensuring security.

In other words, the main benefits of the Internet turn into 

the main source of threats, and it will always be a victim of 

its own growth. Cyber security all over the world is only in 

incipience despite the dozens millions of dollars spent on 

it yearly. Meantime, all experts agree that locally the 

problem of security is insoluble. Where to start?

— First, develop digital hygiene. Ninety per cent of all 

harmful software gets into devices by the user’s fault.  

According to the statistics, 90 per cent of people who find 

flashcards in the street will straightaway insert them into 

their computers. Efficiency of attacks will drop several-fold 

through education in the sphere of information security.

— Second, one should bear in mind the endpoint and 

perimeter protection, building up a complex system of 

security.

— One should also take into account the human factor 

and the simplicity and speed how data are spread, for 

instance, through social networks.

— Extended network defense will allow analyzing the 

situation far beyond its own firewall. Additionally, one 

should always have a definite plan in case attack does 

occur.

With all the scale of cyber security and the lack of trust, 

Internet threats unite countries and organizations, 

moreover, often informally. Even hostile states cooperate 

to uncover cybercrimes. Alexander Sushko provided a 

vivid example from Belarusian practice: thanks to effective 

cooperation between states and organizations, it became 

possible to find and convict perpetrators of attacks having 

affected 262 000 users from 120 states. 

The speakers also touched upon the developing types 

of cybercrimes based on social engineering and once 

again underlined the importance to inculcate user digital 

culture and hygiene. As Rafal Rohozinski justly remarked, 

at the start and at the end of any point of attack there is 

always a person. And the most effective results are 

received from work with the end point.

The experts shared the common opinion that Cyberpol 

might arise, just like Europol, which will coordinate the 

work of national services to fight international 

cybercrimes.

Also, positive estimates were given to the experience of 

Belarus, with its launch of the National Center of Response 

to Computer Incidents, an interagency organization with 

the coordinative function to prevent and solve crimes in 

the national Internet segment.
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Protection of personal data is one of the most vital digital 

rights of an individual. All neighboring states and trade 

partner of Belarus elaborately regulate the collection, 

storage, processing and transfer of personal data. Belarus 

has not joined the main regional Convention of the 

Council of Europe No108 (1981), and also lacks a separate 

complex law on personal data. The concept of the draft 

law is being developed now.

Characterizing the current legislation on protection of 

personal data in Belarus, the participants agreed that the 

regulation is fragmentary and does not meet the demands 

of the developing digital economy. Business and citizens 

are already faced with complications in this regard.  New 

regulations of the EU, which are to go into legal force in 

2018, may potentially affect Belarusian companies. AT this 

background, it would be highly important to work out 

up-to-date legislation which would protect its citizens’ right 

to privacy and outline strict rules for businesses on the use 

of data.

There are at least two factors that make development of 

the law quite complicated:

— low awareness of the value of personal data and of 

citizens’ keenness on protection of their data;

— absence of an authorized body in the system of state 

governance which would undertake the function of 

protecting personal data.

The law is expected to be adopted in 2018-2019. New 

regulations have to be based on best practices, take into 

account identified problems and observe the balance of 

human rights, business interests and national security. 

Involvement in the development of the draft law of 

technical specialists, alongside with jurists and public 

administration specialists, would become an additional 

guarantee of the vitality of the new regulations.

There should be an authorized body to perform the main 

role in the system of personal data protection. Setting up a 

separate institution for this aim is complicated by 

economic difficulties and the specific of the structure of 

the state apparatus. The European system of protection of 

personal data envisages the requirement on institutional 

and financial independence of such entity. 

Successful work of the national system of protection of 

personal data is impossible without raising awareness 

among citizens. For the majority of Belarusian users, 

privacy is one of the priority values of the free web.  

Meanwhile, citizens are often unaware of what data 

should be protected and what consequences stem from 

unlawful use of data.  This is one of the problems of the 

modern-day democracy.

Main issues raised in the discussion:

Do we need a separate law, and what problems the 

society and business face with because of insufficient 

regulation?

Practically all participants of the discussion agree that the 

existing regulations do not ensure the adequate level of 

protection of personal data. Adoption of a complex law 

should become the main step to improve the situation.

Nikolay Dmitrik: Traffic lights is an example of the most 

successful legal invention where rules are clear to 

everyone from childhood. Personal data and possibilities, 

which their use gives, need rules as clear as traffic lights.

Now already, business suffers from restrictions when 

working with the cross-border transfer of user data. The 

legislation uses the definition on the necessity of written 

consent of a citizen to process data, which is either 

impossible in practice or ignored. Citizens also lack 

possibilities to protect their data, since measures of 

influence are insufficient and it is not clear where to appeal 

for protection. 

Nikolay Savanovich: The law should establish the same 

rules for all. There should be definite frames that will be 

clear for citizens and will not impede businesses.

A note from audience followed that businesses are able 

to work out frameworks for the use of personal data by 

themselves if users actively demand observance of 

privacy. And the first and foremost task for the state is to 

raise citizens’ awareness, and not creating prohibitions.

What existing law models are worth attention in 

developing the draft law and what mistakes are to be 

avoided?

The model that could serve as a basis for Belarusian 

legislation are the principles of the Convention of the 

Council of Europe No108, which is up to date even now. 

The rules of the new EU Regulation on data protection 

envisage rules that seem too strict to be applied in 

Belarus. Meantime, Belarusian companies that want to 

work at EU markets will have to fulfil the rules. With the 

relative freedom of the legislator in choosing the model for 

regulation, it is important to avoid a conflict of national and 

international norms.

How to involve all parties concerned in the process of 

developing the legislation?

The state is interested in constructive suggestions from 

all parties concerned; however, the suggestions should 

not pursue narrow corporate interests.

Nikolay Savanovich: We come across the situation when 

different information companies get in touch with us, 

Michael Yakushev
ICANN Vice President for Stakeholder Engagement, 

Eastern Europe, Russia and Central Asia 

Sergey Kopylov
The Deputy Director of the Coordination Center of the 

National Internet Network Domain 

Uliyana Zinina
Director on Corporate Issues 

in Russia and CIS, Microsoft

Natalya Razygrayeva
Director of the «Competence's center» department of the 

«Ukrainian numbers and addresses support center» 

Consortium

Natalia Yurieva
Legal adviser of CLLC «Game Stream» (Wargaming)

Moderator: Tatiana Ignatovskaya
Attorney at Law, Partner of attorneys at law «Stepano-

vski, Papakul & partners»

The discussion over regional problematics has gained 

vivid practical meaning. Experts from Belarus, Russia and 

Ukraine shared their experience of solving legal issues. 

The focus of the discussion was on unification of 

definitions, practices of different countries and regions in 

settling disputes, and also the necessity of deep theoretic 

workout of legal aspects related to the development of 

the Internet.

The Belarusian giant of game industry Wargaming told 

about the means of legal protection of their products. The 

company comes across around 1000 violations online 

yearly: from illegal use of the brand in commercials to 

production of cloned games. The specific of legal 

defense underlies in differences of jurisdictions, speed 

and methods of handling petitions and making decisions. 

The legal advisor of the company Natalia Yuryeva 

recommended the following useful practices worth 

introducing gradually in the East European region:

— automatized platforms of blocking content and 

submitting petitions, which have earned widespread 

usage in EU countries;

— more intensive development of instruments «look and 

feel» that allow comparing the original content (for 

example, recognizable elements of video games) with 

clones, not only on the basis of formal features, but also 

on the basis of general impression.

Nataliya Razygrayeva told about the Ukrainian 

experience of introducing the instrument that helps solve 

disputes by fixing content of web pages. For the time 

being, presenting verified information on the content of 

pages favors solving disputes at the pre-trial stage, as 

well as simplifies court hearings.

All speakers raised the issue of the gap in the speed of 

the Internet development and legal institutions. The 

Russian expert Sergey Kopylov underlined that mistakes 

carry also positive consequences, and breakthroughs in 

the sphere of law appear quite often.  For instance:

— the unique Russian experience of transferring domains 

to the right holder without termination of registration 

upon court decision;

— the instruction of the Supreme Court to issue 

judgments with formulations that the register is able to 

fulfil;

— the unique system of fighting phishing and cyber 

crimes — to revoke delegation of domains  that have 

been detected with such kind of activities by experts of 

the branch (Kaspersky Laboratory, Safe Internet League, 

etc.). Moreover, beyond the question of state regulation, 

the notifying organizations include Roskomnadzor and 

the Central Bank of the Russian Federation, which 

experts estimate as a big step towards self-regulation.

The company Microsoft presented the report on how 

cloud technologies change the Internet environment, 

which assumes trust, responsibility and inclusiveness of 

the cloud. The publication «Clouds for the common 

good» by Microsoft includes recommendations regarding 

ways of developing legislation in this area.

ICANN representative Michael Yakushev summed up the 

meeting, underlining the acute necessity to work out 

common international terminology (currently, even CIS 

states do not operate a common notion of the owner of a 

domain name: somewhere this is a register, in others - 

administrator or owner of the domain). Key questions:

1. Is it possible to create a universal system of 

identification of Internet users, operators of Internet 

services and owners of web resources? 

2. If yes, then based on what principles and with 

the use of what international legal mechanisms? 

3. What are the aims of such identification? Won’t 

there be violations of human rights? 

4. If it is impossible to set up the unified system, 

then for what reasons? Is there a possibility for specific 

(local, functional) systems of identification?

As a separate point, the experts underlined the necessity 

to establish a distinct legal status of a domain name as 

network property, which will need legal protection for 

many years on.

offering their experts and convincing us that regulation is 

needed. But their vision of the rules is oriented at a certain 

model of this information company. The main principle to 

be governed by is technological neutrality.

What should become the key element of the law – the 

authorized body on protection of data?

In the concept of the law, the question stays open, and 

in the neighboring countries, the system is far from ideal. 

Since Belarus has faced with economic hardships and 

there is an ongoing optimization of the state apparatus, 

setting up a new state body is problematic. On the one 

hand, in the system of the Council of Europe 

independence of the authorized body is compulsory; on 

the other hand, each country has its own specific of the 

state apparatus.

Uliyana Zinina: The model in Russia is not the best one, 

since Roskomnadzor is not independent either 

institutionally or financially.

Timofey Savitskiy: Let us see what the authorized body 

should not be in perception of business and citizens. The 

main goal of such institution is to perform educational and 

stimulating functions, in contrast to the punitive function.
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being, presenting verified information on the content of 

pages favors solving disputes at the pre-trial stage, as 

well as simplifies court hearings.

All speakers raised the issue of the gap in the speed of 

the Internet development and legal institutions. The 

Russian expert Sergey Kopylov underlined that mistakes 

carry also positive consequences, and breakthroughs in 

the sphere of law appear quite often.  For instance:

— the unique Russian experience of transferring domains 

to the right holder without termination of registration 

upon court decision;

— the instruction of the Supreme Court to issue 

judgments with formulations that the register is able to 

fulfil;

— the unique system of fighting phishing and cyber 

crimes — to revoke delegation of domains  that have 

been detected with such kind of activities by experts of 

the branch (Kaspersky Laboratory, Safe Internet League, 

etc.). Moreover, beyond the question of state regulation, 

the notifying organizations include Roskomnadzor and 

the Central Bank of the Russian Federation, which 

experts estimate as a big step towards self-regulation.

The company Microsoft presented the report on how 

cloud technologies change the Internet environment, 

which assumes trust, responsibility and inclusiveness of 

the cloud. The publication «Clouds for the common 

good» by Microsoft includes recommendations regarding 

ways of developing legislation in this area.

ICANN representative Michael Yakushev summed up the 

meeting, underlining the acute necessity to work out 

common international terminology (currently, even CIS 

states do not operate a common notion of the owner of a 

domain name: somewhere this is a register, in others - 

administrator or owner of the domain). Key questions:

1. Is it possible to create a universal system of 

identification of Internet users, operators of Internet 

services and owners of web resources? 

2. If yes, then based on what principles and with 

the use of what international legal mechanisms? 

3. What are the aims of such identification? Won’t 

there be violations of human rights? 

4. If it is impossible to set up the unified system, 

then for what reasons? Is there a possibility for specific 

(local, functional) systems of identification?

As a separate point, the experts underlined the necessity 

to establish a distinct legal status of a domain name as 

network property, which will need legal protection for 

many years on.

offering their experts and convincing us that regulation is 

needed. But their vision of the rules is oriented at a certain 

model of this information company. The main principle to 

be governed by is technological neutrality.

What should become the key element of the law – the 

authorized body on protection of data?

In the concept of the law, the question stays open, and 

in the neighboring countries, the system is far from ideal. 

Since Belarus has faced with economic hardships and 

there is an ongoing optimization of the state apparatus, 

setting up a new state body is problematic. On the one 

hand, in the system of the Council of Europe 

independence of the authorized body is compulsory; on 

the other hand, each country has its own specific of the 

state apparatus.

Uliyana Zinina: The model in Russia is not the best one, 

since Roskomnadzor is not independent either 

institutionally or financially.

Timofey Savitskiy: Let us see what the authorized body 

should not be in perception of business and citizens. The 

main goal of such institution is to perform educational and 

stimulating functions, in contrast to the punitive function.
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Protection of personal data is one of the most vital digital 

rights of an individual. All neighboring states and trade 

partner of Belarus elaborately regulate the collection, 

storage, processing and transfer of personal data. Belarus 

has not joined the main regional Convention of the 

Council of Europe No108 (1981), and also lacks a separate 

complex law on personal data. The concept of the draft 

law is being developed now.

Characterizing the current legislation on protection of 

personal data in Belarus, the participants agreed that the 

regulation is fragmentary and does not meet the demands 

of the developing digital economy. Business and citizens 

are already faced with complications in this regard.  New 

regulations of the EU, which are to go into legal force in 

2018, may potentially affect Belarusian companies. AT this 

background, it would be highly important to work out 

up-to-date legislation which would protect its citizens’ right 

to privacy and outline strict rules for businesses on the use 

of data.

There are at least two factors that make development of 

the law quite complicated:

— low awareness of the value of personal data and of 

citizens’ keenness on protection of their data;

— absence of an authorized body in the system of state 

governance which would undertake the function of 

protecting personal data.

The law is expected to be adopted in 2018-2019. New 

regulations have to be based on best practices, take into 

account identified problems and observe the balance of 

human rights, business interests and national security. 

Involvement in the development of the draft law of 

technical specialists, alongside with jurists and public 

administration specialists, would become an additional 

guarantee of the vitality of the new regulations.

There should be an authorized body to perform the main 

role in the system of personal data protection. Setting up a 

separate institution for this aim is complicated by 

economic difficulties and the specific of the structure of 

the state apparatus. The European system of protection of 

personal data envisages the requirement on institutional 

and financial independence of such entity. 

Successful work of the national system of protection of 

personal data is impossible without raising awareness 

among citizens. For the majority of Belarusian users, 

privacy is one of the priority values of the free web.  

Meanwhile, citizens are often unaware of what data 

should be protected and what consequences stem from 

unlawful use of data.  This is one of the problems of the 

modern-day democracy.

Main issues raised in the discussion:

Do we need a separate law, and what problems the 

society and business face with because of insufficient 

regulation?

Practically all participants of the discussion agree that the 

existing regulations do not ensure the adequate level of 

protection of personal data. Adoption of a complex law 

should become the main step to improve the situation.

Nikolay Dmitrik: Traffic lights is an example of the most 

successful legal invention where rules are clear to 

everyone from childhood. Personal data and possibilities, 

which their use gives, need rules as clear as traffic lights.

Now already, business suffers from restrictions when 

working with the cross-border transfer of user data. The 

legislation uses the definition on the necessity of written 

consent of a citizen to process data, which is either 

impossible in practice or ignored. Citizens also lack 

possibilities to protect their data, since measures of 

influence are insufficient and it is not clear where to appeal 

for protection. 

Nikolay Savanovich: The law should establish the same 

rules for all. There should be definite frames that will be 

clear for citizens and will not impede businesses.

A note from audience followed that businesses are able 

to work out frameworks for the use of personal data by 

themselves if users actively demand observance of 

privacy. And the first and foremost task for the state is to 

raise citizens’ awareness, and not creating prohibitions.

What existing law models are worth attention in 

developing the draft law and what mistakes are to be 

avoided?

The model that could serve as a basis for Belarusian 

legislation are the principles of the Convention of the 

Council of Europe No108, which is up to date even now. 

The rules of the new EU Regulation on data protection 

envisage rules that seem too strict to be applied in 

Belarus. Meantime, Belarusian companies that want to 

work at EU markets will have to fulfil the rules. With the 

relative freedom of the legislator in choosing the model for 

regulation, it is important to avoid a conflict of national and 

international norms.

How to involve all parties concerned in the process of 

developing the legislation?

The state is interested in constructive suggestions from 

all parties concerned; however, the suggestions should 

not pursue narrow corporate interests.

Nikolay Savanovich: We come across the situation when 
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The discussion over regional problematics has gained 

vivid practical meaning. Experts from Belarus, Russia and 

Ukraine shared their experience of solving legal issues. 

The focus of the discussion was on unification of 

definitions, practices of different countries and regions in 

settling disputes, and also the necessity of deep theoretic 

workout of legal aspects related to the development of 

the Internet.

The Belarusian giant of game industry Wargaming told 

about the means of legal protection of their products. The 

company comes across around 1000 violations online 

yearly: from illegal use of the brand in commercials to 

production of cloned games. The specific of legal 

defense underlies in differences of jurisdictions, speed 

and methods of handling petitions and making decisions. 

The legal advisor of the company Natalia Yuryeva 

recommended the following useful practices worth 

introducing gradually in the East European region:

— automatized platforms of blocking content and 

submitting petitions, which have earned widespread 

usage in EU countries;

— more intensive development of instruments «look and 

feel» that allow comparing the original content (for 

example, recognizable elements of video games) with 

clones, not only on the basis of formal features, but also 

on the basis of general impression.

Nataliya Razygrayeva told about the Ukrainian 

experience of introducing the instrument that helps solve 

disputes by fixing content of web pages. For the time 

being, presenting verified information on the content of 

pages favors solving disputes at the pre-trial stage, as 

well as simplifies court hearings.

All speakers raised the issue of the gap in the speed of 

the Internet development and legal institutions. The 

Russian expert Sergey Kopylov underlined that mistakes 

carry also positive consequences, and breakthroughs in 

the sphere of law appear quite often.  For instance:

— the unique Russian experience of transferring domains 

to the right holder without termination of registration 

upon court decision;

— the instruction of the Supreme Court to issue 

judgments with formulations that the register is able to 

fulfil;

— the unique system of fighting phishing and cyber 

crimes — to revoke delegation of domains  that have 

been detected with such kind of activities by experts of 

the branch (Kaspersky Laboratory, Safe Internet League, 

etc.). Moreover, beyond the question of state regulation, 

the notifying organizations include Roskomnadzor and 

the Central Bank of the Russian Federation, which 

experts estimate as a big step towards self-regulation.

The company Microsoft presented the report on how 

cloud technologies change the Internet environment, 

which assumes trust, responsibility and inclusiveness of 

the cloud. The publication «Clouds for the common 

good» by Microsoft includes recommendations regarding 

ways of developing legislation in this area.

ICANN representative Michael Yakushev summed up the 

meeting, underlining the acute necessity to work out 

common international terminology (currently, even CIS 

states do not operate a common notion of the owner of a 

domain name: somewhere this is a register, in others - 

administrator or owner of the domain). Key questions:

1. Is it possible to create a universal system of 

identification of Internet users, operators of Internet 

services and owners of web resources? 

2. If yes, then based on what principles and with 

the use of what international legal mechanisms? 

3. What are the aims of such identification? Won’t 

there be violations of human rights? 

4. If it is impossible to set up the unified system, 

then for what reasons? Is there a possibility for specific 

(local, functional) systems of identification?

As a separate point, the experts underlined the necessity 

to establish a distinct legal status of a domain name as 

network property, which will need legal protection for 

many years on.

offering their experts and convincing us that regulation is 

needed. But their vision of the rules is oriented at a certain 

model of this information company. The main principle to 

be governed by is technological neutrality.

What should become the key element of the law – the 

authorized body on protection of data?

In the concept of the law, the question stays open, and 

in the neighboring countries, the system is far from ideal. 

Since Belarus has faced with economic hardships and 

there is an ongoing optimization of the state apparatus, 

setting up a new state body is problematic. On the one 

hand, in the system of the Council of Europe 

independence of the authorized body is compulsory; on 

the other hand, each country has its own specific of the 

state apparatus.

Uliyana Zinina: The model in Russia is not the best one, 

since Roskomnadzor is not independent either 

institutionally or financially.

Timofey Savitskiy: Let us see what the authorized body 

should not be in perception of business and citizens. The 

main goal of such institution is to perform educational and 

stimulating functions, in contrast to the punitive function.
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Belarus might become the first country in the world to 

implement an IoT-project at the governmental level. This 

is what Denis Zhivotin, the Head of the Network Services 

Development Group of Beltelecom, told at the 

round-table dedicated to the Internet of Things. The state 

operator is already preparing for introduction of «smart» 

solutions that would allow automatizing collection and 

processing meter indicators in the system of house and 

dwelling communal services. Currently, there are some 

IoT devices available for users in Belarus for to ensure 

personal security and comfort – movement sensors, door 

openers, surveillance cameras. But this is only the first 

step of the state-run project which is expected to have 

been implemented by the end of 2020. 

It should be remarked that the topic of IoT have gained 

unexpectedly widespread development.  Smart devices 

and systems are discussed not only by the national 

operator of fixed communications, but also by mobile 

network operators. Two largest operators have already 

announced deployment of networks for IoT. They also 

encourage developing solutions targeted at standards of 

5G connection that presupposes setting up the global 

networks of smart devices. 

At the IGF it became obvious that approaches to 

implementation of IoT-projects in Belarus are different 

and, perhaps, are not always correct. The ongoing 

Belarusian projects are based on the old address 

protocol IPv4. For example, Beltelecom in its large-scale 

IoT-project is targeted at IPv4 and the use of NAT to 

expand the address base. Representatives of RIPE NCC 

called the solution shortsighted and called to gear to IPv6 

protocol only.

Belarus’ potential in the sphere of IoT was also touched 

upon in the discussion. There are  pretty many technical 

specialists in the country, hardware and 

software-developers and startups. Belarus is among the 

leading European and world IT outsources.

However, the invited experts emphasized that one 

should focus not only on technologies and marketing, but 

also on some basic issues that are urgent for the whole 

Michael Yakushev
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The discussion over regional problematics has gained 

vivid practical meaning. Experts from Belarus, Russia and 

Ukraine shared their experience of solving legal issues. 

The focus of the discussion was on unification of 

definitions, practices of different countries and regions in 

settling disputes, and also the necessity of deep theoretic 

workout of legal aspects related to the development of 

the Internet.

The Belarusian giant of game industry Wargaming told 

about the means of legal protection of their products. The 

company comes across around 1000 violations online 

yearly: from illegal use of the brand in commercials to 

production of cloned games. The specific of legal 

defense underlies in differences of jurisdictions, speed 

and methods of handling petitions and making decisions. 

The legal advisor of the company Natalia Yuryeva 

recommended the following useful practices worth 

introducing gradually in the East European region:

— automatized platforms of blocking content and 

submitting petitions, which have earned widespread 

usage in EU countries;

— more intensive development of instruments «look and 

feel» that allow comparing the original content (for 

example, recognizable elements of video games) with 

clones, not only on the basis of formal features, but also 

on the basis of general impression.

Nataliya Razygrayeva told about the Ukrainian 

experience of introducing the instrument that helps solve 

disputes by fixing content of web pages. For the time 

being, presenting verified information on the content of 

pages favors solving disputes at the pre-trial stage, as 

well as simplifies court hearings.

All speakers raised the issue of the gap in the speed of 

the Internet development and legal institutions. The 

Russian expert Sergey Kopylov underlined that mistakes 

carry also positive consequences, and breakthroughs in 

the sphere of law appear quite often.  For instance:

— the unique Russian experience of transferring domains 

to the right holder without termination of registration 

upon court decision;

— the instruction of the Supreme Court to issue 

judgments with formulations that the register is able to 

fulfil;

— the unique system of fighting phishing and cyber 

crimes — to revoke delegation of domains  that have 

been detected with such kind of activities by experts of 

the branch (Kaspersky Laboratory, Safe Internet League, 

etc.). Moreover, beyond the question of state regulation, 

the notifying organizations include Roskomnadzor and 

the Central Bank of the Russian Federation, which 

experts estimate as a big step towards self-regulation.

The company Microsoft presented the report on how 

cloud technologies change the Internet environment, 

which assumes trust, responsibility and inclusiveness of 

the cloud. The publication «Clouds for the common 

good» by Microsoft includes recommendations regarding 

ways of developing legislation in this area.

ICANN representative Michael Yakushev summed up the 

meeting, underlining the acute necessity to work out 

common international terminology (currently, even CIS 

states do not operate a common notion of the owner of a 

domain name: somewhere this is a register, in others - 

administrator or owner of the domain). Key questions:

1. Is it possible to create a universal system of 

identification of Internet users, operators of Internet 

services and owners of web resources? 

2. If yes, then based on what principles and with 

the use of what international legal mechanisms? 

3. What are the aims of such identification? Won’t 

there be violations of human rights? 

4. If it is impossible to set up the unified system, 

then for what reasons? Is there a possibility for specific 

(local, functional) systems of identification?

As a separate point, the experts underlined the necessity 

to establish a distinct legal status of a domain name as 

network property, which will need legal protection for 

many years on.

world:

— First, personal data protection. Meanwhile, this takes 

not only the context of cybersecurity, but primarily the 

ethical aspect. What data cannot be requested and 

collected by default? Where does the private sphere 

end? 

— Second, this is the sphere of standardization. How to 

project solutions at the starting stage to make them ready 

for output on the world market? How not to turn up in a 

cul-de-sac a few years later when technologies develop 

Internet of Things (IoT)

according to unknown scenarios? 

Also, one should also have in mind the questions of 

trust and risks, connected with the development of IoT. 

Today, specialists cannot forecast all possible 

consequences of flaws or, for example, transferring the 

function of administering smart devices to artificial 

intellect. Let alone the risks of cyberattacks against the 

millions of devices, connected on the net. 

Generally, we can sum up that the sphere of IoT will 

maintain a long discussion at many different levels: from 

universalization of protocols and building up a complex 

protection of personal data to changing the mentality of 

end users. Luckily, there is multitude of ideas and 

technical specialists to make the ideas true.
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The focus of the discussion was on unification of 

definitions, practices of different countries and regions in 

settling disputes, and also the necessity of deep theoretic 

workout of legal aspects related to the development of 

the Internet.

The Belarusian giant of game industry Wargaming told 

about the means of legal protection of their products. The 

company comes across around 1000 violations online 

yearly: from illegal use of the brand in commercials to 

production of cloned games. The specific of legal 

defense underlies in differences of jurisdictions, speed 

and methods of handling petitions and making decisions. 

The legal advisor of the company Natalia Yuryeva 

recommended the following useful practices worth 

introducing gradually in the East European region:

— automatized platforms of blocking content and 

submitting petitions, which have earned widespread 

usage in EU countries;

— more intensive development of instruments «look and 

feel» that allow comparing the original content (for 

example, recognizable elements of video games) with 

clones, not only on the basis of formal features, but also 

on the basis of general impression.

Nataliya Razygrayeva told about the Ukrainian 

experience of introducing the instrument that helps solve 

disputes by fixing content of web pages. For the time 

being, presenting verified information on the content of 

pages favors solving disputes at the pre-trial stage, as 

well as simplifies court hearings.

All speakers raised the issue of the gap in the speed of 

the Internet development and legal institutions. The 

Russian expert Sergey Kopylov underlined that mistakes 

carry also positive consequences, and breakthroughs in 

the sphere of law appear quite often.  For instance:

— the unique Russian experience of transferring domains 

to the right holder without termination of registration 

upon court decision;

— the instruction of the Supreme Court to issue 

judgments with formulations that the register is able to 

fulfil;

— the unique system of fighting phishing and cyber 

crimes — to revoke delegation of domains  that have 

been detected with such kind of activities by experts of 

the branch (Kaspersky Laboratory, Safe Internet League, 

etc.). Moreover, beyond the question of state regulation, 

the notifying organizations include Roskomnadzor and 

the Central Bank of the Russian Federation, which 

experts estimate as a big step towards self-regulation.

The company Microsoft presented the report on how 

cloud technologies change the Internet environment, 

which assumes trust, responsibility and inclusiveness of 

the cloud. The publication «Clouds for the common 

good» by Microsoft includes recommendations regarding 

ways of developing legislation in this area.

ICANN representative Michael Yakushev summed up the 

meeting, underlining the acute necessity to work out 

common international terminology (currently, even CIS 

states do not operate a common notion of the owner of a 

domain name: somewhere this is a register, in others - 

administrator or owner of the domain). Key questions:

1. Is it possible to create a universal system of 

identification of Internet users, operators of Internet 

services and owners of web resources? 

2. If yes, then based on what principles and with 

the use of what international legal mechanisms? 

3. What are the aims of such identification? Won’t 

there be violations of human rights? 

4. If it is impossible to set up the unified system, 

then for what reasons? Is there a possibility for specific 

(local, functional) systems of identification?

As a separate point, the experts underlined the necessity 
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world:

— First, personal data protection. Meanwhile, this takes 

not only the context of cybersecurity, but primarily the 

ethical aspect. What data cannot be requested and 

collected by default? Where does the private sphere 

end? 

— Second, this is the sphere of standardization. How to 

project solutions at the starting stage to make them ready 

for output on the world market? How not to turn up in a 

cul-de-sac a few years later when technologies develop 

according to unknown scenarios? 

Also, one should also have in mind the questions of 

trust and risks, connected with the development of IoT. 

Today, specialists cannot forecast all possible 

consequences of flaws or, for example, transferring the 

function of administering smart devices to artificial 

intellect. Let alone the risks of cyberattacks against the 

millions of devices, connected on the net. 

Generally, we can sum up that the sphere of IoT will 
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on the basis of general impression.

Nataliya Razygrayeva told about the Ukrainian 

experience of introducing the instrument that helps solve 

disputes by fixing content of web pages. For the time 

being, presenting verified information on the content of 

pages favors solving disputes at the pre-trial stage, as 

well as simplifies court hearings.

All speakers raised the issue of the gap in the speed of 

the Internet development and legal institutions. The 

Russian expert Sergey Kopylov underlined that mistakes 

carry also positive consequences, and breakthroughs in 

the sphere of law appear quite often.  For instance:

— the unique Russian experience of transferring domains 

to the right holder without termination of registration 

upon court decision;

— the instruction of the Supreme Court to issue 

judgments with formulations that the register is able to 

fulfil;

— the unique system of fighting phishing and cyber 

crimes — to revoke delegation of domains  that have 

been detected with such kind of activities by experts of 

the branch (Kaspersky Laboratory, Safe Internet League, 

etc.). Moreover, beyond the question of state regulation, 

the notifying organizations include Roskomnadzor and 

the Central Bank of the Russian Federation, which 

experts estimate as a big step towards self-regulation.

The company Microsoft presented the report on how 

cloud technologies change the Internet environment, 

which assumes trust, responsibility and inclusiveness of 

the cloud. The publication «Clouds for the common 

good» by Microsoft includes recommendations regarding 

ways of developing legislation in this area.

ICANN representative Michael Yakushev summed up the 

meeting, underlining the acute necessity to work out 

common international terminology (currently, even CIS 

states do not operate a common notion of the owner of a 

domain name: somewhere this is a register, in others - 

administrator or owner of the domain). Key questions:

1. Is it possible to create a universal system of 

identification of Internet users, operators of Internet 

services and owners of web resources? 

2. If yes, then based on what principles and with 

the use of what international legal mechanisms? 

3. What are the aims of such identification? Won’t 

there be violations of human rights? 

4. If it is impossible to set up the unified system, 

then for what reasons? Is there a possibility for specific 

(local, functional) systems of identification?

As a separate point, the experts underlined the necessity 

to establish a distinct legal status of a domain name as 

network property, which will need legal protection for 

many years on.
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vivid practical meaning. Experts from Belarus, Russia and 

Ukraine shared their experience of solving legal issues. 

The focus of the discussion was on unification of 

definitions, practices of different countries and regions in 

settling disputes, and also the necessity of deep theoretic 

workout of legal aspects related to the development of 
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The Belarusian giant of game industry Wargaming told 

about the means of legal protection of their products. The 

company comes across around 1000 violations online 

yearly: from illegal use of the brand in commercials to 

production of cloned games. The specific of legal 

defense underlies in differences of jurisdictions, speed 

and methods of handling petitions and making decisions. 

The legal advisor of the company Natalia Yuryeva 

recommended the following useful practices worth 

introducing gradually in the East European region:

— automatized platforms of blocking content and 

submitting petitions, which have earned widespread 

usage in EU countries;
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feel» that allow comparing the original content (for 

example, recognizable elements of video games) with 

clones, not only on the basis of formal features, but also 

on the basis of general impression.

Nataliya Razygrayeva told about the Ukrainian 

experience of introducing the instrument that helps solve 
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pages favors solving disputes at the pre-trial stage, as 

well as simplifies court hearings.
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Russian expert Sergey Kopylov underlined that mistakes 

carry also positive consequences, and breakthroughs in 

the sphere of law appear quite often.  For instance:
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— the instruction of the Supreme Court to issue 
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fulfil;

— the unique system of fighting phishing and cyber 

crimes — to revoke delegation of domains  that have 

been detected with such kind of activities by experts of 

the branch (Kaspersky Laboratory, Safe Internet League, 

etc.). Moreover, beyond the question of state regulation, 

the notifying organizations include Roskomnadzor and 

the Central Bank of the Russian Federation, which 

experts estimate as a big step towards self-regulation.

The company Microsoft presented the report on how 

cloud technologies change the Internet environment, 

which assumes trust, responsibility and inclusiveness of 

the cloud. The publication «Clouds for the common 

good» by Microsoft includes recommendations regarding 

ways of developing legislation in this area.

ICANN representative Michael Yakushev summed up the 

meeting, underlining the acute necessity to work out 

common international terminology (currently, even CIS 

states do not operate a common notion of the owner of a 

domain name: somewhere this is a register, in others - 

administrator or owner of the domain). Key questions:

1. Is it possible to create a universal system of 

identification of Internet users, operators of Internet 

services and owners of web resources? 

2. If yes, then based on what principles and with 

the use of what international legal mechanisms? 

3. What are the aims of such identification? Won’t 

there be violations of human rights? 

4. If it is impossible to set up the unified system, 

then for what reasons? Is there a possibility for specific 

(local, functional) systems of identification?

As a separate point, the experts underlined the necessity 

to establish a distinct legal status of a domain name as 

network property, which will need legal protection for 

many years on.
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the notifying organizations include Roskomnadzor and 

the Central Bank of the Russian Federation, which 
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The company Microsoft presented the report on how 
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which assumes trust, responsibility and inclusiveness of 
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services and owners of web resources? 

2. If yes, then based on what principles and with 

the use of what international legal mechanisms? 

3. What are the aims of such identification? Won’t 

there be violations of human rights? 

4. If it is impossible to set up the unified system, 

then for what reasons? Is there a possibility for specific 
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to establish a distinct legal status of a domain name as 

network property, which will need legal protection for 
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vivid practical meaning. Experts from Belarus, Russia and 

Ukraine shared their experience of solving legal issues. 

The focus of the discussion was on unification of 

definitions, practices of different countries and regions in 

settling disputes, and also the necessity of deep theoretic 

workout of legal aspects related to the development of 

the Internet.

The Belarusian giant of game industry Wargaming told 

about the means of legal protection of their products. The 

company comes across around 1000 violations online 

yearly: from illegal use of the brand in commercials to 

production of cloned games. The specific of legal 

defense underlies in differences of jurisdictions, speed 

and methods of handling petitions and making decisions. 

The legal advisor of the company Natalia Yuryeva 

recommended the following useful practices worth 

introducing gradually in the East European region:

— automatized platforms of blocking content and 

submitting petitions, which have earned widespread 

usage in EU countries;

— more intensive development of instruments «look and 

feel» that allow comparing the original content (for 

example, recognizable elements of video games) with 

clones, not only on the basis of formal features, but also 

on the basis of general impression.

Nataliya Razygrayeva told about the Ukrainian 

experience of introducing the instrument that helps solve 

disputes by fixing content of web pages. For the time 

being, presenting verified information on the content of 

pages favors solving disputes at the pre-trial stage, as 

well as simplifies court hearings.

All speakers raised the issue of the gap in the speed of 

the Internet development and legal institutions. The 

Russian expert Sergey Kopylov underlined that mistakes 

carry also positive consequences, and breakthroughs in 

the sphere of law appear quite often.  For instance:

— the unique Russian experience of transferring domains 

to the right holder without termination of registration 

upon court decision;

— the instruction of the Supreme Court to issue 

judgments with formulations that the register is able to 

fulfil;

— the unique system of fighting phishing and cyber 

crimes — to revoke delegation of domains  that have 

been detected with such kind of activities by experts of 

the branch (Kaspersky Laboratory, Safe Internet League, 

etc.). Moreover, beyond the question of state regulation, 

the notifying organizations include Roskomnadzor and 

the Central Bank of the Russian Federation, which 

experts estimate as a big step towards self-regulation.

The company Microsoft presented the report on how 

cloud technologies change the Internet environment, 

which assumes trust, responsibility and inclusiveness of 

the cloud. The publication «Clouds for the common 

good» by Microsoft includes recommendations regarding 

ways of developing legislation in this area.

ICANN representative Michael Yakushev summed up the 

meeting, underlining the acute necessity to work out 

common international terminology (currently, even CIS 

states do not operate a common notion of the owner of a 

domain name: somewhere this is a register, in others - 

administrator or owner of the domain). Key questions:

1. Is it possible to create a universal system of 

identification of Internet users, operators of Internet 

services and owners of web resources? 

2. If yes, then based on what principles and with 

the use of what international legal mechanisms? 

3. What are the aims of such identification? Won’t 

there be violations of human rights? 

4. If it is impossible to set up the unified system, 

then for what reasons? Is there a possibility for specific 

(local, functional) systems of identification?

As a separate point, the experts underlined the necessity 

to establish a distinct legal status of a domain name as 

network property, which will need legal protection for 

many years on.
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The Belarusian giant of game industry Wargaming told 

about the means of legal protection of their products. The 

company comes across around 1000 violations online 

yearly: from illegal use of the brand in commercials to 

production of cloned games. The specific of legal 

defense underlies in differences of jurisdictions, speed 

and methods of handling petitions and making decisions. 
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recommended the following useful practices worth 
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— automatized platforms of blocking content and 
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clones, not only on the basis of formal features, but also 

on the basis of general impression.

Nataliya Razygrayeva told about the Ukrainian 

experience of introducing the instrument that helps solve 

disputes by fixing content of web pages. For the time 

being, presenting verified information on the content of 

pages favors solving disputes at the pre-trial stage, as 

well as simplifies court hearings.

All speakers raised the issue of the gap in the speed of 

the Internet development and legal institutions. The 

Russian expert Sergey Kopylov underlined that mistakes 

carry also positive consequences, and breakthroughs in 

the sphere of law appear quite often.  For instance:

— the unique Russian experience of transferring domains 

to the right holder without termination of registration 

upon court decision;

— the instruction of the Supreme Court to issue 

judgments with formulations that the register is able to 

fulfil;

— the unique system of fighting phishing and cyber 

crimes — to revoke delegation of domains  that have 

been detected with such kind of activities by experts of 

the branch (Kaspersky Laboratory, Safe Internet League, 

etc.). Moreover, beyond the question of state regulation, 

the notifying organizations include Roskomnadzor and 

the Central Bank of the Russian Federation, which 

experts estimate as a big step towards self-regulation.
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cloud technologies change the Internet environment, 

which assumes trust, responsibility and inclusiveness of 

the cloud. The publication «Clouds for the common 

good» by Microsoft includes recommendations regarding 
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meeting, underlining the acute necessity to work out 

common international terminology (currently, even CIS 

states do not operate a common notion of the owner of a 

domain name: somewhere this is a register, in others - 

administrator or owner of the domain). Key questions:

1. Is it possible to create a universal system of 

identification of Internet users, operators of Internet 

services and owners of web resources? 

2. If yes, then based on what principles and with 

the use of what international legal mechanisms? 

3. What are the aims of such identification? Won’t 

there be violations of human rights? 

4. If it is impossible to set up the unified system, 

then for what reasons? Is there a possibility for specific 

(local, functional) systems of identification?

As a separate point, the experts underlined the necessity 

to establish a distinct legal status of a domain name as 

network property, which will need legal protection for 

many years on.
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in Russia and CIS, Microsoft
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Director of the «Competence's center» department of the 

«Ukrainian numbers and addresses support center» 

Consortium

Natalia Yurieva
Legal adviser of CLLC «Game Stream» (Wargaming)

Moderator: Tatiana Ignatovskaya
Attorney at Law, Partner of attorneys at law «Stepano-

vski, Papakul & partners»

The discussion over regional problematics has gained 

vivid practical meaning. Experts from Belarus, Russia and 

Ukraine shared their experience of solving legal issues. 

The focus of the discussion was on unification of 

definitions, practices of different countries and regions in 

settling disputes, and also the necessity of deep theoretic 

workout of legal aspects related to the development of 

the Internet.

The Belarusian giant of game industry Wargaming told 

about the means of legal protection of their products. The 

company comes across around 1000 violations online 

yearly: from illegal use of the brand in commercials to 

production of cloned games. The specific of legal 

defense underlies in differences of jurisdictions, speed 

and methods of handling petitions and making decisions. 

The legal advisor of the company Natalia Yuryeva 

recommended the following useful practices worth 

introducing gradually in the East European region:

— automatized platforms of blocking content and 

submitting petitions, which have earned widespread 

usage in EU countries;

— more intensive development of instruments «look and 

feel» that allow comparing the original content (for 

example, recognizable elements of video games) with 

clones, not only on the basis of formal features, but also 

on the basis of general impression.

Nataliya Razygrayeva told about the Ukrainian 

experience of introducing the instrument that helps solve 

disputes by fixing content of web pages. For the time 

being, presenting verified information on the content of 

pages favors solving disputes at the pre-trial stage, as 

well as simplifies court hearings.

All speakers raised the issue of the gap in the speed of 

the Internet development and legal institutions. The 

Russian expert Sergey Kopylov underlined that mistakes 

carry also positive consequences, and breakthroughs in 

the sphere of law appear quite often.  For instance:

— the unique Russian experience of transferring domains 

to the right holder without termination of registration 

upon court decision;

— the instruction of the Supreme Court to issue 

judgments with formulations that the register is able to 

fulfil;

— the unique system of fighting phishing and cyber 

crimes — to revoke delegation of domains  that have 

been detected with such kind of activities by experts of 

the branch (Kaspersky Laboratory, Safe Internet League, 

etc.). Moreover, beyond the question of state regulation, 

the notifying organizations include Roskomnadzor and 

the Central Bank of the Russian Federation, which 

experts estimate as a big step towards self-regulation.

The company Microsoft presented the report on how 

cloud technologies change the Internet environment, 

which assumes trust, responsibility and inclusiveness of 

the cloud. The publication «Clouds for the common 

good» by Microsoft includes recommendations regarding 

ways of developing legislation in this area.

ICANN representative Michael Yakushev summed up the 

meeting, underlining the acute necessity to work out 

common international terminology (currently, even CIS 

states do not operate a common notion of the owner of a 

domain name: somewhere this is a register, in others - 

administrator or owner of the domain). Key questions:

1. Is it possible to create a universal system of 

identification of Internet users, operators of Internet 

services and owners of web resources? 

2. If yes, then based on what principles and with 

the use of what international legal mechanisms? 

3. What are the aims of such identification? Won’t 

there be violations of human rights? 

4. If it is impossible to set up the unified system, 

then for what reasons? Is there a possibility for specific 

(local, functional) systems of identification?

As a separate point, the experts underlined the necessity 

to establish a distinct legal status of a domain name as 

network property, which will need legal protection for 

many years on.
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usage in EU countries;

— more intensive development of instruments «look and 

feel» that allow comparing the original content (for 

example, recognizable elements of video games) with 

clones, not only on the basis of formal features, but also 

on the basis of general impression.

Nataliya Razygrayeva told about the Ukrainian 

experience of introducing the instrument that helps solve 

disputes by fixing content of web pages. For the time 

being, presenting verified information on the content of 

pages favors solving disputes at the pre-trial stage, as 

well as simplifies court hearings.

All speakers raised the issue of the gap in the speed of 

the Internet development and legal institutions. The 

Russian expert Sergey Kopylov underlined that mistakes 

carry also positive consequences, and breakthroughs in 

the sphere of law appear quite often.  For instance:

— the unique Russian experience of transferring domains 

to the right holder without termination of registration 

upon court decision;

— the instruction of the Supreme Court to issue 

judgments with formulations that the register is able to 

fulfil;

— the unique system of fighting phishing and cyber 

crimes — to revoke delegation of domains  that have 

been detected with such kind of activities by experts of 

the branch (Kaspersky Laboratory, Safe Internet League, 

etc.). Moreover, beyond the question of state regulation, 

the notifying organizations include Roskomnadzor and 

the Central Bank of the Russian Federation, which 

experts estimate as a big step towards self-regulation.

The company Microsoft presented the report on how 

cloud technologies change the Internet environment, 

which assumes trust, responsibility and inclusiveness of 

the cloud. The publication «Clouds for the common 

good» by Microsoft includes recommendations regarding 

ways of developing legislation in this area.

ICANN representative Michael Yakushev summed up the 

meeting, underlining the acute necessity to work out 

common international terminology (currently, even CIS 

states do not operate a common notion of the owner of a 

domain name: somewhere this is a register, in others - 

administrator or owner of the domain). Key questions:

1. Is it possible to create a universal system of 

identification of Internet users, operators of Internet 

services and owners of web resources? 

2. If yes, then based on what principles and with 

the use of what international legal mechanisms? 

3. What are the aims of such identification? Won’t 

there be violations of human rights? 

4. If it is impossible to set up the unified system, 

then for what reasons? Is there a possibility for specific 

(local, functional) systems of identification?

As a separate point, the experts underlined the necessity 

to establish a distinct legal status of a domain name as 

network property, which will need legal protection for 

many years on.
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We will be glad to see you 
at Belarus IGF next year!

Follow our news
https://igf.by/
https://www.facebook.com/belarusigf/
e-mail: info@igf.by
+375 17 239 57 02




