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BUILDING ON BPF CYBERSECURITY 2019/20 OUTPUT

2021 proposal builds upon 2019/20 work to support ongoing development of 

cybersecurity norms in UN and elsewhere:

▪ 2019 – best practices in relation to implementation of recent international 

cybersecurity initiatives 

▪ 2020 

o deeper analysis of agreements that are focused on norms

o examination of development and enforcement of norms in other areas 



WHAT IS NEW IN 2021

▪ Continue to look at norms, with new analysis into factors that can 

drive or undermine norms in the area of cybersecurity

▪ New focus in 2021 on what can be learned from major cybersecurity 

incidents and attacks

▪ Added dimension of bringing in voice of victims and responders

▪ Reflect also on what can be learnt from how incidents in other areas 

have impacted norms e.g., environmental protection



OUTREACH IN THE CONTEXT OF THE ROADMAP FOR 

DIGITAL COOPERATION

▪ Bring in new perspectives at the beginning of the work: 

o Organisations that have chronicled cyber incidents

o Academics who assess norms in respect to incidents

o “Norm entrepreneurs”

o Experts in LDCs and SIDS

▪ Links to UN discussions:

o Roadmap’s call for a Global Statement on Trust and Security

o Ongoing UN GGE and OEWG processes



THANK YOU!


