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Abstract: This Open Forum aims to provide a comprehensive picture and update on the state of cybersecurity in 32 
countries Latin America and Caribbean countries. In 2018, the Cybersecurity Program of the Organization of 
American States, in partnership with the Inter-American Development Bank (IDB), deployed the Cybersecurity 
Capacity Maturity Model for Nations (CMM) and collected data to assess countries’ maturity level regarding (1) 
cybersecurity policy and strategy, (2) culture and society, (3) education, (4) legal and regulatory frameworks, as well 
as (5) standards and technologies. This is the second edition of this one-of-a-kind study of the Americas, built based 
on a multi-stakeholder consultation, carefully balancing the need for security to enable social economic growth and 
sustainability, while respecting the right to free expression and the right to privacy. 

Background: 

This Open Forum will be an opportunity for the OAS Cybersecurity Program to present to the wide Internet 
Governance community a comprehensive picture and update on the state of cybersecurity in Latin 
America and Caribbean. The “Security, Safety, Stability & Resilience” IGF 2019 Theme combines the 
technical and human aspects of cybersecurity. Likewise, the second edition of the study “Cybersecurity: 
Are we ready in Latin America and the Caribbean?” provides a comprehensive view of the maturity level 
of 32 countries of Latin America and the Caribbean regarding five (5) cybersecurity dimensions: (1) Policy 
and Strategy; (2) Culture and Society; (3) Education, Training and Skills; (4) Legal and Regulatory 
Frameworks; and (5) Standards, Organizations, and Technologies.  

Each dimension was built based on multi-stakeholder consultation, and encourages the use of metrics to 
measure progress of cybersecurity policies and technical measures. The five levels of maturity present a 
logical progression by which areas of cybersecurity capability may be improved. The CMM allows for a 
holistic analysis of a country’s cybersecurity capability and examines indicators separately in order to 
highlight a country’s specific strength or gap. It allows for a visualization of where countries are gaining 
ground in cybersecurity and where they could benefit from improvement. It also explores how these 
trends are impacting overall cybersecurity at the sub-regional and regional levels and provides 
policymakers, non-governmental organizations (NGOs), and multilateral organizations, among others, 
with insight into how they may best invest in cybersecurity. 

Since the publication of the first edition of this study in 2016, six more (6) countries adopted national 
cybersecurity strategies (i.e. Paraguay, Chile, Costa Rica, Mexico, Guatemala, and Dominican Republic), 
and Colombia reviewed its strategy. Three (3) countries established their national cybersecurity incident 
response teams (CIRTs) (i.e. Guatemala, Costa Rica and Dominican Republic), and several countries in the 
region adopted a legal framework for data protection. Nonetheless, there are still much to do on 
improving cybersecurity capacity in the region. Moreover, emerging technologies, such as the Internet of 
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Things, pose many new technical, policy and ethical challenges that the region needs to address, while 
catching up with more developed regions in terms of Internet access, technology and innovation. 

Based on the results presented, some of the questions that could be discussed among speakers and 
participants are: 

• What should be the next steps to improve cybersecurity capacity in the Latin American and 
Caribbean region? 

• What other aspects should we consider when assessing the cybersecurity maturity level of the 
region? 

• What are the main challenges to improve cybersecurity capacity?  
• Is the region adequately balancing cybersecurity, human rights and economic development? 

With the presentation of this report and the information provided, the OAS Cybersecurity Program 
expects policymakers in the region to make better informed decisions, and non-state actors to not only 
learn about the current state of the region, but also to play a more active role in enhancing cybersecurity 
in the region to enable an open and safe Internet that can be trusted by individuals. 

*** 


