
Background Paper for Panel Sessions 

Workshop 
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1.    Basic information: 

 

a. Title of Panel session: Dark patterns: an online challenge in consumer protection 

 

b. Identify relevant IGF subtheme 

The Workshop will embrace Enabling Safety, Security and Accountability, as the main focus 

area. 

 

       c.    List up to 5 tags 

“consumer protection”, “misleading practices”, “disinformation online”, “algorithmic 

transparency” 

 

2.    Summary or Abstract of background paper (1 – 2 paragraphs): This short summary should 

contain at a minimum: 

      

a. A statement of purpose (e.g. Why should this Internet Governance issue be considered at 

this time?) 

Dark commercial patterns are online influencing techniques that are commonly used by 

businesses in the digital economy that are harmful to consumers. Considering this harm, it is 

necessary to engage in discussions in order to raise awareness of the problem and find solutions. 

Whilst it is an important topic among consumer protection experts and agencies, the debate 

needs to be shifted to the wider Internet community in order to spread awareness and help 

identify most appropriate solutions. Further, as the problem of the use of dark commercial 

patterns is a global issue, with online players easily transcending national borders, it is 

necessary to approach this problem from a comparative, transnational perspective. 

As with many new and emerging concepts, dark commercial patterns are difficult to define and 

thus, sometimes, efficiently address due to the lack of unanimity of what they are and if they 

are always detrimental. The line between various nudging techniques that may be perceived as 

acceptable marketing strategies and online manipulation/deception bringing unacceptable 

detriment to consumers is, therefore, often blurred. Dark commercial patterns are complex 

design interfaces/techniques and are prominent within various spheres of e-commerce, range of 

media, including e-commerce websites, apps, cookie consent notices, etc.. 

 

       b.    Description of the relevance to Internet Governance, and to the themes/sub-themes of 

the IGF meeting. 

 The Workshop sets out to explore the impact of dark patterns on consumers and what 

institutions/organizations can do to minimize their risks. 

 The event will embrace the Enabling Safety, Security and Accountability along with the 

corresponding stakeholder roles and responsibilities for equitable development. 

 

       c.    Description of the expected results of the discussion 

 

The Workshop shall bring more clarity to the following issues : 

 What are dark patterns? 



 How prevalent, effective in influencing decision-making, and detrimental are dark 

commercial patterns to consumers? Are some more so than others? 

 How can we define/classify online dark commercial patterns in a way facilitating 

better enforcement of consumer protection? 

 How to effectively raise awareness/education of online dark commercial patterns 

amongst consumers and consumer organizations? 

 Are the regulations/laws in place for the use of unfair commercial practices effective to 

address dark commercial patterns? Where are additional regulations needed and where 

are existing ones sufficient? Where would we need to introduce additional regulations 

and where are existing ones sufficient? 

 Who is (particularly) vulnerable to dark commercial patterns? 

 How can we enforce compliance with such regulations ? 

 How can we promote ethical design of online architecture as an element of professional 

diligence? 

 What are the roles of different actors in fighting dark commercial patterns? 

 

3.    Body of Paper the background paper should address the following: 

  

       a.    Statement of purpose (e.g. Why should this Internet Governance issue be 

considered at this time?) 

 

Dark commercial patterns are unethical online influencing techniques that are commonly used 

by businesses in the digital economy that manipulate internet users and breech transparency. 

They are now discussed on the fora of consumer protection agencies and consumer expert 

bodies such as ICPEN, OECD Committee on Consumer Policy and UNCTAD’s Competition 

and Consumer Policy Branch. Nevertheless, given that dark commercial patterns take place in 

the online environment, in order for the problem to be effectively tackled, it is vital that wider 

Internet-related community becomes aware of this phenomenon, its complexity. This way, their 

participation in the debate on tackling them may aid consumer protection bodies to develop 

most appropriate solutions. This is the purpose of holding this session at the 2022 IGF.  

 

The challenges as to why they are so complicated to regulate and protect consumers against are 

that they are constantly changing – the way we defined them 10 years ago may not be so up-to-

date today. Often they cause harm to consumers. After encountering dark commercial pattern 

interfaces, consumers tend to find themselves in situations that they were not fully aware they 

previously agreed to or they have been discouraged to take certain decisions that would have 

been in their interest. For example, if they fall into a subscription trap, their financial harm may 

be prolonged. 

 

Moreover, it is difficult to determine who is responsible for these negative consequences: the 

user interface designers or the businesses that make use of dark commercial patterns? It is 

important to analyze how different disciplines within businesses (marketers, data scientists, 

legal counsels etc.) play a role in fighting dark patterns. 

 

It is important to have a conversation about what types of policy and enforcement measures can 

be employed to maintain a high level of consumer protection and education. It is also necessary 



to engage in discussions with different stakeholders in order to raise awareness of the problem 

and find solutions. 

 

Due to blurred lines between nudging techniques being accepted as marketing strategies and 

dark commercial patterns, it may be difficult to enforce consumer protection in this area. Often, 

to identify a dark commercial pattern, enforcement organizations may require access to 

algorithms/data used by a particular software. It is then also necessary to consider whether 

technological developments could facilitate easier compliance checks in this area and how to 

strengthen the regulatory landscape, bridging the often fragmented enforcement competences 

in the digital sphere. 

 

       b.    Relevance to Internet Governance, IGF themes and subthemes, 

 

 Enabling Safety, Security and Accountability 

 

 

       c.    Review of the current situation. (This can be as simple as an annotated 

bibliography.  This can also include a list of other venues and institutions working on the 

issue). 
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       d.    List of questions to be discussed and/or to be asked to key players 

 

 What are dark patterns? 

 How prevalent, effective in influencing decision-making, and detrimental are dark 

commercial patterns to consumers? Are some more so than others? 

 How can we define/classify online dark commercial patterns in a way facilitating 

better enforcement of consumer protection? 

 How to effectively raise awareness/education of online dark commercial patterns 

amongst consumers and consumer organizations? 

 Are the regulations/laws in place for the use of unfair commercial practices effective to 

address dark commercial patterns? Where are additional regulations needed and where 

are existing ones sufficient? Where would we need to introduce additional regulations 

and where are existing ones sufficient? 

 Who is (particularly) vulnerable to dark commercial patterns? 
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 How can we enforce compliance with such regulations ? 

 How can we promote ethical design of online architecture as an element of professional 

diligence? 

 What are the roles of different actors in fighting dark commercial patterns? 

 

 

       e.    Description of Expected results: (what progress in the understanding of the issue 

is hoped for? For instance: more detailed problem definition, and/or various 

stakeholders’ views of policy options, and/or recommendations, and/or barriers, and/or 

critical success factors, and/or goals to be advanced etc.). 

 

The panel shall advance the progress in better understanding dark commercial patterns and how 

to protect consumers from them. The ambition of this Workshop is to spread awareness about 

them and bring the topic of dark commercial patterns from the consumer protection experts to 

the wider and global Internet community. Using the opportunity of the presence of a variety of 

IGF participants, online and offline, we will aim to collect new inputs into the debate held 

mainly among consumer protection bodies and experts, both during the panel as well as a 

follow-up to it. 

The Panel would discuss practices commonly defined as dark commercial patterns, the ongoing 

debates about what constitutes a dark commercial pattern, and how we can counteract such 

practices from the perspective of governments, business and consumers. We will connect with 

other regulators and academia to provide a wider perspective and unique insights. 

 

 

 

 


