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Abstract:

[Purpose/Significance] With the increasing digitalization of the world today, children face certain risks
when using the Internet, including bullying, harassment, overuse of the Internet, exposure to violent
content, as well as sexting, grooming and sexual extortion.

[Method/Process] The paper focuses on one of the most severe Internet threats — child sexual exploitation
and abuse online — and highlights the recent global trends and the progress achieved globally in terms of
prevention and response in the last decade. It then zooms in on China, the country with the largest number
of child Internet users, providing an overview of recent developments on child online protection.
[Results/Conclusion] Based on existing progress and evidence, the paper offers some reflections on
strategic directions to address online child online sexual exploitation and abuse in China.
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Abstract:

[Purpose/Significance] With the increasing digitalization of the world today, children face certain risks when
using the Internet, including bullying, harassment, overuse of the Internet, exposure to violent content, as well
as sexting, grooming and sexual extortion.

[Method/Process] The paper focuses on one of the most severe Internet threats — child sexual exploitation and
abuse online — and highlights the recent global trends and the progress achieved globally in terms of prevention
and response in the last decade. It then zooms in on China, the country with the largest number of child Internet
users, providing an overview of recent developments on child online protection.

[Results/Conclusion] Based on existing progress and evidence, the paper offers some reflections on strategic
directions to address online child online sexual exploitation and abuse in China.

Keywords: child online protection; cyber bullying; sexual exploitation; Internet prevention; governance

countermeasures

0 Introduction

For this working paper, the author uses the following definitions extracted from the UNICEF (2021)
publication referenced below:

“Child sexual abuse includes: (a) Engaging in sexual activities with a child who, according to the relevant
provisions of national law, has not reached the legal age for sexual activities (this does not apply to
consensual sexual activities between minors), and (b) engaging in sexual activities with a child where use
is made of coercion, force or threats; or abuse is made of a recognized position of trust, authority or
influence over the child, including within the family; or abuse is made of a particularly vulnerable situation
of the child, notably because of a mental or physical disability or a situation of dependence. Child sexual
abuse becomes sexual exploitation when a second party benefits monetarily, through sexual activity
involving a child. It includes harmful acts such as sexual solicitation and sexual exploitation of a child or
adolescent in prostitution and, in the Council of Europe Convention, covers situations in which a child or
other person is given or promised money or other form of remuneration, payment or consideration in return
for the child engaging in sexual activity, even if the payment/remuneration is not made. Although the terms
are sometimes used interchangeably, what distinguishes the concept of child sexual exploitation from child
sexual abuse is the underlying notion of exchange.”

“There is no internationally agreed definition of online child sexual exploitation and abuse. For the
purposes of this document, the term is used ... to refer to child sexual exploitation and abuse that is partly
or entirely facilitated by technology, that is the Internet or other wireless communications. For example,
child sexual abuse takes on an online dimension when, for instance, acts of sexual abuse are photographed
or video/audio-recorded and then uploaded and made available online, whether for personal use or for



sharing with others. Each repeated viewing and/or sharing of such recorded material constitutes a new
violation of the rights of the child.*

Globally, 1 in 3 Internet users are below 18.2 The Internet and the digital world have offered unprecedented
educational and learning opportunities for children to learn, access information, connect with friends, and
be creative. As highlighted by the recent Committee on the Rights of the Child’s General Comment No. 25
on the rights of the child in relation to the digital environment,? the Internet has tremendous potential for
the realization of children’s rights. However, access to digital platforms also entails risks, including bullying,
harassment, overuse of the Internet, exposure to violent content, as well as sexting, grooming and sexual
extortion.

Although there are many dimensions of digital safety, this paper will focus on some of the most severe
online risks - sexual exploitation and abuse through digital platforms - as well as on their prevention and
response. Any abuser can easily contact a child from anywhere, and they can easily store and distribute
images. Even children may self-generate images with sexual content that can be shared without consent,
even if they are intended for a relationship.*

The proliferation of child sexual abuse images in recent years is dramatic. “In 2020, the National Centre
for Missing and Exploited Children, headquartered in the United States, received 21.7 million reports of
suspected technology-facilitated child sexual exploitation and abuse, which represents an increase of 28 per
cent from 2019, which follows an even more drastic increase of 700 per cent in the number of industry
referrals of child sex abuse materials online between 2013 and 2017.°

The Global Threat Assessment Report 20216 raised the alarm, pointing to the increase in online sexual
exploitation and abuse at an unprecedented scale and rate, as well as to a diversification of harms, with
increases in online grooming (97 per cent) and self-generated materials (77 per cent), and an increase in the
sharing and distribution of child sexual abuse materials.

The rise in figures is linked to more time spent online during COVID-19, but also to an increase in self-
generated materials and the commercial incentives linked to this form of abuse.

The impacts of online abuse can be compared to those of offline violence, which range from mental health
issues and vulnerability to suffering more violence or becoming perpetrators in the future. The links

1 Extracts from UNICEF, 2021, Ending online child sexual exploitation and abuse: National responses and promising
practices to address technology-facilitated sexual exploitation and abuse in low- and middle-income countries,
UNICEF, New York, pp. 5-6, Ending Online Sexual Exploitation and Abuse .pdf (unicef.org), accessed on 4 August
2022.

2 UNICEF, Child Protection Advocacy Briefs. Child Online Protection. Advocacy Brief: Child Online Protection |
UNICEF

3 OHCHR | General comment No. 25 (2021) on children’s rights in relation to the digital environment, accessed on
1 August 2022.

4 Protecting children online | UNICEF, accessed on 1 August 2022.

5 Quoted in UNICEF, 2021, Ending online child sexual exploitation and abuse: National responses and promising
practices to address technology-facilitated sexual exploitation and abuse in low- and middle-income countries,
UNICEF, New York, p.12., Ending Online Sexual Exploitation and Abuse.pdf (unicef.org), accessed on 1 August 2022.
5 WeProtect Global Alliance, 2021, Global Threat Assessment Report, Global Threat Assessment 2021 - WeProtect
Global Alliance, accessed on 1 August 2022.
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between online and offline violence are important, because children who are exposed to violence online
may have experienced violence offline.’

It has never been more urgent to accelerate action given the alarming figures societies are facing world-
wide.

1 Global progress

Child sexual exploitation and abuse online (and offline) have become more pervasive and have taken many
forms. The complexity of the platforms and channels that abusers are using is increasing rapidly and experts
and providers need to further develop innovative solutions to detect and investigate abuse and exploitation.
There are, however, rays of hope as the issue has gained strength on the global agenda and we have more
innovation in technology, more engagement of companies, governments and civil society, as well as more
evidence on what works. Better coordination, enhanced prioritization and resources are still required to
protect children.®

The WeProtect Global Alliance® has been one of the most important contributors internationally to shaping
action and responses to this phenomenon. It has mobilized governments, the private sector, civil society
and international organizations to raise the profile of online child online sexual exploitation and abuse. The
Alliance has also encouraged accountability and commitment, and it has developed solutions to protect
children from sexual exploitation and abuse online.

The United Nations Children’s Fund (UNICEF), one of the leading child rights organizations, works with
partners to strengthen the social, community and family aspects of safe Internet use as well as to prevent
and respond to cases of abuse and violence through digital platforms. One of UNICEF’s main strategic
goals is to end violence against girls and boys,* by strengthening the different settings and environments
where a child develops and thrives, i.e., home, school, community and society (including on digital
platforms). The UNICEF Child Protection strategy*? highlights that child online protection has become an
important priority and it places emphasis on working within child protection system’s efforts, as the
phenomenon does not happen in isolation.

UNICEF supports the WeProtect Global Alliance and shapes its cooperation in-country around the
alliance’s framework for action, the ‘Model National Response (MNR),” which articulates action in six
domains.

"Protecting children online | UNICEF, accessed on 1 August 2022.

8 WeProtect Alliance 2021, Global Threat Assessment Report, Global Threat Assessment 2021 - WeProtect Global
Alliance, accessed on 4 August 2022.

9 Who we are - WeProtect Global Alliance, accessed on 4 August 2022.

10 The Alliance relaunched in 2020 as an independent organization and is the combination of two initiatives: The
European Commission and US Department of Justice’s Global Alliance Against Child Sexual Abuse Online; and
WePROTECT, established by the UK Government as a global multi-stakeholder response to combating online child
sexual abuse.

11 UNICEF, 2022, Strategic Plan 2022-2025, https://www.unicef.org/reports/unicef-strategic-plan-2022-2025,
accessed on 4 August 2022.

12 UNICEF, 2021, Child Protection Strategy 2021-2030, NY. Child-Protection-Strategy-2021.pdf (unicef.org),
accessed on 4 August 2022.
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Figure 1: WePROTECT Model National Response
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Source: Quoted in United Nations Children’s Fund (2021) Ending online child sexual exploitation and abuse: National responses and promising

practices to address technology-facilitated sexual exploitation and abuse in low- and middle-income countries, UNICEF, New York, p. 5.

The MNR identifies the capabilities of governments and other stakeholders within the six domains. All of
these contribute to an effective, comprehensive response.

1. Policy and governance: leadership; research, analysis, and monitoring; legislation

2. Criminal justice: dedicated law enforcement; judiciary and prosecutors; offender management process;
access to image databases

3. Victim: end-to-end support; child protection workforce; compensation, remedies and complaints
arrangements

4. Societal: child sexual exploitation and abuse hotline; education programme; child participation;
offender support systems

5. Industry: takedown procedures; child sexual exploitation and abuse reporting; innovation solution
development; Corporate Social Responsibility

6. Media and communications: ethical and informed media reporting; universal terminology

Source: WeProtect Global Alliance and UNICEF, 2022, Framing the Future: How the Model National Response framework is
supporting national efforts to end online child online sexual exploitation and abuse.

According to a recent review of 42 countries,*® the MNR has effectively guided those countries’ coordinated
response to child sexual exploitation and abuse online, and it has been used as a programmatic reference or
for training.

13 WeProtect Global Alliance and UNICEF, 2022, Framing the Future: How the Model National Response framework
is supporting national efforts to end online child online sexual exploitation and abuse, accessed on 28 July 2022.
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A 2021 UNICEF publication* reviewed the implementation of the MNR through UNICEF’s and partners’
work in 29 middle- and low-income countries five years into the roll-out of a global programme to end
child sexual exploitation and abuse online.®®The review notes significant progress overall in terms of
policies and governance structures, capacity of the justice sector, reporting and referral mechanisms, and
education programmes.

Yet, this UNICEF multi-country analysis also highlights some of the gaps in the response across countries,
particularly in terms of legislation and enforcement, the fragility of child protection systems, and the limited
capacity of workforces and limited awareness and sense of urgency among professional cadres.

Both studies (expressing the views of WeProtect Global Alliance and UNICEF respectively) point out
similar directions in terms of the future strategy to address online child online sexual exploitation and abuse,
including: comprehensive, multi-sectoral responses; collaboration among government, private sector
companies and across borders; strengthening of data and evidence, including on best practices. Promoting
digital literacy and child participation are two additional strategic directions highlighted by UNICEF.

The recommendations from the Global Threat Report®® also highlight the need to focus on prevention and
on the following domains: a) legislation and regulations consulting all relevant stakeholders; b) law
enforcement capacity, addressing low investment in police forces and the support to multi-national and
specialized investigative units; c) transparency and online safety technology, implementing ‘Safety By
Design’*’ approaches and d) societal initiatives, addressing the root causes of abuse and stigma around
reporting, and promoting the empowerment of children and adolescents.

2 The China context: progress and areas of opportunities

China is the country with the largest number of child Internet users (191 million) and a very high Internet
penetration rate (96.8 per cent). The Youth League and the China Internet Network Information Center
report, published every year, states that 16.6 per cent of children aged 6-17 have experienced online verbal
abuse and 20.2 per cent do not know how to protect their rights.*®

China is a member of the WeProtect Alliance. In recent years, the Government of China has taken several
actions on the legislative and policy fronts regarding child online protection. In June 2021, the amendment
to the Law on the Protection of Minors'® came into effect. The amendment adds two new chapters, on
statutory protection and online protection for minors, to address different risks and regulate the role of
Internet providers.

14 UNICEF, 2021, Ending online child sexual exploitation and abuse: National responses and promising practices to
address technology-facilitated sexual exploitation and abuse in low- and middle-income countries, UNICEF, New
York, Ending Online Sexual Exploitation and Abuse.pdf (unicef.org), accessed on 2 August 2022.

15 This programme was funded by the UK Government and then by the Global Partnership to End Violence against
Children.

16 WeProtect Global Alliance, 2021, Global Threat Assessment Report, Global Threat Assessment 2021 - WeProtect
Global Alliance, accessed on 1 August 2022.

17 safety by Design means building technology by putting the user (i.e. the child in this case) at the centre,
anticipating, minimizing and responding to online threats. It embeds safety as company’s cultural approach. Safety
by Design | eSafety Commissioner, accessed on 9 August 9, 2022.

18 China Youth League and the China Internet Network Information Center, 2021, Research Report on Internet Use
of Children in China in 2020, accessed on 9 August 2022.

1% Law of the People's Republic of China on Protection of Minors (npc.gov.cn), accessed on 9 August 2022.
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The Plan on the Development of Chinese Children (2021-2030) emphasizes a commitment to end violence
against children and support the child protection workforce. It also highlights the role the digital
environment plays in children’s lives and the need to make it safe.

In 2021, the Law on Family Education Promotion® identified the role of parents and caregivers in the
fostering of a nurturing and healthy environment to raise children. Digital literacy is one of the tasks in
which parents should engage.

In spring 2022, the draft rules for the regulation of the protection of minors online, a revised version of the
2016 rules, which reflect the inclusion of the new chapter related to child online protection of the Law on
the Protection of Minors was released. These rules are currently being reviewed.

Efforts towards coordination include the establishment of the China Federation of Internet Society’s
Professional Committee on Child Online Protection, which brings together social organizations, enterprises
and institutions related to child online protection, to promote a safe cyberspace for children, and to protect
children’s rights and interests online.

The legislative, governance and policy changes reflect the Government’s commitment to addressing this
increasingly compelling issue, suggesting this is a ripe moment to continue strengthening preventive and
response efforts.

Favouring this momentum, the country is witnessing increased awareness among the public as well as
visibility of the issue.?! There has also been increased interest from information and communications
technology (ICT) companies in playing an important role, not only as providers but also as socially
responsible actors. ICT companies also provide the vibrant digital infrastructure, capacity and technology
that make the identification and implementation of solutions viable.

Nevertheless, there are still opportunities that call for continuing efforts. These are elements that many
countries experience, such as the need for continued legislation refinement to further typify certain
behaviours, like grooming.

Like in other countries, it is important to recognize the urgency of the issue. Much of the attention of the
public and of institutions is placed on excessive use of the Internet and games,? the inappropriateness of
some games and materials, with some recognition that online bullying and harassment is taking place.
However, there is not much mention of child online sexual abuse and exploitation.

Data, research and evidence on the subject are still limited, especially when it comes to the most severe
threats, making it difficult to highlight the urgent need to address some risks and behaviours. Research that
includes children’s views can shed light on a more holistic approach to well-being and child rights.

20 China adopts new law on family education promotion - Ministry of Education of the People's Republic of China
(moe.gov.cn), accessed on 9 August 2022.

21 Yu Wenting analysed 501 media articles on child sexual abuse and concluded media attention dramatically
increased since 2015, identifying it as a socially recognized social phenomenon since 2015. In Journal of Child
Sexual Abuse, 2021 Jul;30(5):524-545, News Portrayals of Child Sexual Abuse in China: Changes from 2010 to 2019
- PubMed (nih.gov), accessed on 9 August 2022.

22|n 2021, the Government passed the Notice of Further Strict Management and Effectively Preventing Minors
from Addiction to Online Games, limiting the number of hours of children’s online game playing per week to three.
state press and publication administration-important information-state press and publication administration
issued "notice on further strict management and effectively preventing minors from addiction to online games"
(nppa.gov.cn), accessed on 2 August 2022.
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Finally, continuing to raise public awareness is an important piece of the puzzle. More systematic efforts
need to be undertaken at scale to speak out about digital safety and the risks for children, and what can be
done to navigate these risks safely.

3 Directions for the future

Starting from the MNR framework and the directions for future action globally, the authors propose the
following strategic actions in China:

1)

2)

3)

Legislation and governance: Although China has made significant progress in legislating child
online protection, including stricter regulations for service providers, there remain opportunities to
address child sexual exploitation and abuse online. This includes typifying certain behaviours like
grooming, reviewing the criminal procedural code to try cases of sexual abuse, and typifying sexual
abuse against boys. Terminology and definitions should be in line with globally adopted definitions.

Criminal justice: Pressing cybercrime issues such as money laundering and fraud can overshadow
child sexual exploitation and abuse online,?® so it is suggested that capacity to deal with these
specific issues is strengthened, including through exchanges of techniques and promising practices
in other countries.? Taking advantage of the vibrant digital technology developed by ICT
companies for detection and investigation is an opportunity. Furthermore, it is important to raise
awareness of child sexual exploitation and abuse crimes and their online dimensions among cadres
of the justice sector.?

Victim’s support: Victims of online and offline child sexual exploitation and abuse require
specialised support. However, the referral and support system should not be separate from existing
child protection systems and the institutions that are part of it. One stop centres often provide an
effective and efficient response, bringing together services and avoiding re-victimization abuse
survivors.?® In China, relevant departments have established these centres across the provinces and
this is an excellent platform for providing victims of abuse with comprehensive services. It is
recommended that this model is strengthened further through standard operating procedures and
training of the workforce.

The workforce is the backbone of the child protection system. Enhancing the capacity of social
workers across the SPP and the child welfare, health and education sectors to deal with child sexual
exploitation and abuse online is also important.

23 UNICEF, 2021, Ending online child sexual exploitation and abuse: National responses and promising practices to
address technology-facilitated sexual exploitation and abuse in low- and middle-income countries, UNICEF, New
York, p.12., Ending Online Child Sexual Exploitation and Abuse.pdf (unicef.org), accessed on 3 August 2022.

24 An interesting model can be found in the UK, Child Exploitation and Online Protection Command, CEOP Safety
Centre, accessed on 2 August 2022.

25 UNICEF, 2021, Ending online child sexual exploitation and abuse: National responses and promising practices to
address technology-facilitated sexual exploitation and abuse in low- and middle-income countries, UNICEF, New
York, p.12., Ending Online Child Sexual Exploitation and Abuse.pdf (unicef.org), accessed on 3 August 2022.

% |bid.



https://www.unicef.org/media/113731/file/Ending%20Online%20Sexual%20Exploitation%20and%20Abuse.pdf
https://www.ceop.police.uk/Safety-Centre/
https://www.ceop.police.uk/Safety-Centre/
https://www.unicef.org/media/113731/file/Ending%20Online%20Sexual%20Exploitation%20and%20Abuse.pdf

4) Societal initiatives: It is important to promote more awareness of online and offline child sexual
exploitation and abuse through campaigns and other educational programmes targeting children,
adolescents, caregivers, teachers and the public. These efforts should be at scale and sustained,
often involving partners including media and ICT companies, and campaigns should measure their
impacts on knowledge and behaviours.?” One strategy that has been adopted in several countries is
the inclusion of information on online safety in existing school curricula on digital literacy? and
other offline programmes on healthy relations, and prevention of violence and bullying. Child
participation can also ensure that children can propose solutions for a safer digital environment.

Finally, the media has an important role to play in how they portray the issue by avoiding to focus
on one specific case, ensuring privacy and confidentiality, and proposing solutions for action.

5) Industry: While the ICT industry has the responsibility to develop procedures and mechanisms to
detect and take down images and materials and report them to authorities, the reporting flow needs
to be a collaborative process.

One key area of opportunity for Internet companies is the development of technology-based
solutions, such as artificial intelligence (Al), to detect and report sexual abuse and exploitation.
However, as Witting points out,? technology is not a ‘quick fix’ solution and needs to be matched
with child protection strategies and child rights perspectives, ensuring that the right to protection is
balanced with the right to privacy. This translates into the need for training and awareness raising
of developers on child rights and child protection, and online sexual abuse and exploitation.
Furthermore, ICT companies are encouraged to ensure that technology and safety by design models
keep childrens best interests at heart and that children are consulted in the process.

6) Data and research: Situation analyses and systematic data collection to track progress of
implemented efforts are recommended actions by the MNR.* The current Youth League and China
Internet Network Information Center report provides a very insightful data analysis and a
systematic way of tracking changes and patterns in risks on a yearly basis, but it is recommended
that data include risks such as grooming, sexual abuse and sexual exploitation. Global Kids Online
and Disrupting Harm are two methodologies that can be considered and adapted (see box below).
Finally, international exchanges in terms of research and good practices would be a strategic way
forward.

It is recommended that all these domains, which are intertwined, progress to ensure a comprehensive
strategy. The author recommends the acceleration of actions within the domains of societal initiatives, the

27 UNICEF East Asia and the Pacific and Young and Resilient Research Centre, Evaluating Online Safety Initiatives:
Building the evidence base on what works to keep children safe online. UNICEF, Bangkok, 2022, Evaluating Online
Safety Initiatives.pdf (unicef.org), accessed on 4 August 2022.

28 See Cybersafe Asia initiative, Cybersafe, in the Philippines, quoted in UNICEF, 2021, Ending Online Child Sexual
Exploitation and Abuse.pdf (unicef.org), accessed on 2 August 2022.

2% Witting, S.K., 2022, “Addressing the Vulnerabilities of Children to Sale and Sexual Exploitation in the Framework
of the Sustainable Development Goals”, Microsoft Word - Submission Special Rapporteur OPSC Leiden University
SkW.docx (ohchr.org), accessed on 3 August 2022, p.3.
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role of the industry and the role of criminal justice in parallel with the child protection system, where there
are emerging opportunities and interests or needs, as illustrated above.

4 Conclusions

While data suggests that the incidence of child sexual exploitation and abuse online and the types of harms
are increasing, there is also hope in the form of enhanced attention, commitment and solutions. A
comprehensive multi-sectoral action framework, the National Model Response (NMR) of the WeProtect
Global Alliance, is proving to be an effective tool for the development and implementation of national
responses. All stakeholders, from governments to the ICT industry, civil society, caregivers and children
themselves have an important role to play in equipping themselves with knowledge and working together.

China, as the country with the largest number of child Internet users, has made important efforts to raise
the profile of child online protection in institutional agendas as well as in the public, and it has consolidated
its legal framework to crack down on online harm. More needs to be done in terms of data and research, as
well in terms of strengthening investigation and response services to address the specific challenges of child
sexual abuse and exploitation online. The ICT industry is playing an increasingly important role through
technology-based solutions to detect and report cases of online child online sexual exploitation and abuse,
as well as through adopting regulations and being accountable. There needs to be a greater focus on ensuring
the balance between child rights and child protection. Finally, more efforts on digital safety need to grow
at scale and systematically.

Continued collaboration across sectors in China and the world will help prevent and respond to child sexual
exploitation and abuse online.



