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Abstract

Blockchain or distributed ledgertechnologyis the key innovation inside Bitcoin, the virtual
currency, or distributed database commodity. Distributed ledgerapplications are presentlyin
experimental and early commercial use inapplications and for industry sectors now extending
far beyond Bitcoin, and far beyond Fintech (financial technology.)

This paper evaluates blockchain technology and suggests there is a significant opportunity for
regulators and policymakersto shape the evolution and commercialization of this disruptive
trust innovation, particularly for the Internet of Things, in a direction that contributesto human
well-being. Designingfor privacy and security are just two of the policy issues that must be
rethought as blockchain technology gains widespread use.

As blockchainis increasingly used to establish secure trust relationships and permanent records
in a wide array of markets and institutions, will the diverse regulatory treatments of —
essentially the same — innovation create new policy barriers to its wide application? Are there
information policy measures, which can help policymakers, industry, and users avoid the
inevitable pitfalls of a novel technology? If so, is there a new alignment of distribution of
authority also among regulators, which these innovations may spark, or publicwelfare and
publicsector effectiveness might benefitfrom?

This paper summarizes original research by the co-authors, and is among the first to
deconstruct blockchain for a wide array of industrial sectors and Internet of Things markets.
Preliminary results and insights on three policy challenges are shared. Suggestions for further
cross-sector blockchain and Internet of Things policy research conclude the paper.



Introduction

Technology paradigms and modelsthat are significantly influencingindustry and society in
parallel may virtually intersect. Two technologies thatare both accelerating, and are now
converging, will create an overlap and generate uncertainty that requires further research.
These two technologies are blockchain and the internet of things. The path dependency from
which we may anticipate thisimpending collision of technologies and business models can
create opportunities forfirms, and challenges for government and civil society.

Blockchain isa distributed trust protocol that builds on encryption and distributed immutable
ledgersto drive information sharing between unfamiliar partiesin an intimate way without
having to manufacture trust with intermediaries orcomplexinfrastructure. This can accelerate
the sharing of new types of data between new categories of partiesin new ways, like never
beforein the history of our species.!

The internet of thingsincludes the sensorinstrumentation of non-digital assets that create
digital endpointsinan electronicnetwork enabling the capture of new types of information,
about new things that we never captured information on, at low cost and high speed;ready to
be shared. This can accelerate our ability to see and learn about the world from de-materialize
view. More broadly, the internet of things includes all the sensors and digital assets already in,
on and around us, such as the wearables, drones, cameras, microphones, GPS and radios
already embeddedinour environment. Now in the internet of things their data mightbe more
readily aggregated and analyzed, which has both positive and negative externalities.

Together, these two paradigms create the potential for new data sets collected by sensorson
items of the world that were never sensored, and to store said data on blockchains which
facilitate easy and trusted exchange of information between unfamiliar partiesinan intimate
way. This form of co-operation between humansto create and capture value istermed trusted
commerce.? While there are already emergent policies and regulatory approaches to aspects of
blockchain and the internet of things individually, thereis a policy gap at the intersectionthat
requiresimmediate and focused research and policy consideration. 3

1 For moreon the role of technologyinthe history of human well-being providing an empirical basis for this
observation, see Audrey N. Selian, Lee McKnight, (2017) The Role of Technology in the History of Well-Being:
Transformative Market Phenomena Over Time, in Richard J. Estes, M. JosephSirgy, Eds., (2017) The Pursuit of
Human Well-Being. The Untold Global History, Springer International Publishing, pp 639-687.

2For more on the emergence of trusted commerce, s ee Richie Etwaru, (2017) Blockchain: Trust Companies. Every
Company Is at Risk of Being Disrupted by a Digital Version of Itself, Dog Ear Press.

3 The New York State Department of Financial Services BitLicense Regulatory Frameworkfrom 2015is an example
of early regulationa virtualcurrencyapplication of blockchain. This provides a model forregulators elsewhere to
follow forvirtual currency. For moreinformation see: New York State Department of Financial Services, Bitlicense
Regulatory Framework: http://www.dfs.ny.gov/legal/regulations/bitlicense_reg_framework.htm Seealso: New
York State Department of Financial Services, New York Codes, Rules and Regulations Title 23. Department of
Financial Services Chapter |. Regulations of the Superintendent of Financial Services Part 200. Virtual Currencies
http://www.dfs.ny.gov/legal/regulations/adoptions/dfsp2 00t.pdf
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What is blockchain?

Blockchain isthe combination of asymmetric cryptography and distributed databases arranged
in a manner to ensure that data can be stored presentedin a form whereitis simple and
inexpensivetotellifthe data was tampered with, by whom, when, and in some cases for what
reason. Famously, the blockchain protocol of cryptography and distributed databasesis the
underlying fabricfor Bitcoin and other digital crypto currencies. Bitcoin is blockchain
instantiated for currency, a single use case.*

The blockchain protocol stands to be more powerful than its first instantiation Bitcoin. To help
frame the magnitude of the blockchain protocol versus Bitcoin, some suggest the metaphor
suggesting Bitcoin isto blockchain what AOL Chat was to the Internet. A small example of how
the TCP/IP protocol can be used for a simple use case such as Chat. The fundamental promise is
that data that can be presented by itself, with the ability to be check for tampering is data that
is more trusted than a data set that cannot be easily checked for tampering. As a result, data on
a blockchainis more trusted than data not on a blockchain, and hence the need for
intermediaries that manufacture trust in data sets such as banks for financial data, department
of motor vehicles for identity data, title companies for ownership land and property data are
less needed.

Where is blockchain going next?

Early applications of the blockchain protocol have gone beyond representing currency or
financial data, the industry has started to add identity data, and in some cases inventory data to
the blockchain protocol. The maturity model below illustrates a potential adoption journey for
blockchain on data sets, starting with trusted data expandingto other data sets beyond
financial data, and eventually the implications when consensus can be found easier on truths
representedindata sets, and finally the ability to have human or software agents act on data
sets autonomously with smart contracts.

Figure 1: Blockchain Institutional Revolution Maturity Model

Finance Identity ~ Reputation Inventory Market Agreement Cooperate
Data Data Data Data Data Data Data
TRUST 1A 2A 3A 4A 5A 6A 7A
CONSENSUS 2A 3B 3B 4B 5B 6B 7B
AUTONOMY 3A 4C 3C 4C 5C 6C 7C

(Source: R. Etwaru, 2017)

4 For the original work describing Bitcoin, andthe Blockchain, see Satoshi Nakomoto, 2009, Bitcoin: A Peer-to-Peer
Electronic Cash System, https://bitcoin.org/bitcoin.pdf
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Bitcoinisin cell 1A above, an instantiation of the ease at whichfinancial data can be shared
between unfamiliarpartiesinan intimate way without the high dependence onan intermediary
such as a bank. Other trust use cases extended from cell 2a to 7A and will be discussed laterin
the paper. Cell 7C represents a use case where corporate data representinghow a corporation
organizes, governs, make decisions and distributesvalue are trusted by design without the
needfor corporate auditors, corporate lawyers, and accounting governance bodies. This trusted
corporate data when share with unfamiliar partiesin an intimate way is currently being
referredto as a Decentralized Autonomous Organization (DAO).

At the core of blockchain isthe notionthat data can be presentedina manner whereit can be
trusted as a standalone withoutthe need for an intermediary to verify the fidelity of the data.
This notion of Blockchain, first drives sharing of new types of data sets neverimagined as
shareable before because of the high cost of standing up an intermediary to verify the fidelity
of said data set between familiar parties. Secondly, the notion drives sharing between
unfamiliar partiesin intimate ways, which could not have been attempted before because of
the high cost of standing up said familiarity.

What is the internet of things?

The internet of things, oftenreferredto as loT or |oE (the internet of everything) isa paradigm
that encapsulates hardware, software, and networking enabling our speciesto instrument
animate or inanimate objects with “sensors” that are connectedto the internetenablingthese
sensorsto collect data streams about the animate or inanimate or the environmentaround the
animate or inanimate objects, and report said data streams back to a centralized locationvia
the internet.> Examples of the internet of thingsinstantiated are thermostats that are
connected to the internetremotely reportingto a user’s mobile phone the temperature of the
user’'shome, or sensors on oil rigs that are remotely reporting as a constant stream of data the
speed and direction of the movement of the water/ocean around the oil rig back to a central
location on land via the intentto a computer screen.

This ability to manufacture sensorsthat can measure specificattributes of animate or
inanimate objects or the environmentaround animate or inanimate objects, connect these
sensorsto the internetso that they can remotely report single pointsin time measures or
constant streams of data back to other animate or inanimate objects, databases, computers, or
mobile devices describes the “instrumenting” of the world with sensors. With enough
instrumentation, once heavily analog and material intensive sectors or industries can be de -
materialize and/or digitized create conditions where commerce can run faster on real time

5 For a recent technology assessment of the Internet of Things, see United States Government Accountability
Office, Center for Science, Technology, and Engineering Report to Congressional Requesters, (May 2017) GAO-17-
75, TECHNOLOGY ASSESSMENT Internet of Things Statusand implications of anincreasingly connected world
http://www.gao.gov/assets/690/684590.pdf (Note: co-author Lee W McKnight served as a contributor to the
National Research Council workshop andas a reviewer and commenter on the draft report.
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higherfidelity demand and supply signals garnered from the internet of things. To visualize the
elements of Internet of Things Devices, Systems, and Services, see Figure 2 below.

Figure 2: The Internet of Things Deconstructed

' A
Hardware
e Sensors+ Processors + Actuators
.
'Y A
Network
e Wi-Fi+ RFID + SCADA + Bluetooth + Cellular/5G + LoRaWAN +
Satellite
. J
( )
Cloud
& e Software Defined Compute + Storage + Network + Data Centers +
DevOps
. J
' A
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e Automation + Al + Applications + Services + Processes + Operating
L System
J

(Source: Lee W McKnight, adapted from USGAO 17-75)

As Figure 2 above illustrates, dependingupon whetheroneisfocusing on the Industrial Internet
of Things, or taking a consumer, device, network, cloud or software focus to the Internet of
Things, a number of differentelements can be emphasized. Similarly, in modern systems the
traditional hardware process of ‘compute’ can be definedinsoftware, as can the networkand
storage as well asthe data. What remains constant is some form of physical sensors must be
present.

Where is the internet of things going next?

Currently, the internet of thingsis helpingcommerce collect new datasets that may not have
been collected at scale before, and putting those data setsto use. The fidelity of the new
datasets, the usefulness of the data, and the ability of once non-connected and non-smart
things to become connected and smart is an evolution. Addinga sensorto a thermostat into a
home to be able to report back the temperature of the home to a user’s mobile phone



remotelyviaan internetconnect does not make the thermostat a smart thermostat, or the
home a smart home.

Human and cyber-physical systems are always vulnerable to a variety of threats, with the
Internet of Things expandingthe threat surface enormously and creating an unknown number
of new risk factors. When coupled with the human failures and lack of security awareness and
training, Zero Day Exploits and other embedded system vulnerabilities, anew approach is
needed. An OpenSpecifications Model has been developedarounda 2-part cyber-physical
kernel by researchers and students from many nations in part through several National Science
Foundation Partnership for Innovation projects. The work began in 2002 as exploratory
research on what we now call the Internet of Things, cloud services, Edgeware, and soon will
call 5G+ advanced wireless networks. Nine doctoral theses have been authored and thousands
of academic and industry researchers, school teachers and schoolchildren, as well as Enterprise
ClOs, governmentand civil society members, have contributed to date in various ways including
to academic and professional conferences, publications and journal articles, and standards,
reference architecture, and framework specification organizations.

Figure 3: Open Specifications Model v0.4 for the Internet of Things

Open Specifications Model v0.4

DO WANE

WG A
AR LSS GRS APPLM ATION PROGRAMA G ANTERFACES)
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- - - - ..-.--c- -t -m-mm-un
fhE—
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Source: WiTec, Syracuse University, 2016

As the Open Specifications Model il lustrates (and suggests edgeware architecture to protect
people, devices, networks, applications. data, content and services, and non-person entities,
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including edge networks and edge computing devices, and edge cloud services are being
instrumented with sensors that are moving through a maturity model. The smartness of the
object instrumented with sensorsis on a scale. We believe thatthe internet of things will
mature in a direction where data sets that are more new will be collected/streamed remotely
over the internet, the fidelity of the new data sets will increase and sensors become more
sensitive and scalable, and the smartness of the devicesinstrumented with sensors will increase
over time to an internet of smart things.

The Open Specifications Model v0.5 now in development has many technical mechanisms, as
well as law, policy and economic elements and features; and is far from complete, and must
continually evolve as for example blockchain and Internet of Things were addedto v0.4. The
virtual market questions stimulating the research originally reviews the insights fromthe ‘cloud
to edge’ focus of the current phase and suggests directions for future Edgeware research and
development. InnovationZones in Democratic Republicof Congo and testbedsin the United
States permitting evaluation of Edgeware and the Internet Backpack for emergency and
education use are describedin other work also prepared for presentation at TPRC 45.6

Figure 4: Internet of things maturity model

Internet of

dumb things

Internet of
chatty things

Internet of

obedient things

Internet of useful
things

Internet of smart
things

WHAT CAN Things thatare | Thingsthatcan | Things thatcan Things that can Things that can
connected have execute report or trigger engage and add
THEY DO . . . .
digitally conversations instructions events value
Sensorin trunk of
Light sensor carthathears from | Sensoron mattress
cangonlseresoort Camera Controller that your calendar that or bedroom to
WHATDOESIT yrep can change the you are driving to know that a person
backabsence | connectedtoa . .
FEEL LIKE . temperatureina | your golf game, nut did not have
or presence of tall building >
light house notices the golf enough rest at
clubs are notinthe night
trunk
Sensor
communicates with
Network of sensors , .
. person’s admin and
Thermostat that verifies that golf
Sensortosee if Lens that can canbe told to clubs are stillin the calendar, moves an
WHATIS AN alightis on o: report back change the aura e andlolrders early 7AM meeting
EXAMPLE & remotely what gethe garage, ) to 8AM, and
off ) temperatureina and pickup service .
itsees . informs alarm clock
house to bring your golf
toallow human
clubs to the course
one more hour of
much needed sleep

6 See www.iatag.org and Lee W McKnight, Katcho Karume, and Yihan Yu, ‘Getting There from Here; The 30 in 2020
Broadband Vision for the Democratic Republic of Congo, Paper prepared for TPRC 45, September 8-9,2017,
www.tprc.org

10


http://www.iatag.org/
http://www.tprc.org/

What does the intersection of the two paradigms look like?

New sensors that instrument animate objects range from thermostats at bottom of the ocean,
to accelerometersin the body of a human beingto track motionand balance. These sensors are
increasingly being “connected” to digital networks such as the Internetvia increasingly faster
and cheaper connectivity protocols creating a tsunami of new data being captured and stored.
These new data streams stored into data sets are being used by a small number of guardians of
said data, for a small number of evolutionary reasons.

New data sets inaddition to financial data are beingloaded onto blockchain distribute ledgers
for intimate data sharing between new networks of participants who are historically unfamiliar
with each other’s. A data set such as the motion and balance of the human body collected by
an accelerometerinstrumentedin a patientis currently stored inan loT database, and only
accessible by permitted and visible/known guardians of said data set. When this human motion
and balance data set isloaded on a blockchain where sharing between unfamiliarpartiesisthe
status quo, new research and implications are needed around how sensitive dataonce
“guarded” by a trusted guardian is now ina world where trust is commoditized and sharing is
democratized.

At the intersection of blockchain and the internet of things - or as the title of the paper suggests
blockchainingthe internet of things — are use cases where new datasets being collected from
new sensors lack a clear policy on how guardians can use them.

The complexity of the use cases increases when said new datasets are loaded on a blockchain
where there is limited policy around how sharing can be done beyond the initial guardians of
the datasets to unfamiliar partiesin intimate ways. Currently, while intermediaries such as
banks for financial data stand in the way as they verify the sanctity of a data set, they also serve
as the mechanism that throttles access to data sets. On a Blockchain where permissionis
designedfor, the mere ease of sharing withouta need for an intermediary to verify data
because the fidelity of a data set isinherently builtinto the data set creates conditions where
the temptation to share at scale with parties wholack the appropriate permission needs policy
guidance.

Finally, the uses cases saturate with complexity where once guarded datasets are now shared
at scale with unfamiliar partiesin intimate ways to generate new insights with little orno policy
considerations around how, when, where, for what and by whom said insights can be
leveraged.
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Figure 5: Blockchain/loT Opportunities and Policy Issues

Status of Difficulty of Impact of lack of
current policies  constructing policy policy
New datasets captured in theinternet of
. Some Easy Low
things.
New datasets captured in theinternet of
things +loaded on a blockchain so unfamiliar Little Medium High
parties can accessinintimate ways
New datasets captured in theinternet of
things +loaded on a blockchain so unfamiliar
parties can accessinintimateways + new None High High
insights canbe derived by combining non-
adjacentdatasets

Healthcare use case

Fitnesstracker isa part of the internet of things, specifically; they contribute to the emergent
digital health aspect of healthcare. The information captured by fitness trackers is currently not
regulated by the FDA and the devicesare considered a DTC lifestyle category device. Most of
the data captured from fitness trackers belongto the guardian who is the person beingtracked.
While there are some guidelines on what the corporations that manufacture the fitness
trackers can do with the data sets, the policiesfail toaddress how parts of the fitness tracking
datasets can be stored on blockchains where sharing is democratized.

Once fitness tracker datasets are loaded on a blockchain where the datasets can be shared with
other adjacent participants on the blockchain such as gyms, health insurance companies, and
sporting goods apparel stores; the low cost of access and sharing of the high fidelity datain the
absence of clear policy can potentially encourage a behaviorwhere the data is shared beyond
the realms of consideration of current policy sets. A sporting apparel store, for example, may
now be able to target specificcustomers who have purchased fitness tracker devices with
advertisementforfitness apparel, or a healthinsurance company may potentially considerinto
the actuarial process the evidence that one insuredis runningand hence a lower health risk
over another insured who isnot runningand hence a higherhealthrisk.

Lastly, on a blockchain where other permitted parties such as border control agencies are
sharing on the same distributed ledger, information on where a traveler has been running or
travelling captured from the GPS sensor on a fitness tracker can create conditions where border
agents can evaluate the threat of a person enteringa country or a region in real time based on
the prior travels or visits to countries or citiesinfected with threats. While this example creates
opportunityin keepingthe world safe, there are policy considerationsin privacy and human
rights, that are currently not in the focus of the debate around blockchain and the internet of
things as they intersect on this simple data set.
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Automotive use case

The automobile isthe poster child of once inanimate objects now being dematerialized with
sensorsinto the internet of things. Cars can now see, hear, respond, and recommend
increasingly fasterand more precisely. A network of loosely defined policies governs the
ownership and attribution or returned value from the data collected and generated from cars.
The movement of a car for example, when pooled with the movement of other cars can create
live trafficdata streams that optimized GPS routing. The cameras that modern cars are
equipped with can/should be able to spot potholesand report them to local authorities, and
the voice commands asked/told to cars by driverscan/should be used to drive the
improvement of natural language processingor at a minimum capture demand signals of what
driverswant from cars, i.e. early demandsignals of what humans expect cars to understand.

As the internet of things accelerates the ability for new and improved data streams to be
collected from and by automobiles, the policy around the ownership and attribution of
returnedvalue from said data sets are fallingbehind. Once on a blockchain, these data sets will
continue to be leveraged by first the sharing to unfamiliar parties and eventually merged with
other datasets on blockchainsto driven new and interestinginsights of value. For example, the
number of potholes discovered and reported by a car may qualify that car for access to
preferred HOV lanes when there is congestion.

What is visibly clear, and requiresthe focus to fashion policy around is the ownership of these
new data sets, and the ability to attribute derived value back to the systems or individuals that
create the data setsinitially. Here we see data sets that are loosely owned by the originators
usedin an evolutionary way creating little-returned value that has to be attributed back to the
originator. As these data sets beginto evolve and be shared at scale on blockchains, the derived
value resulting from the datasets will likely increase exponentially and as a resultthe need for
focus on policy that governsthe ownership and attribution of returned value back to the
originators of data sets derived from cars owned by a human, or a human herself needsto be
studied further.

An Oil and Gas use case

The oil and gas industry has shifted from surveyingthe planet at single pointsintime to
sensoringthe planetas a continuous stream of information. Data sets on air pressure,
temperature, wind, the density of land or water, the sounds of the ocean, and the shifts of the
tectonic plates underpinningvolcanoes are increasingly being captured by sensorsthat are a
part of the internet of things.

Some of these datasets represent a significant commercial opportunity to identify and

sequence the harvesting of the planted natural resources. As these data sets beginto be added

onto Blockchains, and as a result, they are shared beyond the traditional intended parties and
13



countrieswhose mal intentare unfamiliarto those installingthese innocent sensors. We are
movinginto new territoryin the relationship between mankind and the planet. For some, new
data sets of the planet stemming from the increased sensoringinstalled by the oil and gas
industry represent commercial opportunity, for others, itrepresentsimplications of national
security.

In such use cases, it isnot onlyimportant to consider policy in how data sets may be usedas in
the healthcare use case above, or how may the ownership and attribution of value derived
from new shared data sets as in the automotive use case above; here we see the debate
around who should have access to certain data sets where those with mal intent can affect
national security, or which data sets should be accessible to allin an effortto level the playing
field.

The lack of trust driven by limited policy governing how these new data sets described in this
use cases are shared with unfamiliar partiesin an intimate way stands inthe way of similaruse
cases beingrealized to form the nextgeneration human co-operation termed trusted
commerce.

Three Blockchain + loT Policy Challenges

The core of the needfor policy consideration stems from the exponential sharing of new
information to unusual partiesin an intimate way that is prompted at the intersection of
blockchain and the internet of things.

Figure 6: Three challenges at the intersection of blockchain and the internet of things
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Studies to improve trusted commerce policy efficacy

Studying both paradigms concurrently

Both blockchain and the internet of things have an increasing number of specialists and experts
in each of the fields. However, there are few specialists and experts that presently studyingthe
implications and implementations at the intersection of both paradigms. The policy gap
discussedis emerging at the intersection where new data sets are collected by sensors in the
internet of things and sharedin an unprecedented mannerto unfamiliar partiesin intimate
ways on a blockchain.

Ourinitial research suggests that experts attemptingto examine the policy gap should be
specialized in both the internet of things and blockchain. Good candidates for policy
introspection at the intersection of the two paradigms should understand cryptography,
distributed databases, byzantine fault tolerance, sensor hardware, data transfer protocols, and
the landscape of current policiesinthe area of data privacy, open data, and emergent data
ownership self-regulatory bodies.

Figure 7. Individuals with skills in both paradigms

internet of

things

Studying the use cases in multiple sectors and industries

The use cases where the internet of things and blockchain intersect span multiple sectors and
industries. In most use cases where the two paradigms intersect multiple industries of the
private sector are involved, andin some cases, various parts of the publicsector and
governmentscan be involved, and lastly in some rare cases academia and religious
organizations can be affected or stand to benefit.

Because of the wide reaching horizontal nature of both of these paradigms ranging from the
internet of things enablingthe collection of new data sets such as GPS data or the pitch of the
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sound of whales at the bottom of the ocean, and the reach of democratized sharing on
blockchains from sharing with unknown parties that are trusted by unknown parties with
unknown trust profiles; the impact of the intersection of the paradigms can span the publicand
private sectors a multiple industries with asimple use case.

Figure 8. Use cases span sectors and industries
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Studying beyond the sovereign boundaries

The internetfueledthe blurring of policy linesacross sovereign boundariesin the area of data
and technology. Sensors inthe internet of things instrumented on the human body, or on
airplanes, submarines, cruise ships, or have long range visibility or scanning technologies can
collect new data sets far beyond the sovereign boundaries of the owneror guardian of the
sensor.

When the new data setsthat are collected across sovereign boundaries are stored on
Blockchains where participants on a Blockchain can be domiciled within different sovereign
boundaries, we arrive at a matrix or confluence of different sovereign policies that may need to
be arbitrated.

This intersection of two paradigms that show exponential growth and adoption potential across
sovereign boundaries at unprecedented rates create an expanding policy gap that continuesto
overlapinto a matrix potential conflicting prior policies and warrants particular consideringfor
new policies.
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Figure 9. Blockchain/IoT Policies cross boundaries

Trusted Commerce Recommendations

The intersection of the internet of things and blockchain stand to represent opportunity or
challenge for any nation to take advantage of the byproduct of both paradigms converging. The
results of the converging paradigms is a state of commerce that is driven by digital demand and
supply signals shared at the global scale on industrial strength trusted blockchains. This state of
commerce is described as Trusted Commerce, consisting of trust companiesand/or
organizations.

The United States of America should take a leadershiprole, design the approach, and facilitate
the consideration and focus neededto close this emergent policy gap and accelerate the
emergence of the next generation of creation and coordination by humans who co-operate ina
network called trusted commerce.

The recommendationis to work through the XYZ office, and the ABC office of the Government
of the United States of America, in partnership with the XYZ existingworld organization, and
the ABC existing self-regulatory body to pull togetherindividuals that (1) understand both the
internet of things and blockchain paradigm, (2) scholars and practitioners from multiple sectors
and industries, and (3) internet, data, privacy, and national security policy experts from the G20
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into a “Trusted Commerce Working Group” (TCWG). The TCWG would be tasked with
publishing a framework and roadmap for a policy campaign to pave the way for trusted
commerce to become a reality.

Our three policy recommendations for developing policy for blockchaining the Internet of
Things are:

1) a BlockchainloT Trusted Commerce Commission or Working Group, perhaps organized
by the National Research Council of the National Academies of Science, Engineering, and
Mathematics, and including both academic and industry experts, Congressional staff
(GAO), and Executive Branch Agency and Regulatory staff, should be convened as soon
as practicable;

2) A Symposiumor Workshop should be convened as soon as is practicable to gather
broaderinput followingapreliminary review of obstacles and opportunities for
enhanced public sector efficiency and publicsafety, and reduced regulatory uncertainty;
at the intersection of Blockchainand loT. Among the key outputs of the Working Group
and the Event would be:

3) Recommendations forimplementation of regulatory convergence and policy process
automation with information assurance through Blockchain for the Internet of Things.

Conclusion

Our research indicates that both the internet of things and blockchain continuesto mature to a
state of adoption which will impact the state of commerce and the human experience.
Additionally, earlyindicatorsin adoption and cross paradigms use cases suggest that the
paradigms are reflectively accelerating each other. Throughout our initial research, what is
becomingclear is that the amount of cross-paradigm use cases at the intersection of blockchain
and the internet of things will potentially grow exponentially ata scale of 10 to 100 timessingle
paradigm use cases.

The use cases at the core of the intersection of the of the two paradigms demonstrate a
dominant trait around trust. Because of the immutability of distributed ledgers facilitated by
key management and cryptography trust is increasingin the activity to share data, and the
dependencyon intermediariesto brokerthe sharing of data is declining. We are beginningto
agree with the conclusion of others that this increase in transaction trust will give rise to a new
generation of supply chains and value exchange markets as humans co-operate to create and
capture value referredto as Trusted Commerce.

As the three uses cases illustrated in this paper suggest, Trusted Commerce creates new
experiencesand services for humanity that spans across the internet of things and blockchain,
sectors and industries, and in some cases sovereignties. As priorresearch has demonstrated,
consumers value trust in transactions, and as a result we believe that consumers will migrate to
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organizationsthat run on Trusted Commerce platforms will and away from current commerce
platforms where transparency is low, distrust is high, and inefficienciesin time, cost, and
experience created by the need for intermediaries are abundant.

Because of the velocity and volume of the cross-paradigm use cases that are emerging, we have
concluded that considering policies atthis time is of paramount importance.
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